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ᵏ FortiGuard ╘б FortiGuard  ̂FDÑ Ԉ ╗ ╗

Ȃ 

Â ҩ ᴉ Ѭ б… Ȃ ᴳ ꜛ ּ  а

  ὯȂ 

Â ╟ Ӯ ҩ╟ ̆ꜛ ╟ ѐ Ȃ 

Â ҩ ᴉ ‟ Ȃ ‟ ҩ FortiGate Ȃ 

Â ҩ Ȃ 

Â UTM ҩ UTM ̆ꜛ ȁ ᶑ Ȃ 

Â IPSec VPN Ӯ ҩ IPSec VPN ̆ꜛ ѐ ᶕ Ȃ 

Â PPTP VPN ᴉ‾ web ѝ PPTP ѬУ ‟ IP Ȃ 

Â SSL VPN Ӯ ҩ SSL VPN ̆ ᵏ SSL VPN ᶕ Ȃ 

Â ҩ ᴉ ⁸ ὡȂ 

Â WANִעб web Ӯ ҩWANִעб web ̆ ѝ WAN

Э̆ ба ᴁ ὤ ᵏ Ȃ 

Â Ӯ ҩ ᴉ Эᴳ FortiGate NAC ⁸ FortiClient ὤ̂ ֝

н Ȃ̃ 

Â ⁸ ҩ ᴉ FortiGate ̆ᴳ ⁸ ╖ ̆ FortiWiFi

ὡ ̂AP̃ Ȃ 

Â Ӯ ̆ ꜛ ҩ б ᶕ Ȃ
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net ҉ Ю ̔ 

   IP  

ѝҩ ὁ Fortinet ὲӹ IP Ὠ ̆Fortinet ҉ IP ѝ ̆

зш ҉ Ȃ ᴳ ұ RFC1918 Ѭ ѝ  IP

̆ http://ietf.org/rfc/rfc1918.txt?number-1918 Ȃ 

   ȁ б  

Fortinet ҉ѝ ̆ Ю б Ȃ 

  

: х ̆ а ԇ Ȃ 

 

̔ ᶕ ̆ ѐұ У ᵏ Ԇ ̆ Ȃ 

 
 

̔ ╗ᶕ ̆ ᴐ ѐ Ȃ 
 

    

Fortinet ҉ Ю ̔ 

 
 
 
 
 
 
 

 

http://ietf.org/rfc/rfc1918.txt?number-1918
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1: Fortinet ҉ѐ  

 
       
              
          
           
        
         
          
   
    
    
    
    
    
    
    
    
    
    
    

*  
 

ԇ ̆ 19 ñCLI ԇ òȂ 

   CLI ԇ  

CLIѐ ὡ ԇ ̆ Ю Ȃ 

  ѐ ‟Ȃ ⁸ ̆ <address_ipv4> ̆ ӣѫ

ѕ ὡȂ 

ᶕ ̆ ñFortiGate CLIòȂ 

 
 

2: ԇ  

 
 

  

 [ ] Уэ У ‟а Ȃᴿ ̔ 

[verbose {1 | 2 | 3}] 

Ԉ ὡ verbose ḣȂ

verbose3Ȃ 

 ᴿ 

ȁ ȁ , 

 

ӱ ̆ Ȃ 

CLI ὡ* Config system dns 

set primary <address_ipv4> 

end end CLI   FGT-602803030703 # get system settings 

comments             : (null) 

opmode                : nat opmode                : 
nat  HTTP а ὤ̆ Ь Ȃ 

֒ᾃ  <HTML><HEAD><TITLE>Firewall 

Authentication</TITLE></HEAD> 

<BODY><H4>You must authenticate to use this 

service.</H4> 

 Fortinet https://support.fortinet.comȂ 

ὡ ѝ VPN ὡ ̆ Central-office-1Ȃ 

 ὡ VPN > IPSEC > Auto Key (IKE). 

‒  ᶕ FortiGate Ȃ 

: б Ȃ ̆

http://docs.fortinet.com/Ȃ Ȃ 

https://support.fortinet.com/
http://docs.fortinet.com/
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 < > Ȃ 

Ѭ ὡ̆ ᾃꜛ Уэ ̆ У

Ю‚ ̂_̃ Ȃᴿ ̔ 

<retries̹int> 

ᴔ ѝ retries ὡ ̆ 5Ȃ 

ꜛ ̔ 

Å  <xxx̹name>̔  ὲӹ  ̆

policy_AȂ 

Å  <xxx̹index>̔  ὲӹ  ̆ 0Ԇ

Уэ Ȃ 

Å  <xxx̹pattern>̔б   ╟ רּ

̆ *@example.com רּ

@example.comȂ 

Å  <xxx̹fqdn>̔Уэ ὤ ̂FQDÑ̆

mail.example.comȂ 

Å  <xxx̹email>̔ ̆ @mail.example.comȂ

Å  <xxx̹url>̔ У ᴁ ̂URL̃ Ὧ ў

₥ ̆ ԏУ ̂URĨ̆

http://www.fortinet.com/Ȃ 

Å  <xxx̹ipv4>̔Уэ IPv4 ̆ 192.168.1.99Ȃ 

Å  <xxx̹v4mask>̔ ︠ ⁸ Ipv4 ̆

255.255.255.0 

Å  <xxx̹ipv4mask>̔Уэ ︠ ⁸ IPv4 б

 ̆ 192.168.1.99 255.255.255.0Ȃ 

Å  <xxx̹ipv4/mask>̔Уэ ︠ ⁸ IPv4

ñ/ò CIDR- ̆ 192.168.1.99/24Ȃ 

Å  <xxx̹ipv6>̔Уэ IPv6 Ȃ 

Å  <xxx̹v6mask>̔Уэ ︠ ⁸ IPv6 Ȃ 

Å  <xxx̹ipv6mask>̔Ipv6   

Å  <xxx̹str>̔ ѕа ̆ P@ssw0rdȂꜛ

ѕ ѐ ᴳ Ѭ ‟Ȃ 

CLI Ȃ 

Å  <xxx̹int>̔ ̆ 15Ȃ 

 { }  ⁸ Уэ У ‟ Ȃ ὡУ

э ̆ [ ]ѐȂ 

 |

 
ҵ Ȃ ̔ 

{enable | disable} 

ᴔ ὡ enable disablĕתа ὡȂ 

http://www.fortinet.com/
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Ȃᴿ ̔ 

{http https ping snmp ssh telnet} 

ᴔ ԈԈ֗ᴉ ὡὤ ̆ Ҿ ̆

ѝ  ‟ ̆ ̔ 

ping https ssh 

̔ ᴔ̆ ὡ э‟ ̆ snmp

╗₥Уэᴿ ѐ ̆ᴔ ὡ̔ 

ping https snmp ssh 

Э̆ ╗ ῏ ̆ а

Ԇ ̆ ‟ ᴳ ̆ ѫ ⁞

Ҿ ᴿ 

 

ᾊ Fortinet ӊ  

₥̆ Ἴ Fortinet https://support.fortinet.com Э ᾊ

Fortinet ӊ Ȃ Fortinet ╘̆ ֒ ̆ ̆FortiGuard ὲӹ

FortiGuard ╘̆ ӊ ᾊȂ ᶕ ╗ Fortinet ֒ñ ᾊ òȂ 

Fortinet ӊ ᴳ  

ñFortinetӊ ᴳ òȂ 

╘б  

Fortinet ᵏ ╘ ѝҩᶑ Э̆ Ԉ Fortinet ӊ ̆

ӊ Ԉ ᴐӊ Ȃ 

Ὧұ Fortinet ᵏ ╘ ᶕ ̆ Fortinet

https://support.fortinet.comȂ 

ᵏ ֒̆ ὲӹ ᶕ ̆ Ԉ ᾱ Ȃ

Ὧұ ᵏ ᶕ ̆ Fortinet ñFortiGateᾱ -

òȂ 

https://support.fortinet.com/
https://support.fortinet.com/


ᾊ Fortinet ӊ     
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Fortinet ╘ѝ ԏ б ᴐ ᵏҩ Ȃ Fortinet

╘ http://campus.training.fortinet.com̆ ֒ mailto:training@fortinet.comȂ 

Fortinet ҉  

Fortinet http://docs.fortinet.com̆ ᵏ Fortinet Ԉ ╗

נ ᾊȂ ҩ Fortinet ̆ Ԉ Fortinet έб ҉ CDб

Fortinet ѐ  Fortinet Ȃ 

έб ҉ CD 

Ԉ ӊ ╟ CDЭ  Ὧұӊ ҉ȂCDЭ ֒ ѐȂ

Fortinet ̆ Fortinet http://docs.fortinet.comȂ 

 

Fortinet  

Fortinet ᵏҩУҾὲӹ Fortinet ̆ ᾱ ȁ ᴿȁFAQsȁ

ȁ Ȃ http://kb.fortinet.comȂ 

Fortinet  

Ὧұ ѐ techdoc@fortinet.comȂ 

http://campus.training.fortinet.com/
mailto:training@fortinet.com
http://docs.fortinet.com/
http://docs.fortinet.com/


ұWeb   Web  

 

 
FortiGate ὤᶕ  4.0 MR2 ᾊ 

̔01-420-89802-20100507 23 

̔http://docs.fortinet.com/ Å feedback   

ұ web  

 ҩ FortiGate ѐ web ̂ ע Ȃ̃ 

Эᴳ HTTP ὤ HTTPS ̆ Ԉб FortiGate web

FortiGate Ȃ  ѝ 1280x1024ȂWeb

УҾ╖ Э Ȃ web

а ᴐȂ 

ұ HTTP HTTPS web ̆ Ԉӱ֗ᴉ FortiGate FortiGate Ȃ б web

̆ Уэ ȂWeb ת̆ ѝ

Ȃ 

Ԉ ὡ > > FortiGate ᶕ Ȃԍ ҩ ₥

FortiOS ֒ ̆ IPS Ѭ ̆ ᴐ ̆ ᶕ Ȃ

FortiGate б FortiAnalyzer ὲӹ ╘ Ȃ 

Ԉᴳ web ȁ‟ FortiGate Ȃ web

ᶢ Ԉ ̆ а FortiGate ╘Ȃ Ԉ

֙ ֙ Ȃ ᴁұ web Э Ȃᶑ

Ԉ Ȃ 

Web ꜛ ЭЮ Ὧ ╠Ȃ Э ╠Ԉ ₥ web

╠ Ȃ 

Ԉᴳ FortiGate ԇ ̂CLĨ FortiGatĕ ᴔ҂ Ԉӱ web б

ԇ ̂CLĨѐ Ȃ ԍ ᵏҩ CLI ⁸ ᵳὡ ̆ Ԉᴳ 

ת   web Ȃ 

ꜛ Юў ̔ 

 ̧ web  

 ̧ web ֗╘ 

 ̧ ᴳ FortiGate ╠ 

web  

Web ꜛ ў ȁ Ȃ Ю ̔ 

 > ԍ  > ԍ   UTM >  > ᾳȂ  

 
 
 
 
 
 
 



Web   ұWeb  
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ᴔ  UTM >  > ᾳ, ̆ Э ᶕ ѝ ̆ ֒ ȂУэ

ꜛ ᶕ Ȃ 1ѐ ҩ ̆ ѝ

ԍ ̆Ԉ ў Ю Ȃ 1 ѐ Уэў ѝ ₥ VDOM ў

̆ VDOM ╟ ֶ ̆ 33 ñ VDOMsòȂ 

 

1: web  

 
 

эў ꜛ Юᾃ ̔ 

 ̧  web ў  

 ̧  ᴳ web ‟  

 ̧  web ‟ ѐ ╗  

 ̧  web ‟ ѐᴳ ⁸ 

 ̧  ᴳ ⁸‟ ‟  

 ̧  ᴳ ‟  
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Web ў  

Web Эў ᵏ FortiGate ў ̂ 24 1 Ȃ̃Web

ꜛ Юў ̔  

 ̆ ̆ D̆HCP ╘̆ ̆ ҉̆ ̂HÃ̆

Ȃ 

   FortiGate ╟ Ȃ 

   ᶑ ‡̆ IP б Ȃ 

UTM  ֒ᶑ ̆ ̆ὡᵩᶑ ̆ х

⁸Ȃ 

VPN   IPSec SSL ȂPPTP CLIѐ Ȃ 

  ᴳ Ȃ ╘ ̆ᴿ

RADIUS̆LDAP̆TACACS+ ADȂ ̆IPSec̆SSL̆IM

Ȃ 

   ̆ FortiClient ᶕ Ԉ ֒ Ȃ 

WANִעб  Уэ FortiGate ѝ ⁸ ̆ FortiWiFi ὡ

̂AP̃ Ȃ 

б  б ֒Ȃ б Ȃ 

₥ VDOM̆ VDOM ╟ ֶ FortiGate ѐ  Ȃἵ

VDOMȂ а VDOM  ̆ ӱ ₥ VDOM Ю

‟ ѐ Уэ VDOMȂ 
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ᴳ web ‟  

web ꜛ ‟ Ȃὲѐꜛ ‟ ̆ ‟ ̆ ‟ ̆

‟ ὲӹ‟ Ȃ Ԉ ֙ ̆ ֙ἵ ‟ ᾗ ᴐ̆ ѫ

Ԉ ̔ 

 ̧ ‟ ѐ … Ȃ 

 ̧ ᶢ Э‟ ѐ Ȃ 

 ̧ ӱ‟ ѐ Ȃ а  ̆‡ аֶ Ȃ ╗ὲӹ ѐ

 ̆ѝҩ ̆ ӱὲӹ ѐ   Ȃᴿ ̆ 

╗ ѐ Уэ ̆ Ἴӱ ѐ Ȃ 

Ԉἵ ᾗ ᴐ ֙ ̆ Ԉ ‟ ѐ Ȃ 

ᶕ 173 ñ òȂ 
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web ‟ ѐ ╗  

Ԉ ╗ ⁸ web ѐ ‟ ᶕ Ȃ Ю web

‟ ᴿ̔ 

 ̧ ᾃ ‟ ̂ 57 ñ ₥‟ ò̃  

 ̧ IPv6 ‡‟ ̂ 261 ñ ‡ò̆271 ñDoS‡ò 273 ñ ‡ò̃ 

 ̧ Ѭ ὡᵩᶑ ‟ ̂ 313 ñ Ѭò̃  

 ̧ ‟ ̂ 400 ñ ‟ ò̃  

 ̧ IPSec VPN ̂ӊ 364 ñVPN ò̃  

 ̧ NAC‟ ̂ 409 ñ ò̃  

 ̧ ‟ ̂ 429 ñ ᶕ ò̃  

Ԉ ῏ ‟ ѐ ̆ ̆ Ԉ ѐұ ᶕ Ȃ 

ᴿ ̆ Ԉ ὡ  >  > ̆ ѐ̆ ᶕ FortiGate

₥ ᶕ ᾳȂУэ FortiGate Ԉ Э︢ Ȃ Ԉ ╗ ᴳ

 э  Ȃᴿ ̆ ̆ ἵ ֒

Ю̆ Ԉ ╗Уэ ‡ ID ID ‟ ID Ȃ 

Ԉ ѐ web ╗ Ȃӱ

̆ Ԉ ֗ ̆ ѝ Ȃ ҂ Ԉ ѝУ ╗

Ȃ ѐ ѝ ̆ ѐ ѝ Ȃ 

Ὧ web   web FortiGate ̆ Ӱ ᶑ

Ȃ 

э ѐ ᶕ а ̆ а Ȃ ѐ̆ Ԉ

ӣѫ̆ б ᶕ ̆ а б аּר ᶕ Ȃ 

ĬPv6 ‡̆ Ѭ ‟ ѐ̆ Ԉ б

ᵏ ‟ ᶕ ⁸Ȃ ᶕ 29 ñ òȂ 

 
: ẏ FortiGAte ѐ̆з Ю ֶᶑ ╗ ‟ ѐȂ 

 
 

ꜛ  

ꜛ ̂ IP ̆ ID ̃̆ Ԉ Уэ У У

ѕ Ȃᴿ ̆ Ԉ Уэ э У IP ‟ IP

Ȃѝҩ э ‟̆ б ḣ  ̆ 25-50Ȃ 

 
 
 
 



Web   ұWeb  

 
FortiGate ὤᶕ  4.0 MR2 ᾊ 

 28 ̔01-420-89802-20100507 

̔http://docs.fortinet.com/ Å feedback   

 
 
 

‟ ̆ ὡ  >  > Ȃ ֶ ѐ̆ ᶕ Ȃ 

 

ꜛ ѕ  

ꜛ ѕ̂ᴿ ᶕ ̃̆ Ԉ ѕ Ȃ Ԉ б

ѕш ᶕ ̆ꜛ ѕ ᶕ аꜛ ѕ ᶕ Ȃ Ԉ שּ

ᾗȂ ѕ Ԉ Ȃ ѕ Ԉꜛ <, &, > Ȃ ̆ ֶ

<Ѯ ̆ ѝУ ̂ᴿ ̆ <stringת а < string Ȃ̃

ֶ רּ < > Ԉ ѐ ̂ᴿ ̆ <string>ת а >string> Ȃ̃ 
 

Өꜛ  

ҾӨꜛ ̂ᴿ ὤᶕ Ѭ ѝ̃̆ Ԉӱ‟ ѐ

э Ȃ Ю̆ Ԉ У Ȃ 

 

 

ὲӹ Ȃ Ԉ ᶕ Ȃ Ԉᴳ а

ὤ ⁞ ᶕ Ȃ 

2:Уэ ꜛ ȁ ȁ ᶕ  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

web ‟ ѐᴳ ⁸ 

Web ꜛ ⁸̆G ꜛ Уэ ‟

Ȃꜛ ⁸ Web ꜛ ̔ 

 ̧ ֶ ‟ ̂ 57 ñ ₥ֶ ‟ ò̃  

 ̧ ̂ 257 ñ ò̃  
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 ̧ ᵩᶑ Ѭ ‟ ̂ 313 ñ Ѭò̃  

 ̧ ‟ ̂ 316 ñ ò̃  

 ̧ ֒‟ ̂ 328 ñ ֒ ò̃  

 ̧ ‟ ̂ 400 ñ ‟ ò̃  

 ̧ IPSec VPN ̂ 364 ñ VPNsò̃ 

 ̧ ‟ ̂ 401 ñ ‟ ò̃  

 ̧ ẏ‟ ̂ 429 ñ ẏ ᶕ ò̃Ȃ 

 ̧ NAC‟ ̂ 409 ñ ò̃  

 

3: ⁸ 

 
 
 
 
 
 
 
 
 
 
 
 

У  ‟ ѐ Уэ Ȃ 

₥У  ‟ ₥У Ȃ 

₥  

₥‟ Ȃ Ԉ ὡ ̆

Э Ȃᴿ ̆ Ὥ 5

ҩ 3̆ ѫ ֶ Ь ᾃ Ȃ 

 

 
Ԉ ‟ Ȃ 

ЮУ  ‟ ЮУ Ȃ 

У  ‟ У Ȃ 

ᴳ ⁸  

ᴳ ̆ Ԉ УҾע web ‟ ̆Ԉ ᵳ  ᶕ ̆ Ҿа

ᶕ Ԉ  Ȃ 

‟ web Э̆ Ԉ ⁸‟ ᶕ ̆ ⁸ӹԏ

‟ Ȃ Web ⁸ꜛ ̔ 

 ̧ ‟ ̂ 85 ñ ò̃  

 ̧ б IPv6 ‡̂ 261 ñ ‡ò̃  

 ̧ ὡᵩ ⁸ Ѭ ‟ ̂ 313 ñ Ѭò̃  

 ̧ ‟ ̂ 400 ñ ‟ ò̃  

 ̧ IPSec VPN ̂ 364 ñ VPNsò̃ 

 ̧ NAĈ 409 ñ ò̃  
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 ̧ ẏ‟ ̂ 429 ñ ẏ ᶕ ò̃ Ȃ 

 
: ‟ ֗ᴉ ᶑ FortiGate ѐ̆Ю ‟ ֶ Ȃ 

‟ ̆ Ȃӱ שּ ѐ̆ ̆

╟ ñ ‟ ѐ שּ òȂ ̆נ ұ ̆ᴳ

שּ ‟ ѐȂᴳ Э бЮ Ȃᴿ ̆ Ԉ ‟

ᴳ э IP/ ȁMAC ȁMTU Ȃ 

 

4:  >  >  ѐ ᴿ 

 

 

ᴳ  

ĬPv6 ‡̆ Ѭ ̆ ĬPSec ẏ‟

ѐ̆ Ԉ б ᵏ‟ ᶕ ⁸Ȃ 

ᴿ Ԉ ὡὡᵩᶑ  > Ѭ̆ ὡᵩ Ѭ ‟ ӨӨ

Ȃѝҩ ᴐ̆ ѝӨӨ б Ȃ ѝ ᵏ Ԉ

‟ Ȃ Ѭ ‟ ѐ̆ Ԉ а  ‟ ̆

 ̆Ԉ а У Ȃ 
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5: Veritas бWinamp Ѭ ‟  

 

ᶕ 26 ñѝ web ‟ ╗ òȂ 

web ֗╘ 

ў ҩЮ web ֗╘̔ 

 ̧  web  

 ̧ ᶢ ₥  

 ̧ ᶢ FortiGate  

 ̧ web  

 ̧ FortiGate  

 ̧ web  

 ̧  VDOMs 

 ̧ ӱ web ѐ FortiGate CLI 

 ̧  

 ̧   

 web  

 web ̆ ̔ 

 ̧ FortiGate ѐñὡ òбñ ò ̆  Уэ FortiGate Ȃ 

 ̧ Ԉ FortiGate IP Ȃ 

 ̧ У Ԉ Ԉб FortiGate Ȃ 
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 ̧ Уэ Ȃ Microsoft Windows WEB browsers supported by 

Fortinet products web-based manager (GUI) web browsers Mac OS browsers for use 

with Fortinet hardware web-based manager (GUI)Ȃ 

 web  

1. ̆  FortiGate IP https://ЭȂᴿ ̆ IP

192.168.1.99̆‡  https://192.168.1.99Э̂ ᴃ https://ѐ ╗ s Ȃ̃ 

ѝҩ ὤ HTTPS F̆ortiGate ҩУэ ὤ ҉̆ ᵏ

HTTPS FortiGate Ȃ ̆FortiGate ѐ ч

э ὤ Ȃ 

Уэ FortiGate ὤ Ȃ а

̆FortiGate Ȃ ҩ ̆ ֶ  Ȃ ὡ

ᶕ ּ  FortiGate ₥ ╗ Ȃ Ѩ ̆ ᶕ а

ֶᾋ  Ȃ 

₥̆ үэ FortiGate б аУ Ȃ

  ѝ FortiGate ᴳ ҩ Ȃ Уэᶕ ̆

Ȃ 

2. ѐ ὡ Ȃ 
3. ѐ ὡ Ȃ 
4. Ȃ 

 

ᶢ ₥  

₥ ̆ ᶢ ̆ ѐ ̆ ̆ ὲӹ

а Ȃ Ю ѐ  Ȃ ᴔᶢ ₥ ̆ᴳ 31

ñ ‟ ѐ òȂ 

 
‟ ѐ  

1. ѐ̆ ᾃ̆   У Ȃ ̆ ᴳ

Ȃ Ҿ Э̆ ᴔ ѐ ̆ а Ȃ  

2. ̆ ᶢ Ȃ ᶢ ̆  ‟ Э̆

ѐ̆ ҂  Ȃ 

ᶢ FortiGate  

̆ Ԉᴳ ת  web Ȃ ѝ

Ԉ ֗ᴉӝ  FortiGate Ȃѝҩ ὤ̆

╗ ὲӹ Ȃ 
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̆ ὡ  >  >  ̆ ̆ Ȃ ѐ

ᶑ Ȃ Ԉ ѐ… ╗ Ȃ Ὧұ ̆

Ὧ ᶕ ̆ 165 ñ òȂ 

 
: х ҩ FortiGate ̆ Fortinet

ñ Уэх FortiGate òȂ 

web  

Ԉ web ѝ ̆ ̂ ᴇ̃̆ ̆ ̆ ̆

Ȃѝҩ  ̆ ᴳ Ȃ ̆ ὡ  > 

 > ̆ ѐ̆ӱЮ ‟ ѐ ̆ ȂWeb Ԉ

Ȃ 

6:Ԉ  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

FortiGate  

̆Уэ Ԉб FortiGate Ȃ FortiGate

ἵ ὡУэ э ̆ FortiGate ñὡ ò ñ

ò У Ȃ 

̔ 

 ̧ ἵ ֗ᴉ FortiGate Ȃ 

 ̧ ἵ ὡ web ὤ HTTPS ̂ ̃ 

 ̧ ἵ ὡ web HTTP ̂а ̃ 

 ̧ ἵ ὡ CLI ὤ SSH ̂ ̃ 

 ̧ ἵ ὡ CLI SSH ̂а ̃ 
̆ ὡ  >  > ̆ ̆ ̆  
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ѐ ᶑ Ȃ 

Ὧұ ᶕ 96 ñѝ òȂ 
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̆ 5 ᾃ ֗╘ ̆web б  Ȃ ᴍ ᴐ

ὲӹӝ  web ӝ ᴳ web Ȃ ̆ᴔ Ԉ

ᴳ Ю ᴍ ᴐ Ȃ 

ᴍ ᴐ ̆ ὡ  >  > ̆  ЮԈ ѝ ᴁ ὡ ̆

ѐ ᶑ   Ȃע

 VDOMs  

╟ VDOM ̆ ᵛ ₥ VDOM   Ȃ ҩУэЮ ‟ Ȃ Ю

‟ ꜛ FortiGate VDOMsȂ ᵏҩУ VDOM Ȃ

 VDOM̆ᴳ ₥ VDOM ̆ӱЮ ‟ ѐ  VDOM̆ ╟ ҩ

э VDOMѐȂ  

ӱ web ѐ FortiGate CLI  

ᴳ CLI ԍ web ԍ FortiGate CLIȂ Ԉᴳ CLI

web ѐ Ȃ Ҿ CLIѐ Ȃ ̆ Ԉᴳ

CLI ὡ web ԇ web ὲӹ ᴐȂ Ὧұ

FortiGate CLI ᶕ ̆ ñFortiGate CLIòȂ 

б CLI ԍ ̆ ὡ  >  >  ̆ CLI ԍ ѐ ᾃ ̆ ╟

ҩ CLIȂ ᶕ ̆ 55 ñCLI ԍ òȂ 

 

ѐ Fortinet ̆ӱ ̆ Ԉ̔ 

 ̧ Fortinet  

 ̧ ╘̂ ̃ 

 ̧ ᾊ Fortinetӊ  
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 ̧ Fortinet  
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 ̧ FortiGuardѐ Ȃ 

ᾊ Fortinetӊ ӊ ̆ FortiGuard ╘Ȃ ᾊ Fortinetӊ

̆ ὡӊ ᾊ ᾊȂ 

  

  ᴳ   web Ȃ Ὧ ₥   web Ȃ Ө

Ὧ web ̆ Ӱ web Э ᴍ ᴐ ̂

5 ̃ Ȃ ̆ 33 ñ web ᴍ ᴐ òȂ 

ᴳ FortiGate ╠ 

╠ ѝ ₥ web ᾃ ╠Ȃ ╠ ѝ

content panĕ ꜛ б ₥ web Ὧ ᶕ б Ȃ ╠ ꜛ б

Ὧ Ȃ ╠ ꜛ Ԉ  ᶕ У ‟ Ȃ 

FortiGate ᾃ  ╠ ў ꜛ VDOM ὤ ̆ web

VDOM ὤ ȂVDOM бὤ 

FortiGate Ȃ FortiGate а ̆ Ԉ VDOM ὤ Ȃ

Ὧұ ᶕ ̆ 79 ñG òȂ 
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╠ ў ̆ ᴳ ╖ ̆ web Э ╠Ȃ

ӱ ╠ѐ Ȃ 

 

8: б ╠  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 ╠ Ȃ Ԉ ̆ ╠ ᶕ Ȃ ╠б web

Ԉ FortiGate Ԉ Ȃ 

ў  ╠ў Ȃ Ԉᴳ ў ╠ᶕ Ȃ 

 ╠ Ȃ ᶕ 36 ñ ╠òȂ 

ѐ ╠ѐᴳ ў ȁ ᶕ ̆ ₥ ѐ

а а Ȃ Ԉ  ñ ѐò ₥ ѐ ᴁ Ȃ 

╠ 

ᴳ ╠ ╖ ̆ Ԉ FortiGate ╠ ѐԈ ὡУэ э Ȃ

ЮҮ ̔ 

 ̧ э ̆ Ө  Ҿꜛ ὡὤ ̆ а Ҿꜛ ὲѐ

э Ȃ 

 ̧  ╠ Ὧ ‟Ȃ ₥̆ ╠ ꜛ б

Ὧᶕ ȂԈ ₥ Ȃ 

 ╠ Ȃӱ ̆ Ԉᴳ

ȁў ╠ᶕ Ȃ

╠б web Ԉ FortiGate Ԉ

Ȃ 

₥У  ╠₥У Ȃ 

У  ╠ У Ȃ 

֒ ╠ ὲӹ Fortinet

̆ ֒ Fortinet
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 ̧ Ԉᴳ ̂*̃ᴐѝ Ԇ ֗ᴉ ȂR ̆ auth*̆

ֶѝ ꜛ auth̆authenticatĕauthentication̆authenticates

╠ Ȃ 

 ̧ Ҿ ᾳЮ̆ רּ Ȃᴿ ̆ windows̆ ╖

аֶѝ  ꜛ window Ȃ Ԉᴳ * ᾱ Ȃ̂ ᴿ ̆

window* Ȃ̃ 

 ̧  

╠ ѐ  

1  ӱ֗ᴉУэ web   ╠ Ȃ 

2     

3   

4  ̆ ὡУэ э   GoȂ ѐ‟ѡҩ ꜛ

ὡ ╠ Ȃӱ‟ ѐ ѐУэ Ȃ 
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ᴳ ╠ 

Ԉ ╠ѐᴳ 3‟ѡ б ᶕ Ȃ 
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Alt+1  Ȃ 
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Alt+3  Ȃ 

Alt+4  ₥У Ȃ 
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 ҩ ԍ ȁ ‾ ȂѰ УЮ̆ Ԉ ₥ FortiGate

̆ꜛ ‟ ̆ ̆FortiGuardÊᶕ ̆ ‾ ̆ ᶕ

Ȃ 

FortiGate Эᴳ ̂VDOMs̃̆ ὤ з̆ э FortiGate

ὤ Ȃ VDOMs ̆ а Ȃ ᶕ ̆ 79 ñG

òȂ 

ꜛ ԈЮў ̔ 

 ̧ ԍ  

 ̧ ᶕ  

 ̧ ᶕ  

 ̧ ᴐ 

 ̧  

 ̧ ⁸  

 ̧  

 ̧ CLI ⁸  

 ̧ ֶ  

 ̧  

 ̧  

 ̧  

 ̧ ‾  

 ̧ DLP ‾  

 ̧ RAID  

 ̧ ‾  

 ̧ ẏ  

 ̧ P2P‾  

 ̧ э IP ‾  

 ̧ VoIP‾  

 ̧ IM‾  

 ̧ FortiGuard 
 

: Java ԍ ȂFortiOS 4Ȃ0 MR2аꜛ Ȃ

 ̆ Ὧұ х Ȃ 
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ԍ  

ԍ ἵ ╗ ⁸ԍ Ȃԍ ᴳ Ԉӱ э ╟ ᶕ

Ȃ Ҿᶕ ̆ ╠ ֒̆ FortiGate ̆

б ᶕ Ȃ 

╗б ⁸ԍ ̆ Ԉἵ ԍ ꜛ ᶕ ̆ Ԉ ԍ

ᶕ Ȃᴿ ̆ ԍ ̂  >  > ̃ꜛ DLP ‾

б ̆ᴳ Ԉ ᶕ Ȃ 

У ⁸б ╗ ִἼ ᾗ Ȃ ‾ ᶕ ̆ӹУ

 ִἼ Ȃ Ὧұ ӹԏ ֒ᶕ ̆ 173 ñ ֒òȂ 

ў ꜛ ԈЮᾃ ̔ 

 ̧ ╗ԍ  

 ̧ ԍ ѐ ╗  

 ̧ VDOMбὤ ԍ  

╗ԍ  

ԍ Ἴӱ б‾ ѐ ╗Ȃ Ԉ ╗ȁ ԍ ̆ ԍ

ұ ‾ ѐȂ Ԉ ѐ ԍ ԍ 

Ȃ 

ᴉ ╗ԍ ԍ  

1  ὡ  >  > Ȃ 

2  ԍ .  

3  УэЮ   ̆ Ю ̔  

╗ԍ    ѝԍ ╗Уэ ԍ   

ԍ   ₥ԍ Ȃ Ԉ ‾ Ȃ 

 ԍ     ₥ԍ Ȃ 

ԍ    эԍ ѝ Ȃ 

4  ╗ ԍ .  

5  ╗ԍ  ѐѝ ԍ ὡУэ Ȃ 

6    .Ȃ ╟  ԍ ̆ Ԉ ѝ ԍ ╗ Ȃ  

ԍ ѐ ╗  

ԍ ╗ԍ Ѯ ̆ Ԉѝ ԍ ╗ э Ȃ Ԉ ⁸

ᶕ ̆ УҾ ̆ Ԉ ᶕ Ȃ 

ѝԍ ╗ ̆    ̂ ᴁ ԍ Э ̃̆   ѐ ѐ

ѝ ╗ Ȃ 
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: ѐ ᶕ ұ э HA ̆ Ȃ ꜛ URLs̆

֒ ᶕ Ȃ. 
 

VDOMбὤ ԍ  

VDOM Ԉ ѝӹԏ VDOM ж ԍ Ȃӱ VDOMѐ ὡ  >  > 

VDOMԍ ȂVDOMԍ ѐ ᶕ ̆ ᴐ̆ ̆

̆CLI ⁸ ̆ ֶ ԍ Ȃ 

ὤ Ԉ ὤ ԍ Ȃ  

бὤ ⁞ Юа ̔ 
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 ѐ Ȃ Ȃ 

 ѐ ᶢ Ȃ 

 ѐ ᶕ Ȃ 

Ὧ  ѐ Ὧ Ȃ ֶ

ᴐȂ 

ᶕ  ἵ / Ȃ ₥ Ȃ 

CLI ᴐ  ₥ VDOM̆а ὤ Ȃ 

ᴐ 

 

бὯ Ȃ ╘

FortiAnalyzer Ȃ 

ֶ  VDOM ֶ Ȃ 

 ѐ ұ VDOM VLANsȂ 
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ᶕ ꜛ ᶕ ̆ FortiGate ‟ б ֒ Ȃ

ᵏ ֙ ẏ ̆ᶢ ᴐ ̆ἵ ₥

Ȃ 

̆ ᶕ Ԉ Ȃ̂ (  >ԍ  > ) 

ԍ ѐ ╗ ᶕ ̆ ὡ ԍ ̆ ѐ ̆ ӱ ‟ ѐ ᶕ Ȃ 
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‟  FortiGate ‟ Ȃ э FortiGate

‟ ̆ ֒ аֶ Ȃ 

 FortiGate ╟Ԉ Ȃ 

 

 

FortiGate ᾃ ₥ Ȃ ѐ

FortiGate ᴳ ӱ NTP

╘ Ȃ ᶕ 43 ñ

òȂ 

HA  

 

Ȃ֭ а

ᴐұ HA Ȃў╟- ╟ ў╟-ў╟

ᴐұ HA Ȃ ѐ ѝ HA

Ȃ ᶕ 133 ñHAòȂ 

ў  ₥ ў Ȃ ѐ ў Ȃ

ᶕ 44 ñ FortiGate ў òȂ

FortiGate ұ HA ̆ שּ а Ȃ 

 FortiGate HA Ȃ ᶕ

133 ñHAòȂ 

FortiGate ᴐб HA שּ
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FortiGate Ԉ ᶕ ѐ ᶢ Ȃ Ԉ ᶕ ѐ
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 HA ѐ FortiGate Ȃ э ᶕ

ꜛ ў ̆ ‟ ̆б ѝў ӱ

Ȃ ᶕ 133 ñHAòȂ 
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2 

э FortiGate 1б 2ѐ

Ȃ ᶕ 133 ñHAòȂ 

שּ ̆FortiGate ᴐб HA ̆

зἵ Ȃ 

֒  ₥ FortiGate ֒ Ȃ ֒

éé~~~~~ 

ѐ Update ֒Ȃ ᶕ 45 ñ

FortiGate ֒òȂ 

 ֒ ֙ Ȃ Ԉ ѐ ֙ ֙ ₥

̆ ѐ ֙ ̆ ╟  ֙ Ȃ

ẏ ֒̆ ѐ ẏ̆ ╟ ὡ ẏ

Ȃ 

FortiClient  Э ὡ FortiGate ұ ⁸ ₥

FortiClient Ȃ ԈЭ FortiClient ẹ

FortiGate ̆ שּ Ȃ ᶕ

407 ñ FortiClient ֒Ю б

⁸òȂ 

ᴐ  ₥ FortiGate ᴐ ȂFortiGate Ԉ

ᴐұ NAT Ȃ ѐ NATб

 Ȃ 

Ԉᴳ ̆ שּ ₥ ᴐ

Ȃ э Ԉ NAT

ᴐȂ 

̆ὤ ԍ аꜛ שּ Ȃ 

 FortiGate Ȃ ѐᴳ

Ȃ 

ἵ ̆ ֶ ֶ з

Ȃ ᶕ 79 ñG òȂ 

₥  ₥ FortiGate Ȃ 

ѐ ᶕ э ᶕ Ȃ

╗ᶕ ꜛ ̆ ̆ӹԏ IP

̆ ӹԏ Ȃ 

₥  ұ FortiGate Ȃ

ӑ PKI ̆

Ԉ ѐ Ȃ ᶢ

̆   Ԉ Ȃ ᶕ
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ᵏ FortiGate Э Ȃ ꜛ б NTP

╘ Ȃ 

 ₥ FortiGate Ȃ 

 ₥ FortiGate Ȃ 

 

שּ  ₥FortiGate שּ Ȃ 

ԇ

╟  

שּ ԇб ῆ  ̆ ╟

FortiGate Ȃ 

 FortiGate ѝ ̆̆ ̆

̆ ̆ Ȃ 

бNTP ╘

 

ᴳ ̂NTP̃ ╘ ╟

Ȃ ⁸ ╘ б Ȃ 

FortiGate ᴳ NTP 4Ȃ ₥ ᴳ

RFCȂNTP 3ᴳ RFC 1305Ȃ ὯұNTP

ᶕ ̆ http://www.net.org/Ȃ 

╘  ὡNTP ╘ IP Ȃ  Ԉᴳ
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 ⁸ FortiGate бNTP ╘ Ȃᴿ ̆

ѝ1440̆‡FortiGate бNTP ╘

У Ȃ 

 

 

1.  ὡ  >  > Ȃ 

2.  ᶕ  ѐ̆  Time ѐ Ȃ 

3. ѐ ̆שּ ѫӝ ̆ ѫ б NTP ╘ Ȃ 
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FortiGateў б FortiGate CLI ѐȂ 

ў Ԉ ᴐ SNMP Ȃ Ὧұ SNMP ᶕ ̆ 138 ñSNMPòȂ 

FortiGate ў ‟ Ȃᴿ ̆ ‟ FGT8002805030003 Уэ

FortiGate-800 Ȃ 

ᾗ ᴐ FortiGate ў Ȃ 

Уэў ұ 16э ̆ Ԉñ~òȂ ў ֶ > > 

ѐ̆ת CLIбὲӹ ‡ Ȃ FortiGate Уэ HA У ̆

Ԉᴳ Уэ ў ӱὲӹ ѐ ѐּש Ȃ 

 
FortiGate ў  

1. ὡ  >  > Ȃ 

2. ᶕ ў שּ ѐ̆ Ȃ 

שּ  .3 ᾃ̆ ὡУэ ў Ȃ  

4. Ȃ ў ў б CLI ѐ Ȃ ╗ SNMP Ȃ
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FortiGate ֒ 

 

: Ԉ₥ ֒ ẹ̆УҾ х Ȃ ֒ ẹ₥ ֙ Ȃ 

 

Ҿ ᾗ FortiGate FortiGate ֒Ȃ ֒ ẹ Ԉ ὡ

̆ ̆USB FortiGuard Ȃ ֒ Ԉ Уэ ѝУэ

Ȃ ֒Ȃ 

Ὧұᴳ USBб FortiGuard ᶕ ̆ 195 ñ òȂ Ὧұ ֒

ᶕ ̆ 67 ñ ֒ ᴿòȂ 

̂ ̃̆ ╟ ὡ ֒ б Ȃ 

 

֒ /  

ᵏ ₥FortiGate ֒ ẹ Ȃ 

 ӱЮ ‟ ѐ ѐ ֒ Ȃ ֒ ꜛ ŬSB

FortiGuard Ȃ שּ ѐȂ 

֒  ֒ ẹᴁ Ȃ שּ USB Ȃ 

֒ ѐ ֒ ẹ Ȃ̂ ̃ 

ᶕ  ὡFortiGuard ѐ FortiGuard ֒ ᶕ Ȃ 

 

: ѝ FortiGate ֒ ̆ ᾊ FortiGate Ȃ ᶕ Ὧ
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ᶕ  

ᶕ ҩ б FortiGuard Ȃ FortiGate 

FortiGuard  ̂FAÑ ̆ ╟ ᶕ Ȃ FDN Ԉ Эз

Э ̆FortiGuard Ȃ FDN Э̆

Ȃ FDN Ԉ ת̆ ҩ̆‡ Ȃ 

Уэ FortiGate Э ̆ ╟ FortiGuard ╘Ȃ ѝѐ ̆

FortiManager ѐ FortiGuard ╘Ȃ FortiGate ἷ ‟ 

FortiGuard ╘ ᵏ ̆ ᵏ ᾱ FortiGate ᾊз FortiGuard 

Ȃ FortiGate ᾊ̆з ̆ ᶕ  Ȃ 

FortiGate ᾊ̆ ֶ  ᵏ ὡ ᾊ Ȃ 

ֶ 30 ᾃ ̆ ֶ  ᵏ Ȃ ὡУэ
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̆ Ԉ аᾋ ᾊ ᶕ Ȃ 
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ᾊ  

config system global 
set registration-notification disable 

end 
 

config system global 
set service-expire-notification disable 

end 
ѐ֗ᴉУэ ̆ ֶ ὡ Ȃ ᶕ ̆ 195 ñ òȂ 
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ᶕ  

 ₥Fortinet ᶕ ̆ꜛ ᾊ Ȃ 

Á ñ ᾊò̆ ‡ ñ ᾊò ᾊ Ȃ 

Á ñ ò̆ ‡ ñ ò ᶕ Ȃб

Ȃ 

Á ñ ᾊò̆ ‡б FortiGate ᾊ ҂ Ȃ 
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 ₥ FortiGuard ѬȂ Ὧұ
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ꜛ Ȃ 

ὡᵩᶑ  FortiGuardὡᵩᶑ ̂IPS̃ ̆ ╘ Ȃ
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IPS Ѭ ₥ IPS   Ѭ Ȃ Ѭ̆ ñ òȂ ᶕ

65 ñP2P‾ òȂ 

 FortiGuard ̆ ╘ Ȃ

̆ Ԉ ñRenewò Ȃ 

֒

 

FortiGuard ֒ ֒ ̆

╘ Ȃ ̆ Ԉ ѐñRenewò Ȃ 

֒
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₥ FortiGuard ֒ ‡ Ȃ ╟ ‡

̆ ñ òȂ ᶕ ̆ 65 ñP2P‾ òȂ 
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ѝ NAC FortiGuard FortiClient ᶕ Ȃ ñЮ ò
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FortiClient ֒Ю б ⁸òȂ 

signature

ꜛ 

₥ NAC Ѭ ꜛ Ȃ ᶕ 405

ñ òȂ 

 

FortiGuard Ѭ 
Ԉ ӱ ᶕ שּ FortiGuard ὡ̆ᵩᶑ Ѭ

֒ ‡ Ȃ
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Ὧұ ╟ FortiGuard ᶕ ̆ 201 ñѝ FDN FortiGuard ╘
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FortiGuard Ѭ̆IPS Ѭ ֒ ‡  
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Ȃ 

6. ὡ  >  >  Ѭ ‡ ᶕ Ȃ 
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ᴐ ̆Уэ FortiGate ₥ ⁸ ҩ Ԉ Ȃ
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ᴐ  

INT/EXT/DMZ/HA/WAN1/WAN2/1/2/3/4  FortiGate Ȃ а ̆ Ҿ

б ҂а Ȃ 

Ю Э/Ю Ȃ ̆ Ȃ 

Ὧұ б ᶕ ̆ ṃ ЭȂУэ έ ҩ

ὤ ̆ ⁞ ̆IP ̆ ̆ ̆б ꜛ Ȃ 

AMC-SW1/1,é 

AMC-DW1/1,é FortiGate ᶕ ̂AMC̃ ̆з ҩꜛ

̂ᴿ ̆ASM-FB4ꜛ 4э ̃ AMC ἷ̆ Ҿ ╗ Ȃ Ҿ

Ԉ ἷб ȂR AMC-SW1/3 SW1 Ьэ ĂMC-DW2/1 DW2

Уэ Ȃ 

AMC ̆ᴿ ASM-S08 Ȃ Уэ ̆ASM-S08 зꜛ

б  Ȃ 

FortiGate ᴐ ̆ Ԉ ╗ASM-CX4бASM-FX2 FortiGate

Ȃ 

Ὧұ AMC ᶕ ̆ 215 ñAMC òȂ 

FortiAnalyzer  FortiGate ẹбFortiAnalyzer ẹѮ ҩOFTP

Ȃ Э ñXò Ȃ Э OFTP ᶕȂ 

FortiGate Э FortiAnalyzer ẹ FortiAnalyzer Ȃ ᶕ

423 ñ FortiAnalyzer òȂ 

 

FortiGuard  ╘ FortiGate ẹб FortiGuard ╘ ẹѮ ҩ

OFTP Ȃ Э ñXò Ȃ Э OFTP ᶕȂ 

FortiGuard ╘ ẹ FortiGuard ╘Ȃ ᶕ ñFortiGuard 

 
 
 

 ╘ òȂ 

FortiManager  FortiGate ẹб FortiManager ẹѮ ҩ

Ȃ Э ñXò Ȃ Э чэ ᶕȂ 

FortiManager ẹ FortiGate ѐ Ȃ ᶕ 176 ñѐ

òȂ 

FortiGuard ╘ FortiGate ẹб FortiGuard ╘ ẹѮ ҩ

Ȃ Э ñXò Ȃ Э ᶕȂ 

FortiGuard ╘ ẹ FortiGuard ╘Ȃ ᶕ 176

ñѐ òȂ 

 ѐ Ὧ FortiGate Ȃ ὡ ̆ 

ѐȂ 

Ὧ  ѐ Ὧ FortiGate Ȃ ̆з ὡὯ ̆

 ѐȂ 
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ҩ FortiGate ‾ ̆ᴿ CPU ẏ ̂RAM̃‾ Ȃ

֗ᴉ Ԉ Ȃ CPU ẏ

‾ ̆ ѐ Ȃ  

14:  

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

ᴐ  

ҩԆ а ᶑ ѝ 6э Ȃ 

Э ̆‡ Ԉ  Ȃ 

3s Ȃ 

 

 CPŬ ẏ ֶ̆ s ‾ ẹ Ȃ

ҩ 20 ᾃ бὡᵩ Ȃ ᶕ

50 ñ ᴐ òȂ 

CPU‾  Ԉ  ₥CPU ȂWeb Ө

CPU‾ Ȃ CPU‾

̂ᴿ ̆HTTPSбweb ̃ Ȃ 

CPU‾ Ԉ CLI ԇget system 

performance ╗user̆system nice 

Ȃ ұweb CPU‾ CLI ԇ Ԉ

CPUᶕ Ȃ 

ẏ ‾  Ԉ  ₥ ẏ ̂RAM̃ Ȃ 

Web Ө ẏ ‾ Ȃ

ẏ ‾ ̂ᴿ ̆HTTPSбweb ̃

Ȃ 

FortiAnalyzer

‾  
₥FortiGate ᴳ FortiAnalyzer Ԉ̆

 Ȃ 

Ԉᴳ а ᶕ Ȃ 

ҩ FortiAnalyzer ̆ ╖

Ȃ 

‾  ₥ᴳ FortiGate ̆Ԉ

 Ȃ 

FortiGate ̆ ╖ Ȃ 
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ᴐ ̆ ὡ  >  >  ̆ Э Ȃ 

15: ᴿ 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

⁸  

Ԉ ╠ FortiGate Ү֒̆ ֒ ̆ ὤ

Ȃ 

Уэ ҩҮ֒ Ȃ 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

16: ⁸

ᴐ  

ἵ FortiGate ᴐ ᶕ Ȃ 

 ẹ Ȃ 

CPU‾  Ἴ₥ CPU‾  Ȃ 

ẏ ‾  Ἴ₥ ẏ ‾  Ȃ 

ֶ   Ἴ₥ ֶ Ȃ 

ᴳ  Ἴ₥ ᴳ Ȃ 

 Ἴ₥  Ȃ 

ὡᵩ  Ἴ₥  ὡᵩ Ȃ 
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Ю Ԉ  ⁸ ̔ 

 Ȃ ᴐ Ὧ Ȃ 

Ὧ  ӱ web CLI Ὧ

FortiGate Ȃ 

<admin_name>

֒ 

֒ Ȃ 

<admin_name>

֒ 

֒ Ȃ 

FortiGate <n>

 ⁸ 

ὡᶑ

Эᾃ а Ȃ б ̆

Ю̆ᾃ

Ȃ 

У э

FortiAnalyzer ̆х ҩ

б FortiA nalyzer

 

FortiGate ѫ ̆ ѫх

ҩб FortiAnalyzer Ȃ ᶕ

423 ñ  FortiAnalyzer

òȂ 

FortiGuard

֒ 

FortiGate Уэ Ю

֒ ẹȂ 

Ԉ ⁸ ̆ ⁸ ᴉ Ȃ 

 
 

⁸  

1. ὡ  >  > Ȃ  

2. ᶕ ԍ ѐ ѐ Ȃ 

3. ѐ ⁸ Ȃ 

4. ̆ Ȃ ѐ Ȃ 

 

ᴳ ԈУ  FortiGate ЭDLP ̆ ꜛ  ̆

֒ ὤ ҩӣѫȂ 

Ԉ б Ԉ̆   Ȃ Ὧ שּ ̆ ñ

ᶕ ò שּ ѝ ╟ ‟ Ȃ 

б ᶕ ӱ Ȃ Ԉᴳ Ҿ ᶕ ̆

╟   □Ȃ ѝ ᶕ ̆

Ю Ȃ 
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17: б  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

б  

 Э Ȃ 

FortiGate ̆ ᴔ ѐ Reset ̆

Ȃ 

DLP  FortiGate ̆з DLP HTTP̆ ֒ F̆TP IM

VoIP̂҂ ᴐֶ ⁸̃ Ȃ 

ҩ ӱЭ DLP Ȃ 

ñ ᶕ ò ‟ѡҩ ̆ ѝ64 ̆ ᵏ

ҩFortiGate ẏ Ȃ 

FortiAnalyzer ̆ ñ ᶕ ò ᵏ >

> Ȃ 

DLP ̆ FortiGate ѝ

DLP Ȃ ᶕ 347ñDLPòȂ 

ᾳ ╗ ѐȂ 

ֶ s ̆ἷ ╗ Ȃ 

֒ ұ ֒ Ȃ ֒ ̆ ᾊ

POP3 IMAP ̆ ֒ ̆ ᾊSMTP Ȃ

FortiGate SSLᾃ б ̆  ֒҂ꜛ

POP3 IMAPS̆ ֒҂ꜛ SMIPSȂ

֒аᴳ Ҿ ̆ Ҿ аῆ Ȃ Ὧ

ұSSLᾃ б ᶕ ̆ UTM ñFortiOS ᴳ

ᾊòȂ 

IM ұAIM ĬCQ̆MSN Yahoo˻ ̆з IM DLP

ѐ Archive Ȃ 

VoIP ұSIP̆SIMPLE SCCPֶ ⁸ ̆з

⁸ DLP ѐ Ȃ 
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FortiGate Ὧұ ̆ ̆  ̆ ֒

URLs Ȃ бDLP Ү֒ רּ ֶ s Ȃñ

ᶕ ò ‟ѡҩ20э ̆ ᵏ ̆ ̆

ὲӹᶕ Ȃ 

DLP х Э ‟ҩбDLP רּ ֶ s

ȂDLP DLP רּ Ὧұ ֶ s ἷ з̆ DLP

ѐ Ҿἷ Ȃ ᴳ DLP

D̆LP х ֶ Ȃ э а

х Ȃ 

 

ѐ DLP ᶕ  

ӱ ̆ Ԉ FortiGate Ὧұ HTTP̆HTTPS̆FTP IM

ᶕ Ȃ Ԉ Э Reset DLP   ̆ ԏ ѝ

0Ȃ 

DLP ᶕ ̆ ὡ  >  > ѐ ̆ ᶕ Ȃ Ю

ҩ э  п Ȃ 

4: DLP ᶕ  
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

 
 
 
 
 

   

ӱ ̆ Ԉ   ᶕ Ȃ Ԉӊ Ὧұ ̆

 ̆  ֒ URLs ᶕ Ȃ Ԉ DLP רּ‡ Ὧұֶ

ᶕ Ȃ Ԉ   ᶕ ᶕ Ȃ 

Ԉ ѐ שּ Э DLP   ѝ 0Ȃ 

  ᶕ ̆  >  > ѐ ̆ ᶕ Ȃ Ю Ӯ

ҩ ѝ э ᶕ  ᶕ Ȃ

HTTP  ï URL  
 ï URL IP  

URL ï URL 

Email   ï ֒ FortiGate  
 ï  

 ï  
 ï ֒  

FTP  ï  
 ï FTP ╘ IP  

 ï FTP ╘ ID 
Ю  ï Ю ֒  
Эּ ï Эּ ֒  

IM /  ï  

 ï Im ֶ ᴳ  
 ï ѝ IM  
 ï  
 ï  
 ï ֒  



ԍ   CLI ⁸  
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5:   ᶕ  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

CLI ⁸  

ꜛ CLI ⁸ Ȃ ᴳ ̆ web ѐ ѐ ╟  ₥ᴳ

Ȃ Ԉᴳ ⁸̂ctrl-c̃ ̂ctrl-ṽ  CLI ⁸ Ȃ 

18: CLI ⁸  

 
 
 
 
 
 
 
 

ᴁұ CLI ⁸ чэ ⁸ ⁸  Ȃ 

 CLI ⁸ ѝ Ԉ Ѭ бᴁ   Ȃ  CLI ⁸ ч

э ⁸ ѝ ⁸б Ȃ CLI ⁸ Ȃ 

⁸ἵ Ѭ ᴇб ⁸ Ȃ 

 

AV Date and Time ï  

From ï ֒ IP  

To ï ֒ IP  

Service ï ╘ ̆ POP HTTP 

Virus ï  

IPS Date and Time ï     

From ï    

To ï    

Service ï ╘  

Attack ï б    

Email  Date and Time ï  ֒  

From -> To IP ï б IP  

Email Accounts ï б  

Service ï ╘ ̆ SMTP̆POP IMAP 

SPAM Type ï  ֒  

URLs Date and Time ï URL  
From ï URL ў  
URL  Blockedï URL 

DLP Date and Time ï URL  

Service ï ╘ ̆ HTTP̆SMTP̆POP IMAP 
Source ï ֶ  
From ï URL ў  
URL Blockedï URL 
From ï IP  
To ï IP  



CLI ⁸   ԍ  
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19: ⁸ CLI ⁸ ̆ ⁸  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

⁸  

ᵏ CLI ⁸ ̆ ᴇ ꜛ ԇ Ȃ 

 CLI ⁸  

 ѐ ₥ ӱ̆ ѐ Уэ

 CLI ⁸ ᴇ Ȃ 

 ѐ ₥ ӱ̆ ѐ Уэ

 CLI ⁸ Ȃ 

ᴳ ԇ ὡ

 

⁸ שּ ѮЮ Уэ ԇ ὡ Ȃ

ѐ ̆ Ԉ ԇ ѐ ὡ ԇ

⁸ שּ ὡ ԇȂ 

⁸ ᾰ  ὡ ẏ ⁸ ԇ Ȃ ѝ

20 9999 

ᴇ ӱ‟ ѐ ѐУ ᴇ CLI ⁸ Ȃ 

 ᴇ Ȃ ѝ 10Ȃ 
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ֶ  

ֶ Ԉ FortiGate Э ֶ IP Ȃֶ ӹԏ

̆  Ȃᴳ  ῆ Э Ȃ 

ֶ FortiGate ֶ ᶕ з̆ FortiGate ᴐ У Ȃ

ұ э ̆ ԍ ̆ ̆ ᴐȂ ̆

ẏ ẏ ѐȂ 
 

: FortiGate ֶ ֶ ѝ 0Ȃ 

 

ᶕ ₥ FortiGate ѐ ֶ ‟ Ȃ ᶕ 57 ñ

₥ֶ ‟ òȂ 

ѐ Ԇ ֶ ᶕ ̆ Ȃ 

ֶ ᶕ ̆ Ȃ  

⁸ ֶ  

ᶢ ֶ  

 ѐ  ֶ Ȃ ὲ

ѐѮУ̔ 

 

 

 

 ̆‡ꜛ б IP Ὧ Ȃ

ѐ̆ У‟Ȃ  ῆѝ

Ȃ 

ў  IP ў Ȃ  ῆ ̆

ў а Ȃ 

╘ ӹԏ Ὧ ╘ Ȃ֗ᴉ ╘

ѝ Ȃᴿ 443

 HTTPSȂ ╘ ῆѝ

Ȃ 

 ֶ ᴉ Ȃӱ ѐ Ȃ 

ֶ

 

ֶ Ȃ 5э̆10э̆15э 20э

ֶ Ȃ 

 Ȃ ӱ 10  240 Ȃ 0 ֶ

Ὧ ╟ ╖ Ȃ ֶ ѐ҂ Ԉ

Ȃ 

FortiGate ᴐ Ȃ

э ̆ ╗ Ὧ ╟ ╖ Ȃ 

₥ֶ ‟  

₥ֶ ‟ ‟ҩ ₥ FortiGate ѐ ֶ Ȃ 

Уэֶ ֶ̆ ‟ ̔ 

 ̧ ֶ ̆ tcp udp 

 ̧ б  

 ̧ б  

 ̧ ֶ ID 

 ̧ ֶ  

 ̧ ֶ ұ Уэ  



ֶ   ԍ  
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₥ֶ ‟ ̆ שּ  э‟ б ᶕ Ȃ 

₥ֶ ‟  

ֶ ѐ ᶕ ̆ ֶ Юᶕ Ȃ Ԉ

Ԉ ᶕ Ȃ 

 ֶ ‟ Ȃ 

⁸ ὡֶ ֶ ‟ ȂR 5 ֶ ̆

ὡҩ 3̆ 3 ֶ ֶ Ȃ ñ/òѮ ѝֶ

Ȃ 

 ֶ Ȃ 

 

Ȃ 

  ֶ Ȃ 

 У ̆ ҩ#б ExpiryȂ ѐ ̆

ֶ ̆ἵ ‟ Ȃ

26 ñѝ web ‟ ╗ òȂ 

 ╘ ̆ udp̆tcp icmpȂ 

 IP Ȃ 

 Ȃ 

 IP Ȃ 

 Ȃ 

ID ἵ ֶ ID ̆ ֶ Ө Уэ

FortiGate Ȃ̂ ᴿ ̆ ֶ ̃ 

  ̆Ԉ ѝ ᴁȂ 

 эֶ ̆Ԉ ѝ ᴁȂ 

 ѐУэ ‟ѡ ֶ Ȃ ѐ

ֶ Ȃ ̆ 

Ȃ ᶕ 79 ñG òȂ 

  Уэ ╟ ֶ Ȃ ꜛ

ᾗ Ȃ 

 

 
₥ֶ ‟  

1. ὡ  >  > Ȃ 

2. ֶ ᶕ Ȃ 

3.   ₥ֶ Ȃ  э‟ Ȃ 

4.  ֶ ̆ Ȃ 
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ҩ FortiGate  Ȃ 

ԍ Ȃ Ԉ Ю ѐ ╗  >

Ȃ 

̆ Уэ  20 э ̆ ꜛ ̆Э

ᶕ Ȃ ẏҩ 1024э ת̆ web ѐ Ө 20эȂ 

̆ Ԉ Ȃ ᶑ Ҿ Ȃ 

⁸  

  

⁸   ѝ ὡУэ Ȃ э Ȃ 

  Ԉ ѝ ᴁ Ȃӱ 10s ע 240sȂ 0 Ὧ Ȃ

Ԉ ᴳ Ȃ 

  5,10,15,20э Ȃ 

 

FortiGate  Ȃ 

ԍ Ȃ Ԉ Ю ╗  >  Ȃ 

̆ Уэ  20 э ̆ ꜛ ̆Э

ᶕ Ȃ ẏҩ 1024э ת̆ web ѐ Ө 20эȂ 

̆ Ԉ Ȃ ᶑ Ҿ Ȃ 

⁸  

  

⁸    ѝ ὡУэ Ȃ э Ȃ 

 Ԉ ѝ ᴁ Ȃӱ 10s ע 240sȂ 0 Ὧ Ȃ

Ԉ ᴳ Ȃ 

   5,10,15,20э Ȃ 

 

ҩ ₥Уэ ̆₥У Ээ Ȃ э Ԉ ╠ ᴁ

Ԉ ӹԏ ̆ ὲӹᶕ Ȃ 

Уэ Уэ Ԉ Ȃ Ԉ ᶢ ̆ӱЮ ѐ

̆ Ȃ ̆ Ȃ 

ᶕ ̆ שּ Ȃ 

 

    Ȃ 

< > bit/s ἷȂ ̆ᴳ ̆ Ԉ

Ȃ 

60 Minutes  а Ьэ FortiGate Ȃ 

24 Hours   Уэ ѐ ὲӹ ᴁ □Ȃ 

30 Days 

ὡ   ὡ FortiGate ԈУ Ȃ 

      FortiGate ԈУ ̆ ἹȂ 

 



‾   ԍ  
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Ԉ שּ УҾ Ȃ ᶑ Ҿ Ȃ 

⁸  

Ȃ   

⁸   ѝ ὡУэ Ȃ э Ȃ  

  ӱЮ ‟ ѐ ̂FortiGate Ȃ̃ Ȃ 

ἵ    ἵ ᶕ Ȃ 

‾  

‾ Ԉ  FortiGate Ȃ 

ӱ Ҿ ѐ Ԉ̔ 

 ̧ ṃ Э̆ Ԉ Ὧұ έᴇᶕ Ȃ 

 ̧ ѐ ѐУэ ̆ Ԉ Ȃ 

‾ Ȃ Ԉ ‾ 20

э Ȃ ҩֶ ֶ ѐȂ 
ԍ - ⁸ ‾  

‾ Ȃ  

⁸   ѝ ὡУэ Ȃ э Ȃ 

 ῆ   Ԉ ꜛ  Ȃ 

VDOM  VDOM GlobalȂ ╖ Өὤ ȂVDOM

ӹԏ VDOMȂ 

   Ȃ 

 5,10,15 20э Ȃ 

 Ԉ ѝ ᴁ Ȃ Ԉӱ 10 ע 240 Ȃ ѐ 0 Ὧ

Ȃ Ԉᴳ Ȃ 

 
 

‾  

1. ὡ  >  > ‾ Ȃ 

2. ‾ ѐ  

3. ᶢ Ȃ 

4. ѐ Ȃ 

 
 
 



ԍ   DLP ‾  
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DLP ‾  

DLP ‾ ҩ FortiGate ᾃ ̂DLP ̃ Ȃ Ԉᴳ

DLP ‡̆ ̆ ᴳ DLP  Ȃ 

ӱ ̆ Ԉ̔ 

 ̧ ṃ Э̆ Ԉ ᶕ Ȃ 

 ̧ ẹѐ ѐУэ Ԉ ᶕ Ȃ 

DLP ╗ DLP Ȃ DLP רּ

ֶ ᶕ ╗ ѐȂ ֶ ̂ DLP ̃

а б Ȃ 

ᶢ ̆ Ԉ Ȃ ᶑ Ҿ ̔ 
⁸ DLP  

DLP ‾ Ȃ 

⁸   ѝ ὡ Ȃ ╖ Ȃ  

    ѐ DLP ‡̆ Ӯ̆ ὲѐѮУȂ 

 ῆ   Ԉ  Ȃ 

    ѐ ꜛ Ȃ 
VDOM  VDOM ὤ Ȃ ╖ Өὤ ȂVDOM

ӹԏ VDOMȂ ѝ ̆ שּ Ȃ 

 5,10,15 20э Ȃ 

  Ԉ ѝ ᴁ Ȃ Ԉӱ 10 ע 240 Ȃ ѐ 0 Ὧ

Ȃ Ԉᴳ Ȃ 

 
 
 
 
 
 
 
 



RAID   ԍ  
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RAID  

RAID ҩ ₥ RAID RAID Ȃ Ὧұ RAID ᶕ ̆

218 ñ RAID òȂ 

RAID ԍ Ȃ Ԉ ԍ Ȃ 

FortiGate а Уэ ̆ ‡ RAID аֶ Ȃ 
RAID  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

RAID  

RAID ‟̆ ὡ RAID ԍ ̆ שּ ñ òȂ 

 

 RAID ̆ Уэ Ȃ ᶕ ̆

219 ñRAID òȂ 

 

 

RAID Ȃ 

УэṌ RAID ‟Ȃ 

Ь ‟ ‟ Ȃ ‟ רּ

Ȃ 

A wrench ‟ Ȃ 

‟ Э ‟ ᶕ Ȃ 

 

‟ѐ э Уэ Ȃ 

УэṌ Ȃ 

X   ̆ Ȃ 

Э ᶕ б ẏ

╒Ȃ 

RAID ⁞ RAID ‟ RAID ⁞ȂRAID ⁞ RAID ‟ У

Ȃ ᶕ 220 ñRAID⁞òȂ 

ᴳ  

 ҩ ₥ᴳ RAID ‟  Ȃ 

/ /

Ὥ 

Ьэ RAID ‟ ẏ ̆⁞ѝ ᴳ ѐ̆

ẏ RAID ‟ Ὥ ẏ Ȃ ḣԈ GBѝ ᴁȂ 

╗Э ѝ Ὥ ẏ Ȃ 

 ҩ RAID ‟  Ȃ ΰэ Ȃ 

̆RAID ‟ Ȃ 

RAID ‟ ̆ Ȃ 

Ȃ 

 RAID ‟ Ȃ ‟ ΰэ Ȃ 

‟ ̆ ұУэ ð֗ᴉ

ѐ ֶ х Ȃ 

Уэ RAID ‟ ᴂᶕ ֶ  ̆ 

Ȃ 

Ȃ 




