Forti Gat

4.0 MR2
A

2010 6 . * JU' 0 FortiGate o  ~ FortiOS™ 4.0 MR2 a A
a techdoc@fortinet.comA

=LIATINET.

UMIFIED THREAT MAMAGEMENT SOLUT|ONS


mailto:techdoc@fortinet.com




FortiGate FortiGate

4.0 MR2
20100 5 7N
01-420-89802-20100507
2010 & © QA A QN Y E: i a T JU |
o - a a a go -7 a Ra &
e 1Y 1 A a- A
A
IF * DTPS™ APSecure FortiASIC FortiBIOS FortiBridge™ FortiClient
FortiGate® FortiGate Y * FortiGuard® FortiGuard- “
FortiGuard-+ ” ,FortiGuard-m ¢ , FortiGuard- “ FortiLog”™ FortiAnalyzer

FortiManager

Fortinet® FortiOS" FortiPartner  FortiProtect  FortiReporter FortiResponse FortiShield
FortiVolP FortiwiFi ~ QA [ & B A A f €
QN H I " A A A






o] (1 1= A = 15
c 35 L OO 16
SR 17
.................................................................................................................. 18
P e e — e e r e narrareeaannees 18
T a D ettt et et et et e it et et ereatereats 18
.......................................................................................................... 18
L SRS 19
A o 1] = A USRS 22
Fortinet H, G e 21
B e 21
......................................................................................................................... 22
Fortinet e — et e et e e —e e te e e e e eaeareeareeeareeaaeas 22
€6 S S O I S 22
o] 1] 1= PR 22
o] 1] 1= U EEUP 22
Y WD 23
17177 S 23
Web 22 25
G web e e e e e e e ————ae e e —————aaaeeeannnn 26
web R =T 27
web “ e6 B ————————— 28
G B e e ea e e e anrraes 29
G —————————————— 30
web e, 31
LY=o 1T 31
LY=o 1T 32
9 2 TSR 32
9 FortiGate s 32
U WED e 33
\ FOriGAate e 33
A OWED e ———— 34
r VDOMS ... e e e 34
y web e FOrtiGate CLI ......cccoevviiiiiieiiee e 34
................................................................................................... 34

FortiGate g i 4.0 MR2 A

" 01-420-89802-20100507
"http://docs.fortinet.com/ A feedback



G FortiGate |k

G e 3 A

FortiGate y o
FortiGate

Gl B e

FortiGate @ g vi 4.0 MR2

" 01-420-89802-
“http://docs.

20100507

fortinet.

c



R 1 SRR RRR 70

v FOrIGAte e 71

web B B =10 T4 (1@ R 3 X O I 71

CLIT 7 FOrtiOS 4.0u..uiii ettt 72

e e e e e e e e e —— e e —— e e e e — e e e ——e e e e a e e e e anrraeeannnaes 73

T Jum e e et e eee e e e e eeeerere i aaaarreaan 74

web L LU TR 74

.......................................................................................................... 75

CLlI L AL 7 N 75

/2RO 77

web 2O PP OPPPPPPPPRIN 77

CLL B Y e ——————————— 77

R 79

.............................................................................................................. 79

VDOMS Q) ettt ettt e et e nte e e nrs 80

VDOMs [ et ee e e eeete e e e et e e eet e e et e rra e rrt e ranaa 80

@ PEI-VDOM e 80

VDOM e nnes 80

VDOM e a e e nnnees 82

® VDOM B e e e e e e e e e e e e i ——— e e e i ———eeea———e e e i ——reea i e eeeaareraeaarreeeeannes 82

3 VDOM G e 83

.............................................................................................. 85

S SESR 85

o T SRS 89

RPN 89

T VLAN A 93

gl 0 SR 94

M FortiGate A 31 SFIOW R i 95

B e e e e e e et e e et e et e et e et e et e e aaaan 97

8 TR 99

RPN 100

NI M 103

................................................................................................. 104

n s T e 105

B e e e e e e e e e s an s aarrans 106

...................................................................................... 106

........................................................................................................ 107

DN S e e e e e e e aaan 107
FortiGate @ g J 4.0 MR2 A

" 01-420-89802-20100507
"http://docs.fortinet.com/ A feedback



FortiGate DNS  k
’TQ¥ T

FOrIGAtEDNS oo et e et 108

FortiGate

FortiGate A

8 f
IEEE 802.11a g, A

IEEE 802.11b g N
IEEE 802.11g 5 A

F oy i L
FortiGate DHCP  k @

DHCP Ek

Ao n DHCPe R

DHCP E

FortiGate @ g vi

4.0 MR2 A

" 01-420-89802-20100507

“http://docs.

fortinet.

c



Fortinet DL eerereeeeeeeeeeeeiereeeeeeeeeeeaaiee—ereeae e e e e e aaaaaaaaanararraaaaaaan 140

Fortinet  FOrtiGAate ..o 141
Fortinet  FOIIGAtE  .....ooiiiiiiiie et 145
DL e ettt 151
(VDOM) DL e 151
Bl ettt 151
= PP P P PP PP PPPPPPPPRPPPPPRY 152
DL oottt 152
HTTP DL e 153
3 Bl e ettt 154
FTP Bl ettt ettt 155
" NNTP~ = P 156
DL eeeeeee ettt 156
Bl e ettt 157
Bl oottt ettt 157
DL eeeeeee ettt 158
FortiGuard = SRR 159
S M ~ p2p” Bl e 160
fio &8~ NAC Bl e 160
NAC DL ettt 161
8 DL oottt 161
w © SSL” X " VPN~ DL ceerereeerrie e 161
Y © TR 162
2 A e 164
0 PP PPPPPPPPPPPPNE 164
DN 165
............................................................................................ 167
ettt s ettt ettt aetee 167
ettt 168
R | BT U TS OTETE TR 169
R TSRS 170
m © - e 170
m e 171
m © PRI 205 e 171
................................................................................................................ 174
R PPPTUTPTTPPUPPPPTPPN 178

FortiGate @ g J 4.0 MR2 A

" 01-420-89802-20100507
"http://docs.fortinet.com/ A feedback



D
i
~
(o]

FOrtIGAate PV et e e e e e e e e e s 183
FortiGate IPVG .o e 183

(0] 1 CTU = (o E PRSP 199
00 (10 =1 (o [ TR 199
FOrIGUArd B oo 199

FortiGate FDN 4 FortiGuard b s 200

e 13 P 205

Cc

NAT D e s 207

FortiGate @ g vi 4.0 MR2 A
" 01-420-89802-20100507
“http://docs. fortinet.c



AMOC e ———————— 215

A AMC e 216

0 AMC s 217

N “ T RAIDT e 219

Y| T 219

Y| 2T 219

Y| J T 220

Y| T 222

nax 2| TP 222

| RAID % oottt ettt ettt 222

............................................................................................ 225

................................................................................................................ 225

P 225

I m PP 226

Ju4 @ A ettt 226

ettt ettt ettt ettt ettt ettt ettt en ettt 227

........................................................................................................ 227

................................................................................................................ 228

G ettt en 228

0 1T 229

D —————————————— s 232

h ~ ECMP~ A e, 233

V G ECMP oot 234

Y CLIE 5 et 237

................................................................................................................ 239

b oo 243

a N RIPT ettt s 243

RIP ettt ettt 244

RIP-0 N e ettt ettt 245

B R @ 1S = =PSSO UV TS TRTRP VTSRO 247

% OSPF y B e 247

(@151 =] =TSO 247

(@151 =] =TSO 249

BB OSPE W oottt ettt 249

O P et 250

OSPF A TR 250

T 7 B PT e 252
FortiGate @ g J 4.0 MR2 A

" 01-420-89802-20100507
"http://docs.fortinet.com/ A feedback



FortiGate @ g vi 4.0 MR2 A
10 " 01-420-89802-20100507
“http://docs. fortinet.c



P S e e 315

L 0] {1 [T 328
o SO 330
I I = = TSR 331

FortiGate @ g J 4.0 MR2 A
" 01-420-89802-20100507
"http://docs.fortinet.com/ A feedback

11



PPTP
G

G

€ &

X
FortiGateweb
CLI 3 PPTP

X
X

TRV ) TR
(SSL VPN)

12

FortiGate @ g vi 4.0 MR2 A
" 01-420-89802-20100507

“http://docs.

fortinet.

c



FortiClient D 436

FortiGate @ g J 4.0 MR2 A
" 01-420-89802-20100507
"http://docs.fortinet.com/ A feedback

13



0TG- (= Y R 455
VR e 17 AN 4 F= 1)< RS 455
y1 FortiGuard{  JuA e 457
Al s 457

=00 Y2110 1 T 465
SO & K ettt 470
FOMANAIYZET oottt 470

FortiGate @ g vi 4.0 MR2 A
14 " 01-420-89802-20100507
“http://docs. fortinet.c



y u H E  ForiGate®50 " | " H  FortiGate-5000 *~ k k6

dd FortiGate “ A Forti @sbhb 6 Forti ASI CE &1 Tk
t (1)6 T t t
* VPN
W o (IPS)
2| " A

s R IM P2P)
Vo I(R323 SIP SCCP)

To o o o To Bo Bo Do Do
2

2/ 3
INM A
FortiGate N aa Tk
18 © o a, @ d A FortiGate 4 ' 0 -
A "YyEky By EHOF 0 oad @ T 1
A
rtouod
A Fow tinet
A 3m
A !
A A Fortinet H
A Fow ti netG
A L6
A
A Fortipnwet
Fortinet H
Fortinet & Q A T H k ASIC 3 il q
Aq A a3 Y y A nald T Ex a k
J AT d et aa Ju4 WA "Qy Fortinet “ H
=Y www.fortinet.com/products
FortiGate @ g J 4.0 MR2 A

" 01-420-89802-20100507
"http://docs.fortinet.com/ A feedback

15


http://www.fortinet.com/products

3m

3m

FortiGate4.0 MR2 - %° ke Forti Gat e Eweé FortioS
| G a Al FortiGate O n T @ FortiGate
A t
A d JuIU ® web CLI
A Fortifuat e
A 2
A * DNS il © A
A FortiGuard ~ " FortiGuard A
1~ o4 LG A @ |1 & web '
A FortiGate ~ ' P
A A
A .
"0ye€eQy FortiGate 3 “CLI' 4 “"n a'bd 3 A Qy CLI
qa ° A fAForti @at:aCL I
S M R A
FortiGate @ g vi 4.0 MR2 A
16 * 01-420-89802-20100507

“http://docs.

fortinet.

c



Y v ko Y Ay n k Lok
G H - A € 31 ’ web ’ { @ web
7~ AJuyos ) A
{  FortiGate o A o +# 4 FortiGate web
Fato ~ A adA
i yJd FortiGate Fortinet e @ FortiOSH 9o A
“Tono
A Web Y @ FortiGate web 1 @ 16 A @
I G web A
A G @ 6 FortiGate G A 1L m FortiGate
'O "na a FortiGuard 4 o a a a
A 1 Juy & CLIA 1 e U -t
N “ay A 1 Y @ 0N 506 60 ~ &b
FortiGate A A
A R v A v FortiGate =~ 3 m”
I Thae m vy’ 4 1 m a A
A G @ 3 FortiGate N I 6 VDOM 2 FortiGate
e mo1 ke 3° LA
A @ 1| FortiGate A Ju4 DNSA A
A DHCP E @ | E DHCPe 3 A
A i) HA * SNMP Y 1 T RN . A
A G FortiGuard L FortiManager 5 © M
- “ [0 a o9 A
A
A I o4 A FortiGate X509 @ =7 IPSeca VPN
- A
A e 1 YA usSB y i 8~
k FortiGuard k6 FortiGuardf "~ FDN° JI PR RN ﬂ
A
A @ |k 6 .. " A e T a
) QA
Ao 1Y el -t IF e d A
A @ | = AT @ FortiGate A
A Q@ ~ A
A UTMJ @ UTM ~~ "5+ a q A
A IPSecVPNJ ¥ @ IPSecVPN ~~ "0 ~é&d ’ a A
A PPTP VPN I web n PPTP Ry * IP A
A SSLVPN.J Y @ SSLVPN ~°~ k SSL VPN <Y A
A @ | 8 wA
A WAN V6 web J Y @ WAN V6 web N n WAN
ch 6ada QO K A
A Y @ | 3G  FortiGate NAC 8 FortiClient @
H ~A
A 8 @ | FortiGate AR & 9 FortiWiFi
@ " AP” A
A Ty T Tbe T 6 a A
FortiGate @ g J 4.0 MR2 A
" 01-420-89802-20100507 17
"http://docs.fortinet.com/ A feedback



net

" a
3w

Qy

Fortinet
@
N

Fortinet

Po t
0 Fortinet £ b IP Q Fortinet 3t IP n -
A ¢ y RFC1918 ® I IP
{  http:/ietf.org/rfc/rfc1918.txt?number-1918 A
6
mo IO 6 A
T X - a | 3 A
‘ a ey y k3~ J A
' T 3] e A
I_o t

18

FortiGate @ g vi

4.0 MR2 A
" 01-420-89802-20100507
“http://docs. fortinet

. C


http://ietf.org/rfc/rfc1918.txt?number-1918

1: Fortinet e

Q4
Q4
<

<
X,

CLI  &* Config system dns
set primary <address_ipv4>

CLI FGT-602803030703 # get system settings

comments > (null)
opmode : nat opmode

HTTP a o A b A

<HTML><HEAD><TITLE>Firewall
Authentication</TITLE></HEAD>

<BODY><H4>You must authenticate to use this
service.</H4>

.Q:

Fortinet https://support.fortinet.comA

® " VPN wl Central-office-1A

@ VPN > IPSEC > Auto Key (IKE).
- a A FortiGate A

: 6 A v
http://docs.fortinet.com/A

>

3 YA 19 ACLI3  OA

CLle o 3 ° ’ e} { A
A 1@ “A 8 A” <address_ipv4> ~ n &
s 4 wA
© A AForti Gatod CLI

"Il Ya Y "a AR

[verbose {1 | 2| 3}]
17U ® verbose ” h A
verbose3A

FortiGate @ g J 4.0 MR2 A
" 01-420-89802-20100507
"http://docs.fortinet.com/ A feedback

19


https://support.fortinet.com/
http://docs.fortinet.com/

<>

<retries, int>

<o) M retries
+ t

A <xxx name> | T A - R A A
policy AA

A < index>' oA BT © 013
Ya A

A < pagtern> 6 J 1

’ *@example.com 1 A

@example.comA

A <fqgan¥ Ya A 1~ FQDN™

mail.example.comA

A < RXai>'

A <wmrex Y

Im -~ Ty

http://www.fortinet.com/A

A <ipwx Yo IPv4

A < w4rask> 1”7

255.255.255.0

A < jpwdmask> Y 3
| .

£ ~ URL” o) 1y

@mail.example.comA

" URI™

- 192.168.1.99A

8 lpv4d

- 8 IPv4 6
192.168.1.99 255.255.255.0A

20

A < ipuwdimask> Y 3 - 8 IPv4
Ay o CIDR- i 192.168.1.99/24A
A < puwexX Y 3 IPv6 A
A < wbRask> Y 3 - 8 |Pv6 A
A < jpvemask> Ipv6 I
A <st¥'Xx s a © P@sswordA " §
S ne 6 B A
CLI A A
A <xxx int> © 15A
0 5 Ya Y " A Oy
s - nje A
ft 1 A
{enable | disable}
2 @ enable disable na A wA
FortiGate @ g vi 4.0 MR2 A

" 01-420-89802-20100507
“http://docs.

fortinet.

c


http://www.fortinet.com/

f AR
{http https ping snmp ssh telnet}
0+ JUIL | W - e N
M T " ~ t
ping https ssh
' N =) w 9" snmp
7 MYaR é\V” = w'
ping https snmp ssh
ch 7 PT a
3 ~ i\ G /1 ~ x
e R
A Fortinet H
A "l Fortinet https://support.fortinet.com 3 A
Fortinet H A Fortinet k- T FortiGuard ~ & Bl
FortiGuard k- H AA a A 5 Fortinet A A oA
Fortinet H G
A AForfinet G T A
L6
Fortinet k E ned 3" 4 Ju Fortinet H
H oA JuA A o A
‘Qy Fortinet & E o Fortinet
https://support.fortinet.comA
k T g g ~ HdJU a A
Qy k "9 ~ A Fortinet iForti Gaa e -
A
FortiGate @ g J 4.0 MR2 A
" 01-420-89802-20100507 21
"http://docs.fortinet.com/ A feedback


https://support.fortinet.com/
https://support.fortinet.com/

A Fortinet H

Fortinet En o 6102 ked A A Fortinet
E http://campus.training.fortinet.com’ J mailto:training@fortinet.comA
Fortinet 3F
Fortinet http://docs.fortinet.com’ K Fortinet Ju1  §
)| 'AA @ Fortinet v dJuU Fortinet €6 :: CD6
Fortinet & | Fortinet A
£6 3 CD
JJU H I cba 1 1 Qywx ;2 ACD3 e A
Fortinet Fortinet http://docs.fortinet.comA
Fortinet
Fortinet k @ Y€¢ bl Fortinet N a a R a FAQsa
a A http://kb.fortinet.comA
Fortinet
Qy e J techdoc@fortinet.comA
FortiGate @ g vi 4.0 MR2 A
22 " 01-420-89802-20100507

“http://docs.

fortinet.

c


http://campus.training.fortinet.com/
mailto:training@fortinet.com
http://docs.fortinet.com/
http://docs.fortinet.com/

y Web Web
y web
f @ FortiGate e 4 web - v
26 HTTP @ HTTPS ) 4 JU6 FortiGate web
FortiGate A X n 1280x1024A Web
yeq A A web
a 2 A
y HTTP  HTTPS web ~  J1Juy ' | FortiGate FortiGate A 6 web
- Ya ° AWeb N y
A
1L o > > FortiGate a A @
FortioS ° A IPS W ~ 9 - a A
FortiGate i 6 FortiAnalyzer g b k A
{1 /L6  web AT FortiGate A web
9 N dJU - FortiGate EA JJU
) ) AY web J 23 Ad
i A
Web TG 310 A 3 |k ru m web
F A
4 JUG  FortiGate =3 ~ CLr FortiGate’ % 4 Juy web
3 ~ CLI & A G k @f CLI 8 | £ A" LG
n web A
1o 1oy
web
web L
G FortiGate s
web
Web 0V a o
> G > UTM > a A
FortiGate @ g J 4.0 MR2 A
" 01-420-89802-20100507 23
"http://docs.fortinet.com/ A feedback



Web

y Web

0 T

--= Usaga
* CLI console
= Monitar
28 Network.
i Config
# O Admin
-f- ] Certificates
| & Maintenance

cxzsmsmizrszuzszsizss

(EESENENIESEIRTETETTITINTIITIITITITTT

UTM > A > a,

. -
& widget  |oF Dashboard

= System Information

Serial rmumbear FGEIEH3GI9S01792

min(g)

Uptime 14 dayis) 5 hourle] 19

System Tima Tua Apr 20 18:51:06 2010 [Chang
HA Status Standalone [Config

Host Mame FGS0BH3GE08601792 [

Firmwars Version

System Configuration

FortiCiant Yarsion
Operation Mode

Unknawn
Transparent [Chanas)
Disabled [Enatiz]

Currant administrators 2 (D

Wirtual Domain

Current Ussr

w0, build0272,100331 (|
[Updete]

J}; Foriénalzsr

FEERTINET

‘6 Foriklanagar

4 | e e et e e e e e e e e e [T

_-_::. Rebaot {D Shutdown

A menu’s page. In this explanation, the

24

AT, Status page displays the System
_ £ ‘/ 4 Information, System Resources and Unit
Firewal B 5/ Operation widgets. The page also
UM “ut ' J includes the Widget and Dashboard
WFN CPU Liaa_& B r\lerr:nﬂa & 55% icons
Lhasi
WAN Opt. & Cache
Endpoint
LogéReport
v t = © t
3y 0 Ha
web y 7
G web “
web e g
web © e6 8
G 8 " w
G "
FortiGate @ g vi 4.0 MR2 A

“http://docs.

" 01-420-89802-20100507
fort

net

c



y Web

Web

Web y °
Web 3y ~  k FortiGate ¥ S 24 1"AWeb
L) oy
v N~ “ DHCP &~ s Y " HAY
A
FortiGate IF A
q ;- IP 6 A
UTM 7 7 Y T e 7 X
8 A
VPN IPSec  SSL APPTP CLI¢& A
G A E R
RADIUS LDAP TACACS+ A ADA " IPSec SSLT IM
A
- FortiClient a  Ju A
WAN V6 Y 3 FortiGate n 8 FortiwWiFi @
~ AP” A
6 6 =~ A 6 = A
m VDOM A VDOM O |,  FortiGate & At
J VDOMA ad VDOM |~ Ay mVDOM O
R Y3 VDOMA
FortiGate @ g J 4.0 MR2 A
" 01-420-89802-20100507 25
"http://docs.fortinet.com/ A feedback



Web y Web

G web "
web "0 Ageée’o N T o
“ g B A Lo v T . n 2~ & d
Lo
8 .. A
9 CI-Y A
yrooer A a 7 77 a, A 51 & 6 e
T mael l ¥ & bl e 1 i AR T %
31 & Yo n- |y ef A
JUi n o °© Y £ P - A
3 A 173 @ A
FortiGate @ g vi 4.0 MR2 A
26 " 01-420-89802-20100507

“http://docs. fortinet.c



y Web Web

web e 7
1L g 8 web e ‘ a A O web
« R
& 57 f m* &
IPv6é t* ° 261 A t6271 ADoSto 273 o)
B wed “ 313 A WO
. 400 # o]
IPSecVPN ~ 4 364 AVPN &
NAC*" 409 o]
oo 429 A 9 O
17U S - v dJu ey 9 A
R - JJ/U w > > i f e- 3 FortiGate
m a aAYos FortiGate 17U ch A 1L 5
) I AR | - T
O JdJU Y3 D A ID “ID 1A
1 IU A e J web 3 Ay
AT dTU YoM A #dLd ny
A e " - 1 e " A
Q  web web FortiGate 1 y
A
3 & 9 ad” a A A &” JJu
&0 6 A g 1 a 6 an a A
" IPv6  f° LS Y I - D [ | VR 6
koo« 3 8 A a 29 A
@ : y ForiGAte &~ 3 IO o q o " e A
"o
i) - IP iy " ID N AL Yaly
s AR~ 1L Yo 3 Y IP “ P
Ane 3 " 6 h I~ 25-50A
FortiGate @ g J 4.0 MR2 A

" 01-420-89802-20100507
"http://docs.fortinet.com/ A feedback



Web

y Web

R

Edit Filter:

Filters

Time

Date

Level

Sub Type
(9]

Source
Source Port
Destination
Hostname
Carrier End Point
URL
Message
Direction
Agent

From

e [] Enable

s
s g A

<stringn. a
<string>n

>

A 4 U

1JUu { wr
N < &> A -

< string” A

a >string>"A

NOT
From I

TU!

I Format: hh:mm:ss

41

[Clear All Filters ]

w é

8 Web

o | ——

28

FortiGate @ g

vi

4.0 MR2

" 01-420-89802-20100507
‘“http://docs.

fortinet.

c



y Web

Web

o d A 313 A RO
o7 316 N (o}
A ©o7 328 A (o}
- 400 i o}
IPSec VPN B 364 i VPNSO
A 401 i (o}
Ty - 429 f y A
NAC" ~ 409 i o
3: 8
Previous Page Total Number of Pages
First Page ‘
M 41 [/93 » M
\_ast page
Current Page Next page
lenter a page number
to display that page)
Yy " & Yo A
my “omy A
m" A 1L
m 3 AR~ 0
@ 3 = b a A
17U " A
oy . oy A
1y . 1y A
G 8
G T dJU VY€ web T Ju ¢ T €a
aq /U i A
0 . web C Y I TN 8 © iy 8 BT
. AD Web '
N7 8 1 NO
6 IPv6 1~ 261 A T0&
We 8 Rl 7 313 i RO
o0 400 N (e}
IPSec VPN - 364 f VPNS O
NAC 409 i o}
FortiGate @ g Vi 4.0 MR2 A
“ 01-420-89802-20100507 29
"http://docs.fortinet.com/ A feedback



Web y Web
ooy 7 429 @iy 9 0 A
Co | FortiGate & 10 . A
@ g v Ayd w e T
J Fra - e woA 17y -6
4w " eAG 32 610 \J AR 7 JJLU J AT
RN s A PP AaMAC aMTuU A A
4: > > e R
. '  Column Svel:tingsl ' £ E
Available fields: Show thesa fields in thic order: I
Descripbion = Zomphant =
Computer Manufachurer Hast Mame
Caomputer Model [P Address
CPU Model Usar
Memaory Size 05 Version ]
System Uptima ForbClient Version
Installed FCT Featuraes AW Signature I
Last Update Detectad Applications
Traffic volumesattempts
|
- Fpe - I
[<] '
[ Move up | Move Down | -
G
" IPV6 % [ S * IPSec ooy
&> JdJu A 6 k - a 8 A
R 1L owe d > Y Wo W 06
J1l Anea 27 neeo 61 A An k Ju
“ A KB ] e’ A dJu ad 1 T N
I Ju a A J Ay A
FortiGate @ g vi 4.0 MR2 A
30 " 01-420-89802-20100507

“http://docs. forti

net .

c



y Web

Web

5: Veritas 6 Winamp B 1"

Winamp
winarmp

wWinamp
winamp
wWinamp
Winarnp
winarmp
Winamp
wWinamp
winamp

Pass
Fazs
Pass
Drop
Orop
Pacs
Pass
Orop
Orog
Pase

QOO QQQoQQOO

Drop

“mm—m
Wi ItF: milin ff Critical  Client TCP, HTTP windows
M5 Winamp IN_CODA Buffer Overflow Critical ~ Client TCF, HTTF wiindows
Hullzoft.WinammALFF Parsing.Heap Buffer. Overflow Critical  Client TOR, HTTP Windows, Linax Winamp
llsoft, Winamp.in il ef L Client TCR, HTTP wWindows
Hullsoft. Winamp. INCODA. dil. Buffer.Ow e rflow Livar Client TCF, HTTP wiindenws
Hullsoft.Winamp.Malformed 1D3v2. T ag Buffer, Overflcow Crikical  Client TOR, HTTP  Wiindows
Wi . Filé, High Client TOP HTTP Windows
Hullsoft. Winamp Ultravox Heap Overflow High Client TCF, HTTF wiindows
Hullsoft.WinampWEE FileRemolz.Code Execution Medium  Client TOR HTTP Windows:
i fer rff High Client TOP HTTR  Windows
Winamp.MP4.File.Parsing.Buffer.Owverflow High Client TCF, HTTP Windows
LI 41 ¥ W [ Column Settings ] [ Claar Al Filters ]
= A 26 ™ web " 9 A

"k

¥ e to web b

T web

9 m
9 FortiGate ©

A web

N| FortiGate

J web
r VDOMs
y web e FortiGate CLI

I web

7 web l '
FortiGate & i P h N f Y 3 FortiGate A
1/ FortiGate A IP A
Yy Ju A 4 JU6 FortiGate A
FortiGate @ g Vi 4.0 MR2 A
“ 01-420-89802-20100507 31

"http://docs.fortinet.com/ A

feedback



L y Web

Web
Ya A Microsoft Windows WEB browsers supported by
Fortinet products web-based manager (GUI) web browsers  Mac OS browsers for use
with Fortinet hardware web-based manager (GUI)A
I web
1. v 1 FortiGate AN IP https://[3 AR~ IP
192.168.1.99 % I https://192.168.1.993" 8  https://é 5 s"A
n @ @ HTTPS ” FortiGate @Y> A k
HTTPS FortiGate A FortiGate & Y
3 O A
Ya J FortiGate I o A a
J * FortiGate A J @ - A o
& - 1 FortiGate m g A A J v Y a
A A
m oy a FortiGate 4 1 6\ Il ay A
" n FortiGate G @ A Yaag -
A
2. e 1 A
3. e o A
4. A
g m
A m -9 © il e T y - ¢ Bl
ad A 1e) e 1 A 9 m 6 31
fi A-SN A
w é \J
1. e~ N & y A~ {6
A e 2 o e T ad A
2. 4 - g A g 1° 1 EC N
e # A
g FortiGate ©
T J e © n T web A n ©
JU 1 % 1 FortiGate N Ane W
3 € Bl © A
FortiGate @ g vi 4.0 MR2 A
32 " 01-420-89802-20100507

“http://docs.

fortinet.

c



y Web

Web

Q

Y3 X

) >
U e ..

o) a - A
X @ ©
FortiGate

165 i

FortiGate

Portas de Admingsiracho WEB
HTTP

HTTPS
Porta de Logm de 551 VPN
Porta de Teinet

Forta de 554

10443

22

habiitar compabbiidade de 53HwE L1

Poditica de Senka
Fusbiligar

tamanho Minmo

Deve Conber

Aplicar a Politica de Senha para

Senha de Sdmin Spira depois o

Confiqurscies da Timsmoat

Tdbe Timegat

Configurachos da Listagai
Lirgua
Linhas Por Pagina

Supmrie [Fvld rma G

Habiitar S50

J FortiGate

- ya <

o
<
>

(8-3Z caracteres]

Letras e Caing Aka

Digitns Numénoos

Sanha de Admin

Letras am Caics Baiva

Letras NSo-AFanumdncas

Chave Pré-Compartibada IPSEC

()

L] §-480 minens)

Portuguas b
50 200 - 2000)

4 JU6 FortiGate

wY 3 3

| FortiGate A

w web
w web
w CLI
w CLI
(W)

>

A

FortiGate

® HTTPS h b

HTTP

® SSH
SSH

Fortinet

A
o

-

N

(0]

>

Q -

FortiGate

n

FortiGate @ g Vi

4.0 MR2
" 01-420-89802-20100507
“http://docs.

forti

net . com/

A

feedback

33



Web "k

y Web
e q A
Qy a 96 A A
J web
R Y B L  web 6 I A M 9
& BIX T web * G web A 204 JU
G to J ™M 2 A
M 2 T > © > - U n” &2 o -
4@ d JyA
i VDOMSs
o | vbpom v m VDOM A eYatO " A 10
“ ' { FortiGate VDOMSsA k@Y VDOM A
[ VDOM 6 MmVDOM ~~ ylOo " @& M VDOM F 1 e
3 VDOMe A
y web e FortiGate CLI
{ G Clla A web G FortiGate CLIA {4 JUG  CLI
web é A € A CLIe Al - {4 UG
CLI w web 3 web & bl 2 A Qy
FortiGate CLI o ~ iForti Qatod CL I
6 CLl 6 W > > CLl 6 A e & F
I @ CLIA a 55 fiClsl A
AN e Fortinet Ty N J U
Fortinet
I=A ~
A Fortinet H
Fortinet H =Y
Fortinet
FortiGate @ g v 4.0 MR2 A
34

" 01-420-89802-20100507
“"http://docs. fortinet.



y Web

G FortiGate

F

FortiGuard e

A

A Fortinet H, H v FortiGuard LA
T H A AA
G web A Q A web A
) web Ty web 3 M 2
57 ~ A \ N 33 A J web M 2 A
¢ FortiGate k
[ m web Q IF A [
- + n ~
content pan€ 06 mweb N 9 6 A s
Q A |k JL T a Y A
FortiGate & s ' VDOM & - web
VDOM (%) A VDOM 6 & A N
FortiGate A FortiGate ad 7 AL VDOM &
Qy 9 79 P A
7 & oW )
Show NﬂUIgﬂtlDI’] Print
Previous Email
Next
L3 T I |
El=ls BE
Dashboard overview =
The Dashboard menu allows vou to add and customize dashboards. Dashboards are manus that
allow you to view infarmatian, auch as traffic activity, from multiple widgata. Thie infarmation is
useful and cen help you to update yaour firmware, reboot your FortiGete unit, or quickhy view log
and archive statistics.
By adding and cusiomizing dashboards, you can allow cetain dashbaards to cantain specific
information, such as log information, so that you can go directly to thai dashboard to wew that
paricular information. For example, the Archives dashboard (Dashboard > Archives) containg the
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17: 6

w Log and Archive Statistics(Since 2010-04-06 14:33:41)

DLP Archive -- Avgrage 55 MB per day snce last neset
HTTF @ URLs visited [Details]|
HTTPS 0 URLs wisited [Diatails]
Ermail 0 emails st [Details]
0 emails received
FTP 0 URLS visited [(Detsils]
0 flas uploaded
7 files downloaded |
1M 0 file transfars [Details]
0 chat Sedasana |
0 messages
Total 1 GE since last reset |
Log -- Average 1 ME (6183 messages) par day since last resat
Trafic 32410 traffic allow=d [Diatails]
412 traffic viclated
AV 0 wiruses caught [Details])|
IPS 1 attacks detectad [Dretails]
Emal 0 spams detected :E'c:alls:l
Web 0 URLS blocked [Details]
CLF 0 data loss cetectad [Details :|
Apphcation Control 88562 application control messages [Dietails]
Evert 8513 events occurred [Details]
Total 24 MB (127958 messages) snce last reset
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G CLI

AV Date and Time T
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Servicei kE *  POP HTTP
Virus 1 J
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