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https://docs.aws.amazon.com/zh cn/AWSEC2/latest/UserGuide/using-eni.html
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FGT1 HhERER] (AZ-12)

Port AWS primary address AWS secondary address
Portl 10.0.0.11 10.0.0.13

Port2 10.0.1.11 10.0.1.13

Port3 10.0.2.11 NA

Port4 10.0.3.11 NA

FGT2 iR (AZ-12)

Port AWS primary address AWS secondary address
Portl 10.0.0.12 NA

Port2 10.0.1.12 NA

Port3 10.0.2.12 NA

Port4 10.0.3.12 NA

R pC

PC 475 I ik AZ

PCl1 10.0.1.20 AZ-la

PC2 10.0.4.20 AZ-la

PC3 10.0.5.20 AZ-1b
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f# VPC.

Q Selecta VPC )
Name v weo v state v Pvacor 1Pv6 CIDR DHCPoptionsset v Main route table ©  ManneworkACL @

VIRTUAL PRIVATE wangrang-vpel Vpc-0601079315012eef0 © Available 10000/16 = tb-0f8
cLoup ‘
Your vPCs
ﬁIJ i_! i XX ] o
VIRTUAL PRIVATE Name v SubnetiD v st v wec v Pvacor v IPveCDR v AvailablePvdaddresses v Availability Zone
cLoup
Your VPCs EETETIEEy O Aalhe = TSorZeeo v 0000722 - 251 en-northwest-1a
Subnets 1-MGMT-1a 147561066 © Available VpC-0201079315012¢6f0 | wa 1003.0/24 = 251 en-northwest-1a
Route Tables & wangiangvpc1-HA-1a subnet-00110¢b900afESb1 © Available VpC-0201079515012¢6f0 | wa 10020/24 - 251 en-northwest-1a
Internet Gateways 1-private1-1a 11 © Available VpC-0201079515012¢¢f0 | wa 100.1.0/24 - 251 en-northwest-1a
Egress Only Intemet 1-private2-1a i © Available. pc-02010795 15012260 | wa 10040/24 - 251 en-northwest-1a
Gateways Wangriang-vpc1-privates-1b subnet-00c53cfaldsbad3ac @ Available VPC-0001079515012eef0 | wa.. 10050/24 - 251 cn-northwest-1b

DHCP Options Sets «

g IGW.

Q, Selecta VPC

Name v Internet gateway ID v State v VPCID
v
VIRTUAL PRIVATE wangxiang-vpe1-IGW igw-0f1532ffed07fbfa0 @ Attached vpe-0e010793150f2eef0 | wangxiang-vpel
CLouD
Your VPCs
Subnets

Route Tables New

Internet Gateways
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4.2. B IAM At

EC2 SEBIIR T M ta, A REMRIEBUIRE AP BRI B3I

Identity and Access Roles » | FGT-HA-Failove

Management (IAM) 1 Summary
Dashboard Role ARN  am:aws-cniam::321536109689:role/FGT-HA-Failover €

+ Access management Role description  Allows ECZ instances to call AWS services on your behalf. | Edit
User groups Instance Profile ARNs  arn:aws-cn:iam::321536109689:instance-profile/F GT-HA-Failover (7]
Users Path !

Creation time 2021-09-19 13:55 UTC+0800

Policies Maximum session duration 1 hour Edit
Identity providers —

Permissions Trust relationships Tags (1) Revoke sessions
Account settings

+ Access reports ~ Permissions policies (1 policy applied)

Access analyzer Attach pol

Archive rules

Policy name ~

Analyzer details

Credential report

Policy summary | {}JSON |

Search IAM
{
"ersion™:
Amazon Web Services account " ! i ot " ’
Statement™: [
ID:
{
3 "Action": N
"Effect™: B
"Rescurce":
B
{
"Effect™: N
"Action™: 5
"Resource":
b
{

"Effect”: N
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4. 3. A& FortiGate S48

R SEAF I B AT AE A5 1 & FGT 11 licenses
B FGT1, ##F FortiGate 514

1.Choose AMI 2 ChooselnstanceType 3. Configure nstance  4.Acd Storage  5.AddTags 6 Configure Securiy Group 7. Review

Cancel and Exit

Step 1: Choose an Amazon Machine Image (AMI)
syster i

AnAMI is a template that contains and applications)

tance. You can select an AMI provided by Amazon Web Services, our user community, or the Amazon Web Services Marketplace; or you can select one of your own AMIs,
Q fortigate x
‘Search by Systems Manager parameter

Quick Start (0) 1109 0f 9 Products
My AMis (0) FomATnEr  Fortinet FortiGate Next-Generation Firewall (BYOL)
ok (0)]6.4 Previous versions | By IEESE

Amazon Web Services

Marketplace (9) LinuxUnix, Other 6.4.6 | 54-5i (x55) Amazon Machine Image (AM) | Updated: 772621

FortiGate S F—t55:

€SS <. SD-WAN CPET- = B =8, BT = . ERFEEHE . E=2EE. R
‘Community AMIs (12) BRE. TSN +, FortiGate E&ISSL BE:
. S ].J Yo Y 522 o
S 5] e
S
SEAG R A 1 5 , IXH c5.xlarge.
o o4 8xlarge 36 60 EBS only Yes 10 Gigabit Yes
53 <5 large 2 4 EBS only Yes Up to 10 Gigabit Yes
. & 4 8 EBS only Yes Up to 10 Gigabit Yes

BB S AF I OCTE TAM A 6

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 3: Configure Instance Details

Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the |

Number of instances (j |1 ‘

Purchasing option (j t Spot instances

Network (i) | vpe-0e010793150f2eefl | wangxiang-vpei 4 C Create new VPC
Subnet () | subnet-094152dbfaefbfed) | wangxiang-vpcl-public’ ¥ | Create new subnet
251 |P Addresses available public?ﬂ 10.0.0.0/24
Auto-assign Public IP (i Disable A

Placement group

Capacity Reservation

Domain join directory

[ Add instance to placement group

| Open %/ C Create new Capacity Reservation

| No directory o C' Create new directory

1AM role

|FGT-HA-Failaver 4| |C Create new 1AM role

CPU options |

Shutdown behavior
Stop - Hibernate behavior
Enable termination protection

Monitoring

EBS-optimized instance

Tenancy

File systems

[ Specify CPU options

| Stop 4|

O Enable hibernation as an additional stop behavior
O Protect against accidental termination

O Enable CloudWatch detailed monitoring
Additional charges apply.

Launch as EBS-optimized instance

| Shared - Run a shared hardware instance 4|
Additional charges will apply for dedicated tenancy.

C Create new file system
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GUI G Sepli, e HAERIEPIBMIR, Fi /b Py E Al .

¥ Network interfaces (i

Device = Network Interface Subnet Primary IP Secondary IP addresses IPv6 IPs

ethd subnet-094152dt v 10.0.0.11 Add IP The selected subnet doss not support IPv6
SRFGT port 0] publicFRl because it does not have an IPvé CIDR.
eth1

New network interface v subnet-0d5d49dE » | 10.01.11 | Add 1P The selected subnet does not support IPvE
FMFGT port2i&[] private 70 because it does not have an IPvé CIDR

© We can no longer assign a public IP address to your instance

» The auto-assign public IP address feature for this instance is disabled because you specified multiple network interfaces. Public IPs can only be assigned
to instances with one network interface. To re-enable the auto-assign public IP address feature, please specify only the eth0 network interface

¥ Advanced Details

Metadata accessible (j | Enabled e

Metadata version (i | V1 and V2 (token optional) 4|

Metadata token response hop limit  (j (1 4|
Userdata (i @ As text O As file O Input is already base64 encoded

(Optional}

WnfeEfd, B U ek HE, R FGT REFEREHE, BiUKIE
3| FAZ 8% syslog lR%5%5

Step 4: Add Storage
Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance, or

edit the settings of the root volume. You can also atiach additional EBS volumes after launching an instance, but not instance store volumes. Leam more about
storage options in Amazon EC2

Volume Type (i Device (i Snapshot (i

Size (GIB) (i Volume Type (i 10PS (i mg:lg "'I’”‘ Delete on Termination (i Encryptien (i

Root Idevisda1 snap-Ocbedibcleddalssh 2 General Purpose SSD (gp2 <] 10013000 MNA Not Encrypted v

EES ~ Tdevisds v Search (case-insensi 30 General Purposs S50 (gp2 ~] 100/3000 NA Not Encrypted )
Add New Volume

BINFREE S AR R — A2

D

1. Choose AMI 2. Choose Instance Type

Step 5: Add Tags

Atag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver. Learn more about tagging your Amazon EC2 resources.

3 Configurs Instance 4. Add Storage 5.AddTags 6. Configure Security Group 7. Review

Key (128 characters maximum) Value (256 characters maximum)

Network
Instances [ j Volumes [ A
Name | [wangxiang-vpc1FGT1] | [x]
Add another tag (Up to 50 tags maximum)

I 2 422 fgt-external-secgroup, XJ T B FortiGate 77 £ AT 22 443 ¥ I,
ICMP, At S FUAR MY 55 75 5K AT

1.ChooseAMI 2 Choose InstanceType 3. Configwe Instance 4 Add Storage 5 Add Togs

Step 6: Configure Security Group

6. Configure Security Group 7. Review

Asacurity group is a set of frewall rules that control the traffc for your instance. On this page, you can add rules to allow specifictraffic to reach you nstance. For example, if you want to st up a web server and allow Interet raffc to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can
create a new security group or select from an existing one below. Leam more about Amazon EC2 secuiy groups.

Assign a security group: ® Create a new security group

elect an existing securiy group

Securty group name: [ [GraismAsRcgrOn ]

Description:  [This securky group v WIS Marketplace and i based on recomn]
Type (i Protocol (i Port Range (i Source (i Description (i
SSH v Tcp 2 [Custom ) (000010 ] [c.g_SSH for Admin Deskiop ]
cP 7o) [Cmbrn ) (00000 ] [cg SSHIorAdmin Deskiop ]
[AITCHP-TPvv) icMp 0-65535 Cistom ) [CIDR. 1P or Securfy Group ] [cq. SSHfor Admin Deskiop ]
Add Rule

900
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B key, BEERFHCELAAER key, F8 315261,

Select an existing key pair or create a new key pair Bt

Akey pair consists of a public key that Amazon Web Services stores, and a private key file that you
store. Together, they allow you to connect to your instance securely. For Windows AMIs, the private key
file is required to obtain the password used to log into your instance. For Linux AMIs, the private key file
allows you to securely SSH into your instance. Amazon EC2 supports ED25519 and RSA key pair types.

Note: The selected key pair will be added to the set of keys autherized for this instance. Leamn more
about removing existing key pairs from a public AMI.

|Choose an existing key pair |
Select a key pair
|wangxiang-ninxia | RSA v

| acknowledge that | have access to the coresponding private key file, and that without this

file, | won't be able to log into my instance.
2o —
B 5E . FGT2 [FH.

Tags Name v Instance ID Instance state v Instancetype v  Statuscheck Alarm status Availability Zone v
Limits wangiang-vpc1-FGT1 i-0bf9e104650cfaads © Rumning @@ cSxlarge © 2/2 checks passed  Noalarms 4 cn-northwest-1a
w Instances wangxiang-vpc1-FGT2 i-0cad897dc3951b371 @ Running  @Q c5.xlarge @ 2/2 checks passed  Noalarms 4 en-northwest-1a

Instances New
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FortiGate =

SEI R L O, B MR I dr 4 DLE A

SIAg 25 PR AN A8 FH ) 22 A 2 R 72 W T 22 1Y) figt-external-secgroup

© revECzbperence

Tl us what you thi X Network interfaces (2) info [ e L T
EC2 Dashboard Q 1 @
Eens ; % x| [t
Tage
Limits Name a|  Networkinterfaceld v SubnetiD v veciD v Availability Security groups v Description v Instance D v Status -
» Instances wangxiang-vpe1-fgt1-port eni-042bbf2bcbaab 2] 150f2eef0 (4 interface 1-0bf9e104650cfa. @ Inu
wangiangpCgporz | eniosssciozeaiosy  subnetOdsc4ScbOS28A9211 B vpeOsOIOTOSISORER0 B coonorthwestTa[fot-extemalsecoroup - LbiSe10MESOcs.. @ Inu
» images . :
» Elstc Block store
+ Network & Security —
B ES®

Security Groups .
Select a network interface above
Elastic IPs
Placement Groups
Key Pairs.

Network Interfaces

AWS 412 TR 01, T FortiGate port2 111 & , port2 Xt N & H1 P ] 71 )

Hs
Bz

It port2 [%
44 fgt-internal-secgroup.

Limits

G A0 .

Name v seitygroupld v Securitygroupname v  VPCID v Description v Ouwner v Inboundrulescount v Outbound rules count v
» Instances = 1502620 [ 321536109689 1 Permission entry 1 Permission entry S
» Images
» Elastic Block Store
v Network & Security B EE
Security Groups 5g-0cb1428084f660dcS - fgt-internal-secgroup
Elastic 1Ps
Placement Groups Details | inbound rules | Outboundrules | Tags
Key Pairs —
Network Interfaces
» Load Balancing Inbound rules (1/1) Edit inbound rules
» Auto Scaling Q 0 @
Name v Secuitygrouprule... v IPversion v Type v Pprotocol v Portrange v source v Description v =
[ = sqr053d29e2c7dcsbcds IPva [Attatic AL Al 000000 | - [

B0 port2 2 1111 %2 4241 4 fgt-internal-secgroup.

© NewEC2 Experience
Tel us what you think

X Network interfaces (1/1) info

EC2 Dashboard aQ Associate address ' @
Fvents [ search: wangxiang-vpci-fgt1-port2 X Clear filters Disassodiate address
Tags Change terminstion behavior
Limits Name a4 Networkinterfaceld v SubnetiD v weeo ©  AwilabilityZ.. v Securitygroups v Description v | st [Togesanygows | Primary priv
- | T ; = . o] Crange ousie v [ 007
< Manage tags D
» Images o
L_chanoe decertotion 7|
EC2 5 NetworkInterfaces » eni-O58bbef3c524afS2e > Change security groups

Change security groups info

Amazon EC2 evaluates all the rules of the selected security groups to control inbound and outbound traffic to and from your

instance. You can use this window to add and remove security groups.

Network interface details

Network interface ID

eni-058bbef3c524af52e

Associated security groups
Add one or more security Groups to the network interface. You can also remove security groups.

Q

Security groups associated with the network interface (eni-058bbef3c524af52e)

Security group name Security group ID

fgt-intemal-secgroup 5g-0cb14280841660dlcs
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Limits Name 4 Networkinterfaceld v SubnetID v weci v st v Staus Primary priy
» Instances wangxiang-vpcl-fgtl-port2 f  eni-05 1-0bfe. @ In-use = 100111
» Images

» Elastic Block Store

v Network & Security

= =
‘Security Groups Network interface: eni-03155cd494762f867 (wangxiang-vpc1-fgt1-port2)
Placement Groups “ low logs fags
. Ny e NI} 7 é
FortiGate 14 75 35 % N, —4> HA 1 port3, ¥ NEAER H
Vay I ’ pay —
b % ( 3 e
— - A)
fgt-ha-secgroup, JUH port3 % H 10.0.2.0/24 L. o
» Instances fo 1 1 1 Permission entry
R
5g-073fde35702c90a31 - fgt-ha-sec-group
» Load Balancing Inbound rules (1/1) Manage tags
» Auto Scaling Q 1 @
Name v Securitygrouprule.. v IPversion v Type v Protocol v Portrange v Source v Description v
\ - 5gr-04978a4eb01813. 1Pva Al Al 100.20/24 -

—/~MGMT
F1ICMP.,

pie

B portd, 57 XN 122 42 2H fgt-mgmt-secgroup, iE SSH, HTTPS

Limits Name v SearitygrouplD v Securitygroupname v VPCID v Description v Owner v Inboundrulescount v Outbound rules count v
» Instances 18 1501220 2 321536100689 5 Permission entries 1 Permission entry
» Images
» Elastic Block Store
v Network & Security EEE
Security Groups 59-06732800e8082b718 - fgt-mgmt-secgroup
Elastic IPs
Placement Groups Details | Inboundrules | Outboundrules | Tags
Key Pairs
Network Interfaces
» Load Balancing Inbound rules (3) Edit inbound rules
» Auto Scaling Q 0 @
Name v securitygrouprule.. v IPversion v Type v Protocol Port range v source v Description v
- sgr-Oafc3astadcbosre 1Pva HTTPS i3 23 0000/0 -
- 59r-0a0fcb3b9e8d0b7As IPva SsH P 2 0000/0 -
- 50r-006fb5042225833 1Pva ALICMP - 1Pv4 1M AU 0000/0 -

#VE: FortiGate 25 it A By JCHisk S 0 it B HEAT b, o SR Ik 22 4 A% KRR,
W] LORE FortiGate (95T i I #8 BH SR VRBTA 1) 22 424
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1 #¢ Services> Network & Security> Network interfaces, i Create Network

interface, fI% FGT1 [ port3 #2111, Z4=2Hik+¥ fgt-ha-secgroup, WIHE port4, NI

EFF fgt-mgmt-secgroup .

Create network interface

An elastic network interface is a logical networking component in a VPC that represents a virtual network card.

Details info

Description - optional

A descriptive name for the network interface

wangxiang-vpc1-fgt1-port3

Subnet

The subnet in which to create the network interface

Q, subnet-00110cb9df0af65h1

Private IPv4 address
The private IPv4 address to assign to the network interface
Auto-assign
© Custom
IPv4 address

Elastic Fabric Adapter
Enable

Security groups (1/6) infe
Q fgt
-] Group ID

sg-0d68a7763d10f3735

sg-08613eacd32415267

Group name L4
fgt-permit-all

fgt-external-secgroup

X | 4matches 1 (O]

Description
fgt-permit-all

fgt-external-secgroup

| I 59-073fde35702c90a31

fgt-ha-sec-group

fgt-ha-sec-group |

59-06732800e8082b718

Tags

Limits

w Instances
Instances New
Instance Types
Launch Templates
Spot Requests
Reserved Instances
Dedicated Hosts

Capacity Reservations

» Images

fgt-mgmt-secgroup

fgt-mgmt-secgroup

KIKM R 2] FGT SEH#1. 1556KEK port3, port3 KK fE, FKIEK portd.

=] Name v Instance 1D Instance state v Instance type ¥
| wangxiang-vpc1-FGT1 i-0hf9e104650cfaadS ® Running @&&, cS.xlarge
Launch instances
wangxiang-vpc1-§ 71 ® Running @&&, cS.xlarge
. Launch instance from template
Connect
. Stop instance
Instance: i-0bf9e10 pir bc1-FGT1)
Start instance
Details Security Feboot instance Status checks Monitoring Tags

¥ Instance summary

Instance 1D

i AREOATAACEN-E

Hibernate instance
Terminate instance

Instance settings >

[ Networking >

Attach network interface |

rublic IPv4 address
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Attach network interface info

You can create and configure network interfaces in your account and then attach them to instances in your VPC.

Instance ID
[ i-0bf9e104650cfaads (wangxiang-vpel1-FGT1)

Network interface
Select a network interface to attach to the instance.

| eni-03defb1fer926aféb (wangxiang-vpc1-fgt1-port3) v

M\ 1f you attach another network interface to your instance, your current public IP address is released when you
restart your instance. Learn more about public IP addresses [4

Cancel Attach
N VL, I,
Ju o
© neniEoeiene . Network interfaces (11) o Create network interface
£C2 Dashboard a <15 e
Events searchi wangriang-vpcl X | [ Clear filters
Tags
Limits Name & Networkinterfaceld v  Subn.. v VPCID v Avalability2... v Security groups v Description v Instance..v  Status v  Pub.. v  Primary private IP\iy
» Instances 926 subnet-0... . 1 y i-0bf9e104. © In-use 100011
P eni-03 subnet.. = p = iobfoel0s.. @ inuse - 100111
» Images
wangriang-ypci-fgt-port3 eni-03defb1feez6afeb subnet-... . Ligtlports  ObfOel0h.. @ Inuse - 100211
» Elastic Block Store subnet-0... . EObfOe104.. @ Inuse 100311
) = e OIcORGTTGA000025 oner = 7 T © e 05012
v Network & Security
wangiang-vpc-fot2-port2 eni-OSabbefics2dafsze  subnet.. . = iOcadgsrd.. @ nse - 100112
Security Groups
subnet-0 iocadgo7d.. @ inuse - 100212
Elastic IPs
subnet0... pe-fgez-p Focadgod.. @ Inuse 100312
Placement Groups
« >

Key Pairs
Network Interfaces
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4. 6. S5 58 — btk

75 FGT1 NIC1 4B 28 — sk 10.0.0.13,

HEAE T FGT HA Cluster (k.

Tags
Limits

w Instances
Instances New
Instance Types
Launch Templates
Spot Requests
Reserved Instances
Dedicated Hosts

Capacity Reservations
» Images

w Elastic Block Store
Volumes

Snapshots

EC2

B Name

v Instance ID

Instance state ¢

Instancetype v Status check

Alarm status

NIC2 43 s —Hihk 10.0.1.13, XM

Instances

=2

angxiang-vpel

wangxiang-vpc1-F

Launch instances.

Launch instance from template
Connect

Stop instance

Start instance

Reboot instance

Hibernate instance

Terminate instance

Instance settings

Availability Zone v
® Rumning ®Q c5.xlarge @ 2/2checkspassed Noalarms <4 cn-northwest-1a
71 @ Running @@ cSxlarge @ 2/2 checkspassed  Noalarms 4 cn-northwest-1a

Networking

Attach network interface

Instance: i-0bf9e10

»
»
Security >
Image and templates »

»

Monitor and troubleshoot

Detach network interface
Change source/destination check

Disassociate Elastic IP address

Details Security

i-0bf9e104650cfaads

Manage IP addresses info
Assign or unassign IPv4 and IPvE addresses to or from an instance's network interfaces.

Networking Storage

Manage IP addresses

IManaselP addresses I

Tags

(@ To assign additional public IPv4 addresses to this instance, you must allocate Elastic IP addresses and
associate them with the instance or its network interfaces.

¥ eth0: eni-042bbf2bcb4abe926 - Primary network interface - 10.0.0.0/24

IPv4 addresses

Private IP address

10.0.0.01

10.00.73

Public IP address

69.234.243.163

Assign new IP address

¥ eth1: eni-03155cd494762f867 - 10.0.1.0/24

IPv4 addresses

Private IP address

10,0101

| 10.0.1.13

| Assign new IP address |

Public IP address
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4.7. B IP

QI 5 ANSRPE IP, WZAEH 3 A, SIAMFIASZIGET 1, HA JE UG AT LURETL
BAMH R 3 AN 1P:

— /N3 TP JeHK FGT1 S245] NIC4 10.0.3.11, Bl FGT1 HA S # 1 port4.
—ANgEPE TP JCHE FGT2 SEf NIC4 10.0.3.12, Bl FGT2 HA 357 P2 1 portd.
— AN IP ORI FGT HA 1) Master SE4 CYHT FGT1NICT H 58 —Hidik 10.0.0.13.
G ECE FGT {9 2 N3t 1P:

— g TP K FGT1 8249 NIC1 10.0.0.11, B FGT1 portl #£11.

—ANgEPE TP JCIE FGT2 524 NIC1 10.0.0.12, Bl FGT2 portl $1.

Elastic I addresses (5) =2
:
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4.8. B0 & VPC BEHE

Public % H R ERIAEE 45 7] IGW, KEX public-1a (10.0.0.0/24) , ha (10.0.2.0/24) ,
mgmt (10.0.3.0/24) =AM,

VIRTUAL PRIVATE -] Name v Route table ID v Explicit subnet associat... Edge associations Main v VPC

CLOuUD
Your VPCs ‘wangxiang-vpe 1-public-rtb rtb-026f58e520076293d 3 subnets - No vpc-0e010793150f2eef0 | wangxiang-vpcl
Subnets 'wangxiang-vpc1-private-rtb rtb-0e0b19014c8999715 3 subnets = No vpc-0e010793150f2eef0 | wangxiang-vpcl

Route Tables New

Internet Gateways

Egress Only Internet rtb-0. 76293d / i pcl-public-rtb
Gateways
DHCP Options Sets Details | Routes | Subnetassociations | Edgeassociations | Routepropagation | Tags
Elastic IPs
Endpoints DG
Endpoint Services tew
NAT Gateways Q Both v
Peering
Connections New
. Destination v Target v Status v Propagated
SECURITY 100.0.0/16 local Active No
Network ACLs 0.0.00/0 Active No
rtb-026f58e5a0076293d / wangxiang-vpcl-public-rtb
Details Routes Subnet associations Edge associations Route propagation Tags
Explicit subnet associations (3)
Subnet ID v IPv4 CIDR
subnet-00110cb9df0afesh1 [/ wangxiang-vpc1-HA-1a 10.0.2.0/24
subnet-094152dbfaefefed0 / wangxiang-vpc1-public1-1a 10.0.0.0/24

subnet-0bbb7c1d7561066fc / wangxiang-vpc1-MGMT-1a 10.0.5.0/24
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Private % i1 BRI B% (38 1) FGT HA Master( 2487 FGT1) 5241 (1 NIC2 #1310 1D,
Ik private 7/ (10.0.1.0/24, 10.0.4.0/24, 10.0.5.0/24)

Q Selecta VPC
-] Name v Route table ID v Explicit subnet associat. .. Edge associations Main ¥ VPC
v
VIRTUAL PRIVATE wangxiang-vpe1-public-rtb rtb-02658e520076293d 3 subnets - No Vpc-0601079315012e€f0 | wangxiang-vpcl
CLoup wangxiang-vpc1-private-rth rtb-0e0b19014c9999715 3 subnets - No vpc-0e010793150f2eef0 | wangxiang-vpcl
Your VPCs
Subnets

Route Tables new

Internet Gateways rtb-020b19014c9999715 / wangxiang-vpcl-private-rth
Egress Only Internet
Gateways Details | Routes | Subnetassociations | Ed {ati i Tags

DHCP Options Sets

Elastic IPs

Endpoints Routes (2)

Endpoint Services New Q Both -

NAT Gateways

Peering

Connections New Destination v Target v Status v Propagated
v 10.0.0.0/16 local @ Active No

SECURITY 0.00.0/0 eni-03 155cd494762867 [A | fgt1 nic2 id @ Active No

Network ACI s

rtb-0e0b19014c9999715 / wangxiang-vpcl-private-rib

Details Routes Subnet associations Edge associations Route propagation Tags

Explicit subnet associations (3)

Q

Subnet ID v IPv4 CIDR
subnet-0d5d49db032849211 / wangxiang-vpcl-private1-1a 10.0.1.0/24
subnet-06caa37265f9a8111 / wangxiang-vpcl-private2-1a 10.0.4.0/24

subnet-00c53cfald9bad3ac / wangxiang-vpc1-private3-1b 10.0.5.0/24
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4.9. YR/ BiraE

B> EC2 SEBIHT S BRASIAT IR B ARKE B o X RS S 8106 UM FE A8 B YA
AR PSR B A AR . (B4, NAT Sy s 20 BN AR R B H Ar ot A B i A0k
MW . B, FGT S0 2045 FH 5/ H ArAs 21 o

Tags =] Name v Instance ID Instance state v Instance type
Limits N .
! | wangxiang-vpe1-FG| | 1 neh instances ® Rumning @Q c5.xlarge
w Instances wangxiang-vpc1-FG| Launch instance from template |1 ® Ruming @Q c5.xlarge
Instances New ! Connect
Instance Types Stop instance
Launch Templates Start instance
Spot Requests Reboot instance
Reserved Instances Hibernate instance
Dedicated Hosts Terminate instance
Capacity Reservations Instance settings L3
Networking »| Attach network interface
» Images
Security »| Detach network interface
» Elastic Block Store Image and templates > I Change source/destination check
Instamce: i-Obfde104 Disassociate Elastic IP address
H Lf I
¥ Network & Security Monitor and troubleshoot >
Manage IP addresses

EC2 Instances i-0bf9e104650cfaads Change source / destination check

Source / destination check info

Each EC2 instance performs source and destination checks by default. The instance must be the source or destination of all the traffic it
sends and receives.

Instance ID
i-0bf9e104650cfaads (wangxiang-vpe1-FGT1)

MNetwork interface Info

eni-084ca577c07e1ced? (wangxiang-vpe1-fgt1-portd)
eni-03155cd494762f867 (wangxiang-vpc1-fgt1-port2)
eni-03defb1fee926af6b (wangxiang-vpe1-fgtl-port3)

eni-042bbf2bcb4abed26 (wangxiang-vpc1-fgtl-port1)
Source [ destination checking Info
Stop

@ If thisis a NAT instance, you must stop source / destination checking. A NAT instance must be able to send
and receive traffic when the source or destination is not itself.

¥ Amazon Web Services CLI Command

aws ec2 modify-instance-attribute --instance-id=i-@bf2cle4652cfaads --no-source-dest-
check Copy
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4.10. i FortiGate

Https 15 M FortiGate:

i H hitps://69.234.243.163 (344 IP) VjlA] FortiGate, MK'5 x& admin, ZSELIAZ

L ID. ISR, BRI R B .

G A F==2 | 69.234243.163/logindisclaimer

admin

GG, Yo AR SEUF Y license, S license <= H J& FortiGate.

FortiGate VM License

License is invalid for current VM configuration. Upload a new license or
reconfigure the VM.

Upload License File

Selectfile | @ FGVMOSTM “lic
FortiGate & 3 %) .
@ Dashboard ¥ [ 4 AddWidget
Security System Information i~ ||Licenses (2 173.243.141.6)@
Network Hostname FGVMOSTM21002969 [~} FortiCare Support
Users & Devices Serial Number  FGVMO8TM21002969 © Firmware & General Updates
WiFi irmware A, i
. Firmwar v6.4.6 build1879 (GA) © Ips
Mode NAT o
FortiView Sources @ AntiVirus
System Time  2021/09/16 02:08:49
FortiView Destinations @ Web Filtering
Uptime oo:00:0:33 0 T
FortiView Applications FortiToken
o i WAN IP B 69.234.243.163 :
FortiView Web Sites

FortiView Policies B

0/0


https://69.234.243.163/
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SSH 5 | FortiGate HEH M AR, — £ CRT BREK5HEBE:
— ol KT A A Ty

Enter Secure Shell Password >

admin@&9. 234, 243, 163 reguires a password.
Flease enter a password now,

Username: | admin |

Password: ||l-|lnlnlnlulll |

[ ]save pazaword Skip

—MgiEd key 9772

Category:

w  Connection 55H2

Logon Actions
v 55H2 Hostname: |69.234.243.153

SFTP Session

Advanced e

Host Key
 Port Forwarding
Remote /11 Username: | admin

w Terminal -
“ Emulation Authentication

Firewall: Mone e

Modes | Publickey - Froperties. ..
Emacs [+|

Mapped Keys
Advanced

reyboard Lnteracove
Password
GSSAPT

LW

Public Key Properties

() Uze global public key setting (®) Uge session public key setting
Session settings

(®) Use identity or certificate file keyﬁg?% Cancel

Ok

‘wangxiang-ninxia. pem | D

o=
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4.11. PcE FortiGate

FGT1 BARE, Zelic &M, FEsutil,

config router static
edit 1
set gateway 10.0.0.1
set device "portl1"
next
edit 2
set dst 10.0.0.0 255.255.0.0
set gateway 10.0.1.1
set device "port2"
next
end
config system interface
edit "port1"
set mode static
set ip 10.0.0.11 255.255.255.0
set allowaccess ping https ssh
next
edit "port2"
set mode static
setip 10.0.1.11 255.255.255.0
set allowaccess ping
next
edit "port3"
set mode static
set ip 10.0.2.11 255.255.255.0
set allowaccess ping
next
edit "port4"
set mode static
setip 10.0.3.11 255.255.255.0
set allowaccess ping https ssh
next
end
config system global
set admintimeout 50
set hostname "FGT1"

set timezone 55

BN FGT1 KTy vi ) o
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end

FGT2 AR E, i EME, FEsohtl, %0 FGT2 ¥ ikvil.

config router static
edit 1
set gateway 10.0.0.1
set device "portl"
next
edit 2
set dst 10.0.0.0 255.255.0.0
set gateway 10.0.1.1
set device "port2"
next
end
config system interface
edit "port1"
set mode static
set ip 10.0.0.12 255.255.255.0
set allowaccess ping https ssh
next
edit "port2"
set mode static
set ip 10.0.1.12 255.255.255.0
set allowaccess ping
next
edit "port3"
set mode static
set ip 10.0.2.12 255.255.255.0
set allowaccess ping
next
edit "port4"
set mode static
set ip 10.0.3.12 255.255.255.0
set allowaccess ping https ssh
next
end
config system global
set admintimeout 50
set hostname "FGT2"
set timezone 55

end
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ERCE HA 287, 63k FGT1 Ml FGT2 port3 2 i H. ping J& 75 At i .

FGT1l # execute ping-options source 10.0.2.11

FGT1 # execute ping 10.0.2.12

PING 10.0.2.12 (10.0.2.12): 56 data bytes

64 bytes from 10.0.2.12: icmp_seq=0 ttl=255 time=0
64 bytes from 10.0.2.12: icmp_seq=1 ttl1=255 time=0
64 bytes from 10.0.2.12: icmp_seq=2 ttl=255 time=0
64 bytes from 10.0.2.12: icmp_seq=3 ttl1=255 time=0
64 bytes from 10.0.2.12: icmp_seq=4 ttl1=255 time=0.

-—- 10.0.2.12 ping statistics --—-
5 packets transmitted,
round-trip min/avg/max

FGT1 HA il & :

config system ha

0.1/0.1/0.2 ms

set group-name "FGTHA"
set mode a-p
set password fortinet
set hbdev "port3" 50
set session-pickup enable
set session-pickup-connectionless enable
set ha-mgmt-status enable
config ha-mgmt-interfaces
edit 1
set interface "port4"
set gateway 10.0.3.1
next
end
set override disable
set priority 200
set unicast-hb enable
set unicast-hb-peerip 10.0.2.12

end

FGT2 HA it & :

config system ha
set group-name "FGTHA"
set mode a-p
set password fortinet
set hbdev "port3" 50
set session-pickup enable
set session-pickup-connectionless enable
set ha-mgmt-status enable
config ha-mgmt-interfaces
edit 1

set interface "port4"

5 packets received, 0% packet

ms
ms
ms
ms
ms

lToss
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set gateway 10.0.3.1
next
end
set override disable
set priority 100
set unicast-hb enable
set unicast-hb-peerip 10.0.2.11

end

fe B eR)s, BRI FGT S NIC4 SCBEf#E 1P AT V5 1) o
R WERMER HA BECE, port3 Al port4 B4z 1 bt th &8k .

@ Dashboard >
% Securi . £2 FortiGate VM64-AWS 1 3
$ Security Fabric > kS
e ; 1l “
2 4
IG System e L FGT1 (Primary)
Administrators.
Admin Profiles  Refresh & Edit % Remove device from HA cluste
Firmware (1] Status Priority Hostname Serial No. Role Uptime Sessions Throughput
Settings © Synchronized 200 FGT1 FGVMO08TM21002971 Primary 53m8s 25 20.00kbps
Synchronized 100 FGT2 FGVM08TM21002970 Secondary 53m25s 9 22.00 kbps
HA °

¥ FGT1 portl 2 112204 10.0.0.13, port2 42 [ ip B2~ 10.0.1.13, 2[5 45 FGT2
(Slave) . IXFE FGT1 (Master) 7] PLBILiZ bl vy in) BB S T4 1E E BE BT . I

] LM BRI B () 2 A 384 TP

@ Dashboard >

. &3 FortiGate VM64-AWS 1 3

¥4 Security Fabric >

4 Network v I "

.
DNS

# it la]
Packet Capture
SD-WAN Zones o Name % Type Members IP/Netmask Administrative Access
SD-WAN Rules 8o 802.32d Aggregate @
Performance SLA [E] # Physical Interface @
Static Routes B port1 B Physical Interface 10.0.0.13/255.255.255.0 PING
Policy Routes HTTPS
RIP =
OSPF ™ port2 [ Physical Interface 10.0.1.13/255.255.255.0 PING
BGP ™ port3 [ Physical Interface 10.0.2.11/255.255.255.0 PING
Multicast ™ portd [ Physical Interface 10.0.3.11/255.255.255.0 PING
HTTPS
4 System o SSH

=-= FortiGate VM64-AWS  FGT2

-
@ Dashboard >
B ortiGate VM64-AWS 1 3 =
Sk Security Fabric >
+» Network v I I I
2
[
DNS .
# Bt @D la
Packet Capture
SD-WAN Zones Name & Type Members IP/Netmask Administrative Access
SD-WAN Rules S 802.3ad Aggregate @
Performance SLA [E] B Physical Interface @
Static Routes [® Physical Interface 10.0.0.13/255.255.255.0 PING
Policy Routes HTTPS
SSH
RIP
— B port2 [ Physical Interface 10.0.1.13/255.255.255.0 PING
BGP ™ port3 [® Physical Interface 10.0.2.12/255.255.255.0 PING
Multicast ™ portd [# Physical Interface 10.0.3.12/255.255.255.0 PING
HTTPS
£ System [ L I8

SSH
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4.12. FortiGate BCEJE NAT

FGT1 HIB&HHZR U -

FGT1l # get router info routing-table all
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
0 - 0SPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - Is-Is, L1 - Is5-1IS level-1, L2 - Is-IS level-2, ia - IS-IS inter area
* - candidate default

Routing table for VRF=0
s* 0.0.0.0/0 [10/0] via 10.0.0.1, portl
s 10.0.0.0/16 [10/0] wvia 10.0.1.1, port2

C 10.0.0.0/24 s directly connected, portl
C 10.0.1.0/24 s directly connected, port2
A rParan A =hH 5 N
/ .

W B 17 KSR, 2> 33 [F2D 4 FGT2:
@ Dashboard > # Edit | @ Delete | [ Q Policy Lookup | | Search Q Interface Pair View [N TS
& Security Fabric > o i i §
% Network N Name Source Destination Schedule Service Action NAT Security Profiles Log Bytes

N o T T

o jects o test Bal Bal @ always @ ALL + ACCEPT @ Enabled de'fau\( O ut™M [J:]

I3 defaut

certificate-inspection

4.13. FortiGate ECE HH NAT

AJ LLAE F port] 432 K fIH bk H ) NAT, t 0] L2 EE — > B0 ) TP Sk fi H Y NAT,
F portl B O b hEf5 B ) NAT:
FGT1 BCE VIP FI5EHE, <=[FP4 FGT2.

@ Dashboard > |[# CreateNew~| # Edit T Clone @ Delete || Search [a]
>

4 Security Fabric
Name & Details & Interfaces + Services + Ref. &
b Network

& System

>
PRy ) (Pv4 virtual P @

B Policy & Objects . @Pc1 10.0.0.13 — 10.0.1.20 (TCP: 3389 — 3389) O _any []
Firewall Policy @pc2 100.0.13 = 10.0.4.20 (TCP: 8000 — 80) O any 0
1Pv4 Dos Policy
Addresses o

@ Dashboard > # Edit Delete | [ Q PolicyLookup | | Search Q
% i >

3 c
& Network Name Source Destination Schedule Service Action NAT Security Profiles Log tes.
etwor >
1.8 port2
& System PRy ] = port1 8 port2 @

B Policy & Objects o test2 Ral @ pc1 3 always @ALL v ACCEPT © Disabled P default LAY 19.09k8
®rc2 I default
BN certificate-inspection
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Sy EC AP AY TP Sefi H i) NAT:

Manage IP addresses info
Assign or unassign IPv4 and IPv6 addresses to or from an instance's network interfaces

@ To assign additional public IPv4 addresses to this instance, you must allocate Elastic IP addresses and
associate them with the instance o its network interfaces,

¥ eth0: eni-042bbf2bcbdabe926 - Primary network interface - 10.0.0.0/24

IPv4 addresses

Private IP address Public IP address
100011 69.234.243.163
10.00.13 69.234.230.174

100020

10.0.0.20 /& & A KRB TP 1Y,

SR ME TP R B 10.0.0.20.

LS I TP SEBERAME TP A4 1] LAESE Internets

» Instances ‘ Public IPv4 address: 69.234.248.245 3 ‘ ‘ Clear filters
» Images
Name v AlocatedIPvdadd... v Type ¥ Allocation ID v AssocatedinstancelD ¥ PrivateIPaddress ¥
» Elastic Block Store
[ wangxiang-vpcl-fgt-cluster2 69.234.248.245 Public IP cipalloc-04743e85f 1c8e32ba i-0bf9e104650cfaads [4 100,020

v Network & Security

Security Groups

Elastic IPs

FGT1 fic & VIP FIsERE, 2[FP% FGT2.

4 Security Fabric >
N Name Detalls Interfaces Services Ref.
letwort >
2 system o> B 1Pv4Virtual IP ©
| ® poticy s objects [ Y 100.0.13 — 100.1.20 (TCP: 3389 — 3369) O.any 1
Firewall Polcy @rpc2 10.00.13 = 10.0.4.20 (TCP: 8000 — 80) O any 1
1Pv4 Do Policy [erce 100020 = 10.0,5.20(TCP: 2222 = 22) | O any 1
Addresses

Internet Service Database
Services

Schedules

Vi

ual

@ Dashboard > # Edit @ Delete | | Q Policy Lookup | | Search Q Interface Pair View [ENCSNIS

& Security Fabric >

# Network Name Source Destination Schedule Service Action NAT Security Profiles Log Bytes
etwor >

2 system ] B port1 - port2 @

B Policy & Objects test2 Ban @prct [ always DAL v ACCEPT © Disabled P default LAY 19.09k8
@&rc2 I default
[EEN certificate-inspection

1Pv4 Dos Policy
v test3 Dal @Pc3 3 always @ AL + ACCEPT © Disabled P default LAY 1248

Addresses 3 defaut

Internet Service Database N certificate-inspection

FGT 524 NIC1, Bl portl %44 fgt-external-secgroup & 3389, 8000 il 2222 iX
3 ANXT A R g 1

Limits Name v Security group ID v Securitygroupname v VPCID v Description v Owner 9 Inboundrulescount v Outbound rules count v

» Instances P 1501 2eef0 [4 fgt-external-secgroup. 321536109689 6 Permission entries. 1 Permission entry.

» Images

» Elastic Block Store

v Network & Security
59-08613€acd32415261 - ft-external-secgroup
Security Groups
Elastic IPs Details | Inboundrules | Outboundrules | Tags
Placement Groups
Key Pairs

Network Interfaces
Inbound rules (6)

Edit inbound rules

v Load Balancing

Q 1 )
Load Balancers
Target Groups N Name v Security grouprule... v IP version v Type v Protocol v Portrange v Source v Description v
» Auto Scaling - sgr-Oce216bba7473eec8 1Pvd. SSH TP 22 0.0.0.0/0 -
= 59r-0d4d4b1378ced1d Pus [Tt hi< 0 500076 =
- 5gr-0184618f9d373ba. 1Pva HTTPS T 243 0000/0 -
= sqr-0ef07fdb653ee6a18 1Pva (=3 TP 3389 0000/0] -
- sgr-0852caacda1af8080 IPva AUICMP - 1Pv4. IcMP. Al 0000/0 -

- 5gr-0009e0zalcibsaeab  IPva o T prrr) 000000 ] - 4
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MR PC 7R

ags Name a4 Instance ID Instance state o Instancet.. v Statuscheck A.  Availability Zone PubliciP... v  Publi.. v  ElasticIP o 1P v o  Securi.. v  Keyn.. v

Limits 1-pci-la 1-0990658b8 223 © Running @@ tzmedum +  c-northwest-Ta - - - - d permit-all wangyia.
v Instances 1-pe2-1b 078 © Running @@  tzmedum +  conorthwest-1a - - - - .. permitall  wangda.

nstance wangiang-vpel-pe3-1b @ruming @@  tzmedum +  coenorthwest-1b - - - - .. permitall  wangda

H B NAT J3R:
ssh 69.234.248.245 2222 jj ) I

+" ec2-user@ip-10-0-5-20:~ X

[ec2-user@ip-10-0-5-20 ~]%

[ec2-userl 0-0-5-20 ~]1% ifconfig eth0
eth0: flag 63<UP,BROADCAST ,RUNNING,MULTICAST> mtu 9001

inet 10.0.5.20 netmask 255.255.255.0 broadcast 10.0.5.255
inett feB0::474:1eff:fe00:827e prefixlen 64 scopeid 0x20<link>
ether 06:74:1e:00:82:7e txqueuelen 1000 (Ethernet)

RX packets 51300 bytes 76133634 (72.6 MiB)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 15104 bytes 1200526 (1.1 MiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

http://69.234.230.174:8000 5 3] IE# o

& C @ O @ 69.234.230.174:3000

Welcome to nginx on Red Hat Enterprise Linux!

This page is used to test the proper operation of the nginx HTTP server after it has been installed. If you can read this page, it means that the web server installed at this site is working properly.

Website Administrator

This is the default index. htnl page that is distributed with nginx on Red Hat Enterprise Linux. It is located in /usr/share/mginx/htnl.

You should now put your content in a location of your choice and edit the root configuration directive in the nginx configuration file fetc/ngink fmzinx. conf.

For information on Red Hat Enterprise Linux, please visit the Red Hat,_Inc. website. The documentation for Red Hat Enterprise Linux is available on the Red Hat, Inc. website.

NGIMX
TR SR VT 1] I

K 69.234.230.174 - EREEEE
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VB NAT JUR
ping 114.114.114.114 1F%

[ec2-user@ip-10-0-5-20 ~]% ping 114.114.114.114

PING 114.114.114.114 (114.114.114.114) 56(84) bytes of data.
64 bytes from 114.114.114.114:
64 bytes from 114.114.114.114:
64 bytes from 114.114.114.114:
64 bytes from 114.114.114.114:

icmp_seq=1 ttl=/4 time=40.3 ms
icmp_seq=2 ttl=/7 time=40.2 ms
icmp_seq=3 ttl=58 time=40.1 ms
icmp_seq=4 ttl=/2 time=40.2 ms

AC
-—— 114.114.114.114 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss,

i FH 10.0.5.20 7E N BkAR &% F] 10.0.4.20, 77 haol23 1EH .

sudo

time 7ms

ssh -1 "wangxiang-ninxia.pem" ec2-user(@10.0.4.20

[ec2-user@ip-10-0-5-20 ~]$ sudo ssh -i "wangxiang-ninxia.pem" ec2-user@10.0.4.20

Last login: Sun Sep 19 10:09:20 2021 from 10.0.5.20

[ec2-user@ip-10-0-4-20 ~1% curl www.haol23.com

<!DOCTYPE html><html><head><noscript><meta http-equiv="refresh" content="0; URL="/7__1t
"_blank"><meta charset="utf-8"/><meta http-equiv=X-UA-Compatible content:"IE:edge chro
dns-prefetch" href="//s1.haol23img.com" /><1ink rel="dns-prefetch" href="//s0. haol234
refetch” href="//imgl.haol23.com"” /><meta name="keywords" content="_L [ S#1, r]ﬁhj—ﬁé
jESH"/><meta name="description'content= "ha0123;EfE§Eé§r]ﬁtﬁﬁrji¢2}¢#J¥E§4jj{J;r] ﬁﬁ
EM, Mhaol23FF45. "/><script>window.HAO=window.HAO| | {};window.HAO.https = false;win«
></style><script>(function (win) {var HAO = win.HAODO = w1n.HAO 1 {};HAO.doma1nMap =
com”,"https:\/\/dgssl.bdstatic.com\/5eN1dDebRNRTm2_p8IuM_a": "http:\/\/sl.haol23img. cor
3img.com"”, "https:\/\/dgssl.bdstatic.com\/5bvXsj_p_tVvS5dKfpu_v_D3":"http:\/\/scl.haol2:
n00.baidu-img.cn”, "https:\/\/graph.baidu.com": "http:\/\/himg.baidu.com™};HAO https = 1
httosMon=l1.n.httosTrans=function(t){trv{if(lt)return t:var e=t.repnlace(/(A\s*)|(\s*§

10.0.1.20 V5 1] baidu 1E% .

¥ 69.234.230.174 - TRSELE
& BESTES

—ell

i\|$ http:/fwww.baidu.com/
i EE—F. (wtAE Ms]

#iE) haot23 i ERE  #lE USRS E
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6. HA T11#e33

HA P13 B : FGT %5 AZ I HA, & F HA VI3, MW ssh &3z,
RDP E# B Wi, WM ping 2% LML,
MAMH ssh 2] pe3 .

+ ec2-user@ip-10-0-5-20:~ X

(=3

Last lTogin: Sun Sep 19 10:00:58 2021 from 61.149.143.22
[ec2-user@ip-10-0-5-20 ~]
[ec2-user@ip-10-0-5-20 ~]
@ip-10-0-5-20 ~]
1

[ecZ-user@ip-10-0-5-2C
[ec2-user@ip-10-0-5-20 ~

MAR RDP #4#3] pel, M pcl ping 114,
B 69.234.230.174 - EESEEE

B5: CA\Windows\system32\cmd.exe

(o]
(]
]
]
]
(o]
[g]
[g]
(]
]

HA YJ#57, FGT £3F, FGT2 £%::
FGT1 Xk T Secondary IP.

]

1ags

-] Name Instance ID Instance state Instance t... Status check A.. Availability Zone
Limits | wangxiang-vpc1-FGT1 i-0bf9e104650cfaads Running (ol cS.xlarge 2/2 checks passed 4 en-northwest-1a
w Instances wangxiang-vpc1-FGT2 i-0cadg897dc3951b371 Running @Q  csxarge 2/2 checks passed 4 en-northwest-1a

Instance Types . .
Instance: i-Obf9e104650cfaad5 (wangxiang-vpc1-FGT1)

Launch Templates

Spot Requests

Details Security Storage Status checks Monitoring Tags

Reserved Instances

Dedicated Hosts

¥ Networking details Info

Capacity Reservations

Public IPv4 address Private IPv4 addresses

v

Images

100011
Elastic Block Store 100111

100211
1003.11

w Network & Security

Security Groups

Elastic IPs Public IPv4 DNS Private IPv4 DNS
Placement Groups - ip-10-0-0-11.cn-northwest-1.compute.internal
Key Pairs

IPV6E addresses Secondary private IPv4 addresses
Network Interfaces

3 100013
w Load Balancing @ 100.0.20

Load Balancers 100113




F:ERTINET

AWS [F] AZ ¥ FortiGate HA

Ak 55 g TP BLF] FGT1 NICT MK, B portl .

» Instances Name v Allocated IPvaadd... v Type v

60234230174 Public IP

Public IP

wangriang-vpe1-fat-cluster
» Images

wangiang-vpe1-fat-cluster2 69.234.248.245

» Elastic Block Store.

Allocation ID v

eipalloc-054113533874d959

Associated instance ID v PrivatelPaddress v Networkinterface ID v

10bf9e104650cfaads (5 100013 [eni-0420b12bcb4abe926 % Tgt portl

ipalloc- 8e32ba ©z

100020 eni-0a2bb2bcbaabes2s I3 fgt port1

v Network & Security
Security Groups

Elastic IPs

Private i HHZREINES 3817 FGT1 NIC2 WK, HJ port2

Q Selecta VPC
Name v RoutetablelD v Explict subnet associat...

Edge associations

Main v VPC

v

VIRTUAL PRIVATE Ftb-060b19014c9999715.

‘ ‘wangxiang-vpe1-pr. 3 subnets =

No Vpc-06010793150f2eef0 | wangxiang-vpcl

cLoup
Your VPCs

Subnets

Route Tables New

Internet Gateways

15/
Egress Only Intemet

Gateviays Details
DHCP Options Sets

Routes. Ed Tags

Elastic Ips

Endpoints. Routes (2)

Endpoint services [an Both

NAT Gateways

peering

Connections New Destination v Target

v 100.00/16 local

SECURITY eni-03155cd4947621867 (2 _fgt1 port2

0000/0

v sttus v Propagated
@nctive No

@active No

Network ACLs

2ig A D IR
RDP £

FGTL # diagnose sys session filter dport 3389

FGTL # diagnose sys session list

session info: proto—6 proto_state-11 duration-89 expire-3599 timeout-3600 f1ags=0000000
use=4

0 socktype=0 sockport=0 av_
origin-s

d=0 pu]1(y dir=0 tunnel=/ vlan_cos=0/255
state=may_di rty synced

statistic(bytes/packets/allow_err):
™ speed( s /kbps): 2764/22 rx speed(Bps/kbps) :

hook=pre d1r T Act=dnat 61,149, 143.226:33410-510.0.0,1373380(10,0.1 89)
hook=post_di 1 act snat _10.0.1.20:3389->61.149.143.22 33419(10 o 0. 13 3389
0)

T33219->10.0- 1. 20: 3389C
pes/(before. aFter) 0/.0)

©01.149.143. 776"
0/(0,0)

misc=0 policy_id=2 auth info=0_chk_client_info=0 vd=0

serial= 0000031( tos=Fff/ff app_list=0 app=0 url_cat=0

Sdwan_mbr_seq=0 sdwan_service_i

rpdb_Tink_1d= oooooooo rpdb_svc_id=0 ngfwid=n/a

npu_state=0x041008

total session 1

org-=248417/2315/1 reply=768527/2262/1 tuples=3
8551/68

SSH £xif:

FGT1 # diagnose sys session filter dport 2222
FGT1 # diagnose sys session list

gession info: proto-d proto_state-LL duration=/7 expire-3580 timeout=3600 flags=0000000
0 sutktyﬁe 0" sockport=0 av_idx=0 u

origin-s

reply-shaper—

per_ip_shaper
class b

U‘ =0 policy dir=0 tumnel~/ vian_cos-0/255

n
stah5t1((byte5/pa(ket5/aﬂuw err) 3906/22/1 reply=4937/20/1 tuples=3
x speed (Bps/kbps): 50/0 rx speed(BpS/Ebps) 63/0

RT=org act=dnat 61.149.143.206: 33463-510, 0,0, 90722221
1y act=snat 10.0.5.20:22->61.149.143.226 3346{8(10 0 o zo 2222)
g 0.0:0)

ook=pre
uuk, ust d1r re|

B org_act=noop 61.I149.143.226:33463->10.0.
pos/ (hefore after) 070,00, 0/(0,0)
misc=0 policy. info=0 chicTient info=0 vi=0

nf
Ce7Ta1-D0000%35 TosoHH/F app_1i app=0 url_cat=0
sduan nbr_seq-0 sduan service 1020

rpdb_Ti 00000000 rpdb_svc_id=0 ngfuid=n/a

PpU_S tate=0x041008

total session

. A A
Ping 231
FGT1 # diagnose sys session filter proto 1

FGT1 # N N N
FGT1 # diagnose sys session list

5e551un Jinfo: =1 proto_state-00 duration=776 expire=s9 timeout=0 f1ags-00000000 so

0 sockport=0 av_idx=0 us
ur1?1n shaper=
reply-shaper=
shaper=

o ha_id=0 policy_dir=0 tunnel—/ vlan_cos—0/255
“may_dirty ndr synced syn_ses
tatistit(bytes/packers/allon err 43620/737/1 reply=43620/727/1. tuples=3
£ speed(8ps /kbps): 56/0°rx speed(Bps/EbpS) 5670

At T0-0-1, 20 To1 T4 114 114 T17- 8710-0. 01360417
S nat 114.114.114.114:60417->10.0.0.13:0(10.0.1.20:1)
=>10.0.1. 0.0.0.0:0)

tepascnoon
21 atith_inf0-0. chk_ciient_info-0 vi

BR00SITD Tos- ff/ff app_list=0 app=0 url_cat=0

sdnannbr_seq=0 sduan_seryice i

rpdb_Ti 00000 rpdb_svc

npu. o xOAlOOB

tcta] session 1

0 ngfwid=n/a

FGTL #

FGT2 # diagnose sys session filter dport 3389
FGT2 # diagnose sys session Tist

session info: proto=6 proto_state=11 duration=95 expire=3504 timeout=3600 f1ags=00000000 s
=0 sockport=0 av_idx=0 use=4

ha_id=0 policy_dir= o tunne] =/ vlan_cos=0/255
K may_dirty ndr_syn_s
5tat15t1(( ytes/packets/annw err)

= o/o/o rep]y 0/0/0 tuples=3
> speed(BES/kb /O rx speed(Bps/k p
orgin_>sink: or: St

i o
pos/ Chefore aftar) 0/(0.0), 070,09
misc=0 policy_id=2 auth info=0_chk_client_info=0 vd=0
serial=0000031c tos= FF/FF app_list=0 app=0 url_cat=0
sdwan_mbr_s e
rpdb_Tink

npu_state:
total session 1

FGT2 # diagnose sys session filter dport 2222
FGT2 # diagnose sys session list

sesswn info: protoct proto state-lL duration-7 expire-3512 tineout=3600 flags=00000000 s

pe=0 sockport=0 av_idx=0 u
er=

9 policy dir=0 tumel=/ vian cos=0/255
e, rep]y 0/0/0 tuples=3

d n.
5tahsh((gytes/pa(kets/aﬂuw err)
(Bps/kb) )'

K speed(Bps/kEp
14

463->10.0.

after) 67000, 0 o/(o )
mis: po id=3 auth_ info=0 Chk client_info=0 vd=0
Seria1-00000535 tosotf/FF 20p_1i51=0 app=0 url_cat=0
Sdwan_mbr_seq=0 sdwan_service_id
rpdb_Tink_1d-00000000"rpdb_sve_i
npu_state=0x0410

total session

0 ngfwid=n/a

FGT2 # diagnose sys session filter proto 1

FGT2 # N N .
FGT2 # diagnose sys session list

session info: proto=1 proto_state=00 duration=778 expire=40 timeout=0 f1ags=00000000 sockt

vpe=0 sockport=0 av_idx-0 use4

ori ?m shap

reply- THiBeT

per_1p_shaper=
0 ha_id=0 policy_dir=0 tunnel=/ vlan_cos=0/255

iﬁ may_dirty ndr_syn_ses
Y O/O/O/rep]y 0/0/0 tuples=3

st s
5tat15t1((

tes/pa(kets /al 1 ow_err)
X speed (8

kbpe): 0/0' rx specd(8ps/kbp
ur? act=snat 10.0.1.20:1->114.114.114. 114 8(10. O 0.1
act dnat 114.114.114.114: 60417 >10.0.0.13:0010.0.1.20:1

oS =
polic ith 1nfn 0 chk c11ent nfo-0 v

serial- oooonnb st pp=0 url_cat=0

Stwan_ybr_seq=0 sdwan_ service_

rpdb_Tink_1d-00000000 rpdb_sve1d=0 ngfuid=n/a

npu_s tate=0x0:

total session 1

FGT2 #

Rt i
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H)S FGT2, HAVI# )5, FGT2 £F, FGT1 &%
RDP %A Wi A, ping A

B 60.234.230.174 - TESEEE

B BES: C\Windows\system32\cmd.exe

SSH %A Wi F

+ ec2-user@ip-10-0-5-20:~ x

[ec2-user@ip-10-0-5-20 ~]$
[ec2-user@ip-10-0-5-20 ~]$%
[ec2-user@ip-10-0-5-20 ~]$
[ec2-user@ip-10-0-5-20 ~]§
[ec2-user@ip-10-0-5-20 ~]§
[ec2-user@ip-10-0-5-20 ~]$
Le:;—use-'-ﬂr— tJ—J—’tJ "13

M FGT2 debug FJLLE H, Br T FGT A& 1) HA VI LASE,
#ME ip 3] FGT2 s,

FGT2 # diagnose debug application awsd -1
Debug messages will be on for 30 minutes.
FGT2 # diagnose debug enable

yrima
ima
prima
prima
primar
primar

us(%%%i
a

awsd g

awsd

075 EF8 5)) secondary

BEH AWS private % 3R BRI B8 7] FGT2 NIC2.

awsd

awsd

abe926 to
b4abe926 to

aws d g sec
sec
move ;ehonna Y
| associate elasti
| associate elast

rom eni- U—

:l‘\_n.

ly
ip allocation eipalloc-05411353a874d95f9 to 10.0.0.13

ip successfully

te route successfull

| associate elast ip allocation eipalloc-04743e85f1c8e32ba to 10.0.0.20 of eni eni-0
| associate elastic ip successfully
i moving secondary ip for port2
1 moving secip 10.0.1.13 from eni-03155cd4947/62f867 to eni-058bbef3c524af52e
move secondary ip successfully
te route table rtb-0e0b19014c9999715, replace route of dst 0.0.0.0/0

to eni-058bbef3c524af52e

1b400002c5

0467

awsd
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FGT1 )54 Secondary ip .4 #5) 3] FGT2 5241,

Tags E  Name a  Instance ID Instance state v Instancet.. v Status check A.  AvailabilityZone v Public
Limits wangxiang-vpc1-FGT1 i-0bfoe104650cfaads © Running @@  csaarge @2/2 checks passed 4 cn-northwest-a -

v Instances ‘ [ wangxiang-vpc1-Far2 | i-0cad897dc3951b371 © Rumning @Q  csxarge @2/2checkspassed 4 cn-northwest-Ta =
Instances N g

Instance Types
Lol Templates Instance: i-0cad897dc3951b371 (wangxiang-vpc1-FGT2)
Spot Requests
Details Security Networking Storage Status checks. Monitoring Tags
Reserved Instances
Dedicated Hosts
Capacity Resevations ¥ Networking details Info

Public IPv4 address Private IPv4 addresses
» Images

100012
» Elastic Block Store 100112
1003.12

100212

w Network & Security

Security Groups

Elastic IPs Public IPv& DNS Private IPva DNS
Placement Groups - ip-10-0-0-12.cn-northwest-1.compute internal
Key Pairs

IPV6 addresses Secondary private IPv4 addresses
Network Interfaces

100013
w Load Balancing 100020

100113

Load Balancers

B TP B AE FGT2 L1408 5E o

» Instances B Name v Allocated IPvaadd.. v Type v Allocation 1D v AssociatedinstancelD v PrivatelPaddress v Networkinterface ID
wangxiang-vpci-fgt-cluster 69.234.230174 Public IP eipalloc-054113532874d959 1-0bf9e104650cfaads 4 100013 eni-042bbf2bebaabea26 [ fgt2 port1
» Images
wangxiang-vpc1-fat-cluster2 69.234.248.245 Public IP 1c8e32ba =z 1000.20 eni-042bbf2bcbdabed26 [3  fgt2 port1

» Elastic Block Store

v Network & Security

Security Groups =)
Elastic IPs (R
I i EININ: B 2 2

Private AT g1 FGT2 NIC2,

Q Selecta VPC - ) i X
Name v Routetable ID v Explicitsubnetassociat...  Edge associations Main v VPC

v

VIRTUAL PRIVATE wangxiang-vpc1-pr.. rtb-0e0b19014c9999715 3 subi - No vpc-0e010793150f2eef0 | wangxiang-vpcl

cLoul
Your VPCs
Subnets
Route Tables New —
Internet Gateways n 5

rth-0e0b19014c8999715 / wangxiang-vpcl-private-rth

Egress Only Internet
Gateways Details Routes. Subnet associations Edge associations Route propagation Tags
DHCP Options Sets
Elastic 1Ps
Endpoints Routes (2)
Endpoint Services Q Both v
NAT Gateways
Peering
Connections New Destination v Target v Status v Propagated

v 10.0.0.0/16 local @ Active No

SECURITY 0.0.0.0/0 @ Active No

Nbinrle AP1o
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