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3. 8. )9 FortiGate

WRF SR BTG 38 i ELIBE RN 7 18] ) HT TP AT HTTPS AR 25 # B3k 4T ICP & R A4
AT LAV ] HTTP 80 A1 HTTPS 443 %t [ o

TERA % S22 ] LU & 24 FortiGate ) HTTPS (1% 3 uity 1R fig v, il i SSH
% FortiGate 20 HTTPS i[5 . XL AT LU GUI 17 FortiGate.

config system global
set admin-sport 8443
end

X HFE I Azure Tk 5 B4 %%, TTLME 443 5510

HTTPS 14 19] FortiGate:

i https:// 143.64.81.126 (3% 1P) i iH] FortiGate, K5 F1% %2 6% FortiGate
S IS 1


https://69.234.243.163/
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azureadmin

BR)E, E5E FAEW L license, S license 2> 5 FortiGate.

FortiGate VM License

License is invalid for current VM configuration. Upload a new license or
reconfigure the VM.

Upload License File

Selectfile | @ FGVYMOSTM tlic
FortiGate % 3% il 2
@ Dashhoard + Add Widget
Status
Security System Information i~ | |Licenses (2= 173.243.141.6)0 iv
hEBTELS Hostname  fgtl © FortiCare Support
Us Devices -
° e Serial Number  FGVMES - @ © Firmware & General Updates
. Firmware v7.0.9 build0444 (Mature) ® 1PS
FortiView Sources vioae NAT @ AntiVirus

System Time  2023/12/04 00:41:54

FortiView Destinations

FortiView Applications Uptime 00:00:05:38

FortiView Web Sites WAN IP

FortiView Policies

R AR5 — IR, VTR 0T RV A SR hicA, i 12 6.4.x
WA, R4 EWTT 2 F) 6.4 BEGHTRAS ;. QIFRE B 7.0.x BIRRCAS, A BT 3
7.0 BIECHRA . TH&5eE AT “execute factoryreset keepvmlicense” ¥4t & Kk &
) HLRAF license, 4S5 FHATIELLHIMCE -

FortiToken 0/0
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PSS (i BON: =R B SV =l | R arclin] IR T
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BME ' O
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3.10. AERALEER

AT execute formatlogdisk #& Ak 5 H & 1AL
CLEzHIE (1) &

FGVMeg' - # execute formatlogdisk
Log disk is /dev/vdb1.

Formatting this storage will erase all data on it, including
logs, quarantine files;

and require the unit to reboot.

Do you want to continue? (y/n)y
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3.11. Console &F FortiGate &4

Al A RENL T “EATESIS 7 #E FortiGate 5245111 console.

BN fot1

. e bt | STEEG

? EElf S O

System is starting...
Py Serial number is FGVMOBTM23004274

FGT1 login:

The system is goling down NOW !!

Please stand by while rebooting the
& EEF Restarting system.

£ System is starting...
Serial number is FGVMO8TM23004274

FGT1 login: azureadmin
Password:
ok Welcome!

=R FGT1 §

FGT1 § execute reboot

This operation will reboot the system !
Do you want to continue? (y/n)y

System is rebooting...

The system is goling down NOW !!

FGT1 #
Please stand by while rebooting the
Restarting system.

System is starting...

=TS Serial number is FGVMOBTM23004274

» EHEEFEHLE

B S FGT1 login: azureadmin
4 =
Password:

futr i P

. iina )
B EEOUERRT Welcome

FGT1 £ []
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3.12. FortiGate BCE J§ NAT

FortiGate ZXi\ <> DHCP 3RKHL Azure 7> EC Ak . DNS. BEHRW T :

£% FortiGate VM&4-AZURE

Address

Addressing mode Manual Auto-managed by IPAM | One-Arm Sniffer
Status @ Connected

Obtained IP/Netmask 10.0.1.4/255.255.255.0  Renew

Expiry Date 2038/01/18 19:14:07

[Acquired DNS 168.63.129.16

Default gateway 10.0.1.1

Retrieve default gateway from server @O

Distance 5

Override internal DNS | @]

fgt1l # get router info routing-table all
Codes: K - kernel, C - connected, § - static, R - RIP, B - BGP
0 - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - 0OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default

Routing table for VRF=8
S* 8.8.08.8/8 [5/8] via 18.8.1.1, portl, [1/8]
C 18.8.1.8/24 is directly connected, portil

Azure ] FEILA A BERK ping i
CLIConsole (1) #

fgt1l # execute ping 10.0.1.1
ACPING 10.8.1.1 (18.8.1.1): 56 data bytes

---168.8.1.1 ping statistics ---
2 packets transmitted, @ packets received, 188% packet loss

fgt1 #
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Port2 4 1 /2 Mt s 2 11, #:00 ip BRREATLE . X HH portl 11 IP
LM DHCP SUAEASTILE , FFRIERIAMIER B

JelC BB, MOCE DHCP SREUIIM G —5, B4 portl #2 HBCAR AT E
IP Jo LB

New | # ™ Q
Destination & Gateway P + Interface $ Status ¢ Comments

10011 = port1 © Enabled

@ Dashboard Edit Interface
«b Network
Name B port1
Interfaces
Alias
DNS .
Type [ Physical Interface
Packet Capture
VRFID @ 0
SD-WAN
Role @ Undefined v
Static Route:
Palicy Route (@ Dedicated Management Port
RIP
Address
OSPF
RGP Addressing mode m DHCP | Auto-managed by IPAM | One-Arm Sniffer
3Gl
R IP/Netmask 10.0.1.4/255.255.255.0
Routing Objects
Secondary IP address (B
Multi
Rlic B Administrative Access
& Security Profiles
¥ 1Pv4 HTTPS OHTTP @ PING
2 VN 0 FMG-Access s5H O SNMP
& User & Authentication . Security Fabric
-
OF™ (J RADIUS Accounting O Connection @

= WiFi Controller O Speed Test

& System Receive LLDP @  JUEApIYERIEY Enable Disable
¥X Security Fabric Transmit LLOP @  JUEAYsJe]VIESTITY Enable  Disable

@ Dashboard Edit Interface
« Network
Name H port2
Interfaces
Alias
D .
Type [® Physical Interface
Packet Ca
VRFID @ 0
Role @ Undefined i
Static Rou
Policy Routes (P Dedicated Management Port
RIP
Address
OSPF
Addressing mode DHCP | Auto-managed by IPAM | One-Arm Sniffer
BGP 6 [ Manual ged by
IP/Netmask 10.0.2.4/24

Routing Objects
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