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B RV SR (SSO) A2 AU VRN B P U5 IR 2 T R —F 7732, RIS AR A
HESELE, RURTHEFTUIIR], PSSO BAFiHEI A P B 1P Mbhl, FortiGate 1 H P11y IP Muhk At
VFUIIA] GRET B SR o

FFFh FSSO i FHR I Y J7 1308 s R K064 FortiGate, H RTERATH R Z R H SR
% : Windows Active Directory (AD) 5§, Novell eDirectory

A CE A4 Windows AD

—. FSSO EANHE

2.1. Microsoft Active Directory & =Ff&E=

(D) HFEHI I (DC agent) Fx
(2). il (polling Bt
av FTagent[JCollector (Z7%E)

b ﬁagent

2.2.DC Agent &=

DC Agent B2 FSSO bRl #ist, W 278G — DR HIE £ DC Agent  fE
Windows\system32 51224 deagent.dil F T WKL P78 PE I AL FR DNS 248 (BRI

BRI LASN— AR Z [ collector agent 4% AE Windows server I, PBTHYIE. &
WA £ FortiGate FHPPESRILH: . AEHAM %424l Organizational Units (OU) 14 7%
4415 5] FortiGate,

DC Agent R TEMSME AD _EFFEHIH 4.
DC Agent IIERFEN T &
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FF#EWIndows DC_EIAE

DC agentBEIBREHFEE RS collector agent

Collector agent\DC agent_EYrZ|ZE{4-HEE &5 FortiGate.
FortiGateETFFRFIPMUIHERR . ARFAREBRIALE

s

= o\ e % i

‘ Col\ector Agent&i% :
- Ee
Domain Controller :
FEEHDC Agent Collector Agent : gﬂgﬁ

2.2.1. HNHRE

1. DC # Logon User (f14 T AA0 1P #ikik), A&i%45 CA

2. CA # DNS F % i 1P #2524 (IP address change verify interval

60s)
3. CA TAEuGI, J245 Logoff, i#id Check HKEY_USERS (Workstation verify
Interval 5m)

4y MR TARBSAE GRS AN I L, 480 7355 F P 25 HMBR (Dead entry
timeout 480m )

5. CA BT R A A lid H o Vs[Alel# APT § ik s 2

6 KiFEBL Fortigate

2.2.2. IR

DC Agent User {5 5 &M g
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M Wireshark - 7348 22 - Ethernet0 (host 192.168.140.15) — [m] x

Frame 22: 79 bytes on wire (632 bits), 79 bytes captured (632 bits) on interface \Device\NPF_{@FSE79C3-BF9B-4FF6-9170-546
Ethernet II, Src: VMware_f4:82:38 (0@:0c:29:f4:82:38), Dst: VMware_53:59:9c (@@:8¢:29:53:59:9¢)
Internet Protocel Version 4, Src: 192.168.140.11, Dst: 192.168.148.15
User Datagram Protocol, Src Port: 49485, Dst Port: 8002
v Fortinet Single Sign On
Length: 37
Timestamp: Oct 21, 2821 17:08:48.000000000 Ni¢g @ @I NN
Client IP: 192.168.140.20
Payload Length: 24
String: WINDOWS1@/DHL/zhangxiang
Host: WINDOWS1@
Domain: DHL
User: zhangxiang

ki

DC Agent 5 Collector Agent PRIEIRICAES:

4 ‘Wireshark » 7548 34 - Ethernet0 (host 192.168.140.15) — [m]

pas

Frame 34: 85 bytes on wire (638 bits), 85 bytes captured (688 bits) on interface \Dewice\NPF_{@FSE79C3-@F9B-4FF6-9176-5468D49E88D4}, id @
Ethernet II, Src: VMware_38:82:d4 (@8:8c:29:38:82:d4), Dst: VMware_53:59:9c (88:8c:29:53:59:9¢c)
Internet Protocol Version 4, Src: 192.168.148.18, Dst: 192.168.148.15
User Datagram Protocol, Src Port: 61885, Dst Port: 8662
v Fortinet Single Sign On
Length: 43
Timestamp: Oct 21, 2821 17:88:56.000800000 Nidg ¢ ¢=-NN
Client IP: 255.255.255.255
Payload Length: 3@
String: windows2816/KEEPALIVE/S.8.8381
Domain: windows2816
User: KEEPALIVE
Version: 5.8.8381

Collector Agent 177 ' ¥ig DNS I8 HEHR U= :
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3 M Wireshark - 4348 95 - Ethernet0 (host 192.168.140.15) — m} X
» Frame 95: 79 bytes on wire (632 bits), 79 bytes captured (632 bits) on interface \Device\NPF_{@FSE79C3-@F9B-4FFG-917@-5468D49E88D4}, id @
» Ethernet II, Src: VMware_53:59:9c (88:8c:29:53:59:9c), Dst: VMware_38:82:d4 (80:0c:29:38:82:d4)
» Internet Protocol Version 4, Src: 192.168.148.15, Dst: 192.168.140.18
» User Datagram Protocol, Src Port: 57789, Dst Port: 53
v Domain Name System {query)

I Transaction ID: 8x418c

Flags: @x@1e@ Standard query

Questions: 1

Answer RRs: @

Authority RRs: @

Additional RRs: @

I ~ Queries

~ WINDOWS1@.dhl.local: type A, class IN
Mame: WINDOWS18.dhl.local
[Mame Length: 19]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (@xge@l)

Response In: 96

w

Collector Agent J6-{IF Workstation Logoff # SCAE=; :

1632 1059.180735  192.168.140. 192.168.140.20 54 50238 - 445 [ACK] Seq=1 Ack=1 Win-525568 Len-

1634 1059.181631  192.168.148. 192.168.148.15

635 1059. 1 192.1 N 60 445 RST,

1636 1059.182583  192.168.140.15 192.168.140.20 NBNS 92 Name query NBSTAT *

1637 1059.182977  192.168.140.20 192.168.148.15 NBNS 199 Name query response NBSTAT

1639 1059. 184668 68 137 Standard query response @x@36f PTR 20.140.168.192.1 rpa PTR Windows10

1643 1059.186499 . .168.140. 54 56239 + 135 [ACK] Seq=1 Aci

1650 1059.189423  192.168.148.15 192.168.148.20 54 50240 ~ 135 [ACK] Seq=1 Ack=1 Win=65536 Len=0

1652 1059.190588  192.168.140.20 192.168.148.15 60 135 + 50248 [ACK] Seq=1 Ack=1718 Win-2102272 Len-0

1659 1059.196298  192.168.148.15 192.168.148.20 54 50248 ~ 135 [ACK] Seq=2762 Ack=376 Win=65280 Len=0

1661 1059.196676  192.168.140.20 192.168.148.15 60 135 + 50240 [ACK] Seq=376 Ack=2763 Win-2101248 Len-8
1663 1059.244157  192.168.140.15 192.168.148.20 Tce 54 50239 > 135 [ACK] Seq=141 Ack=233 Win=65280 Len=0

Collector Agent 36-IF FH 7 2H 5% R SCIER:

192.168.148.11 54 50157 > 135 [ACK] Seq

277 211.873148  192.168.140.15 192.168.140.11 54 50158 > 135 [ACK] Seq=1 Ack=1 Win=525568 Len=0

279 211.873976  192.168.140.11 192.168.148.15 60 135 » 50158 [ACK] Seq=1 Ack=1700 Win=525568 Len=0

Fortigate 5 Collector Agent H A&
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Ml Wireshark - 48 350 - Ethernet0 (host 192.168.140.15)

Frame 350: 372 bytes on wire (2976 bits), 372 bytes captured (2976 bits) on interface \Device\NPF_{BFSE79C3-BF9B-4FF6-9170-5468D49E88D4}, id @
Ethernet II, Src: VMware_53:59:9¢ (00:0c:29:53:59:9¢), Dst: VMware 7c:b3:3e (00:8c:29:7c:b3:3e)
Internet Protocol Version 4, Src: 192.168.148.15, Dst: 192.168.148.1
v Transmission Control Protocol, Src Port: 8888, Dst Port: 15410, Seq: 317, Ack: 18, Len: 306
Source Port: 8608
Destination Port: 15418
[Stream index: 8]
[TCP Segment Len: 3086]
Sequence Number: 317 (relative sequence number)
Sequence Number (raw): 1283264579

[Next Sequence Number: 623 (relative sequence number)]
Acknowledgment Number: 18 (relative ack number)
Acknowledgment number (raw): 2964472475

10868 .... = Header Length: 32 bytes (8)

Flags: 0x@18 (PSH, ACK)
Window: 2881
[Calculated window size: 2081]
[Window size scaling factor: -1 (unknown)]
Checksum: 8x9aba [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
[SEQ/ACK analysis]
[Timestamps]
TCP payload (386 bytes)
v Data (306 bytes)
Data: 9800813285 18380018 708 1185006
[Length: 386]

2.3. 5T Agent [ Collector Polling =,

HAE Windows server |423% collector agent, /N2 FSSO DC agent, Collector agent
fR LM E A DC I Bt BROAME TCP 445 3 [1F1 TCP 135 35, TCP 139
1 UDP 137 5 ], £ DC _ERAUT RS HAE, BARGREAME, Wb HE4E.
=FPiEtr NetAPI ] LURFF R B3T3, WinSecLog f1 WMI ¥ B B 234, R
REHTAA—HF
EHTF Agent i Collector Polling BRI IERAE T T &
FRPTEEEHIEE (DC) LIALE

Collector agentsREREIAIDC , FKENFAFPERSH
Collector agentiZ A ER{FR 4 FortiGate.

BRAZEEBRRIAIE

1
2
3
4
‘ ﬂpMﬁ ‘m For:iGate

‘ ‘ ‘ Col\ector agent &% :
HiF'E
Domain Controller
(EDC Agent) Collector Agent };ﬂr—i}-igﬁ

ET Agent [ Collector Polling #25\7] A PA T =Fh 7 IR EH H &
wrxk R TATH B A KA winSeclog KT E £
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NetAPIL WinSeclog WMI

- SRR AME « H10F e KAHA*EDC - DC REIFFEHE RSB S

Windows_ &5 AR K- 3f*

NetSessionEnumZhge o MNERREEHIRIRARER SR o AR E

o REFRIGNERIER g , BEREIER
‘ o TR B RIEAIRIAR R - BEWinSecHEE{EE
- RBEIERAE o iPcollector agentfIDC
- EiEDCRIBREL - HEEE , (EE... (1[5 5k
- AILABEIRTERE RSN

‘B, BE... - collector agent RRERRITE

- MIRDCERSMHE | TJaEE H1fevent ID

* AR AR EEEE | BURTIRS2E 5 AR EaEn!

2.3.1. HHMNHEE

1. CA i SMB2 #Fif] Event Log (port 445). CA i NETAPIL 25 iff FH F1 & 5%

fFE CA M WML A P ESR(FE, CA [HIFFEUES G 1P, K&
Y Log HA M M L4

2. CAfall DNS % F 3 1P bkl /2 /7248 (IP address change verify interval

60s)

3. CA TAESEEM, 275 Logoff, it Check HKEY_USERS (Workstation verify

Interval 5m)

4y IR AR ARG M Ry, 480 4385 45 H  (Dead entry timeout

480m)

5. CA AT YA A SR i H ¢y n] el APL il (5 2

6 KiFEBL Fortigate

2.3.2. Winlog #R3CKHER

5 222 3K AHI ME—XHIZ CA 181 SMB2 F#] Event Log YL
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229 3.827697 192.168.148.15 192.168.148.11 TCP 54 49812 + 445 [ACK] Seq=1231 Ack=326@5 Win=20853 Len=0

230 3.831039 192.168.148.15 192.168.140.10 SMB2 194 Create Reguest File: EVENTLOG

231 3.831758 192.168.148.18 192.168.148.15 SMB2 218 Create Response File: EVENTLOG
- 232 3.831948 192.168.148.15 192.168.148.1@ DCERPC 330Bind: call id: 2, Fragment: Single, 3 context items: EVENTLOG V@.® (32bit NDR), EVENT
o+~ 233 3.832351 192.168.140.10 192.168.148.15 SMB2 138 Write Response

234 3.032474 192.168.148.15 192.168.148.1@ SMB2 171 Read Request Len:1824 Off:@ File: EVENTLOG

235 3.832728 192.168.148.1@ 192.168.148.15 DCERPC 258 Bind_ack: call_id: 2, Fragment: Single, max_xmit: 4288 max_recw: 4288, 3 results: Pro

236 3.032861 192.168.148.15 192.168.148.10 DCERPC 298 Request: call_id: 2, Fragment: Single, opnum: 7, Ctx: 1

237 3.833511 192.168.140.10 192.168.148.15 DCERPC 202 Fault: call_id: 2, Fragment: Single, Ctx: 1, status: nca_s_fault_access_denied

238 3.833679 192.168.148.15 192.168.148.1@ SMB2 146 Close Request File: EVENTLOG

239 3.833929 192.168.148.1@ 192.168.148.15 SMB2 182 Close Response

240 3.934704 192.168.140.15 192.168.140.10 SMB2 194 Create Request File: EVENTLOG

241 3.835183 192.168.148.1@ 192.168.148.15 SMB2 210 Create Response File: EVENTLOG

242 3.835267 192.168.148.15 192.168.148.1@ DCERPC 330 Bind: call id: 2, Fragment: Single, 3 context items: EVENTLOG V0.0 (32bit NDR), EVENT

243 3.933529 192.168.140.10 192.168.140.15 SMB2 138 Write Response

244 3.835629 192.168.148.15 192.168.148.18 SMB2 171 Read Request Len:1024 Off:@ File: EVENTLOG

245 3.835926 192.168.148.1@ 192.168.148.15 DCERPC 258 Bind_ack: call_id: 2, Fragment: Single, max_xmit: 4288 max_recw: 4288, 3 results: Pro

246 3.036086 192.168.140.15 192.168.140.10 DCERPC 298 Request: call_id: 2, Fragment: Single, opnum: 7, Ctx: 1

247 3.836556 192.168.140.10 192.168.148.15 DCERPC 202 Fault: call_id: 2, Fragment: Single, Ctx: 1, status: nca_s_fault_access_denied

248 3.837532 192.168.148.15 192.168.148.1@ SMB2 146 Close Request File: EVENTLOG

249 3.937925 192.168.140.1@ 192.168.140.15 SMB2 182 Close Response

2.3.3. NETAPI # 30K

5 222 KR HE— X HIE CA it NETAPL EH A EE

o 11 5.513128 192.168.148.15 192.168.140.11 SMB2 198iCreate Request File: srvsvc
- 12 5.513832 192.168.148.11 192.168.148.15 SMB2 218 Create Response File: srvsvc
13 5.514@83 192.168.148.15 192.168.14@.11 DCERPC 330 Bind: call_id: 2, Fragment: Single, 3 context items: SRVSVC V3.8 (32bit
14 5.514521 192.168.148.11 192.168.148.15 SMB2 138 Write Response
15 5.514697 192.168.148.15 192.168.148.11 SMB2 171 Read Request Len:1824 Off:@ File: srvsvc
16 5.515004 192.168.148.11 192.168.140.15 DCERPC 254 Bind_ack: call_id: 2, Fragment: Single, max_xmit: 4280 max_recv: 4280, 3
17 5.515228 192.168.148.15 192.168.148.11 DCERPC 342 Request: call_id: 2, Fragment: Single, opnum: 12, Ctx: 1
18 5.51576@ 192.168.148.11 192.168.148.15 DCERPC 386 Response: call_id: 2, Fragment: Single, Cix: 1
19 5.515918 192.168.148.15 192.168.14@.11 SMB2 146 Close Request File: srwsvc
20 5.516128 192.168.148.11 192.168.148.15 SMB2 182 Close Response
21 5.528336 192.168.148.15 192.168.140.11 TCP 54 49801 - 445 [ACK] Seg=277 Ack=85 Win=2049 Len=@
22 5.528424 192.168.148.15 192.168.14@.11 TCP 54 49813 » 445 [ACK] Seq=229 Ack=285 Win=2049 Len=0
23 5.528584 192.168.148.15 192.168.148.10 SMB2 198 Create Request File: srvsvc
24 5.529342 192.168.148.10 192.168.140.15 SMB2 210 Create Response File: srvsvc
25 5.529486 192.168.148.15 192.168.140.10 DCERPC 336 Bind: call_id: 2, Fragment: Single, 3 context items: SRVSVC V3.8 (32bit
26 5.529797 192.168.148.10 192.168.148.15 SMB2 138 Write Response
27 5.529977 192.168.148.15 192.168.140.10 SMB2 171 Read Request Len:1024 OFf:@ File: srvsvc
28 5.53@387 192.168.148.10 192.168.148.15 DCERPC 254 Bind_ack: call_id: 2, Fragment: Single, max_xmit: 4280 max_recv: 4280, 1
29 5.538499 192.168.148.15 192.168.148.18 DCERPC 358 Request: call id: 2, Fragment: Single, opnum: 12, Ctx: 1
38 5.531351 192.168.148.10 192.168.140.15 DCERPC 530 Response: call_id: 2, Fragment: Single, Ctx: 1
31 5.531571 192.168.148.15 192.168.140.10 SMB2 146 Close Request File: srvsvc
32 5.531891 192.168.148.10 192.168.148.15 SMB2 182 Close Response

2.3.4. WMI 0K

5 222 SO HIHE—X B2 CA @it WML EHHFER

137 0.855713 192.168.140.15 192.168.140.10 54 49921 + 49666 [ACK] Seq=1 Ack=-1 Win-525568 Len-@

150 8.058196 192.168.140.10 192.168.140.15 60 49666 + 49921 [ACK] Seq-1 Ack=-1865 Win=525568 Len-@

172 8.864855 192.168.148.10 192.168.148.15 60 49666 > 49921 [ACK] Seq=1487 Ack=4638 Win=525568 Len=8
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2.4. JC Agent polling £,

FAULEET agent polling, A EM] FordGate #if], AFFEAMEBHY DC agent B collector
agent, FortiGate EHEMUEEEMHE, WAUE DC _EIFEFME AR, FHELHE LM FordGate EI’J
CPU 1 RAM, H I ¥F polling #£3il WinSeclog, FortiGate {#i ] SMB B3 sEEU -4 5 25
A5, MEHET agent 1Y collector polling #5, #] HINEE/ )

MXREHAREX AR D, AEBN SR
JC Agent polling AIEFERE L T B

1. FortiGatesRERIEIBDC , IXENBFEREH
2. FAPiEiddomain controller (DC)IAIE

o FortiGateldE F—REAhEAMBEFRE=Y
3. BRPAZREBNRIAILE

o FortiGateBE&MBREREHEF

& \. ﬂp«us

FortiGate

N ‘

Domain Controller i#Hcollector agent=DC agent

ERIPT OB EH RIAFFREITE AD KR THEA

2.5. BN H

DC agentifizt Polling#&izt

B B3 ZBRBEEBDC—N) , F | B — REFLE  AFEE
EBEE B
DC agent TR Yes No
5DC agentH= FEESER
1= B1E
Yes No

ATHEFRSL(NetAP]) , SRARER
L[] HIRFREER (WinSecLog)
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3.1. kg H 57T

3.1.1. <F Microsoft Active Directory H& ID 44

FortiGate 1) FSSO Agent H Fi SZ FFi#X ¥ H & 1D 4 4768, 4769, 4776, 4624, 4770, X4k
H & 1D AT AR

4624 i1 T 4L E <L B ---Windows W B -2 415 B - A b 55 WS - 5 1% S -
%% (audit Logon Events)”

4768, 4769, 4776, 4770 fir T MG h “THENLAC & - Windows W -2 4 W E - AL 5
IS - B A% S - 7 1% 2 53 F 1 (audit Account Logon Events) ”[A] i 75 B /i Kerberos [ 81,

frF “IH NN B ---Windows 1 B - 24 4B B - 20 o A% SRS IE B --- A SR - I P R

Audit Logon Events

An account was successfully logged on

4625 An account failed to log on

4648 A logon was attempted using explicit credentials
4634 An account was logged off

4647 User initiated logoff

4672 Special privileges assigned to new logon

4778 A session was reconnected to a Window Station
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Audit Account Logon Events

Event ID Description

4768 A Kerberos authentication ticket (TGT) was requested
4769 . A Kerberos service ticket was requested

4770 A Kerberos service ticket was renewed

4771 Kerberos pre-authentication failed

4774 An account was mapped for logon

The domain controller attempted to validate the credentials for an
4776
account

3.1.2. Windows Active Directory 2008/2012 F /8 H &

ID

HEi S HHE ID, 4770, 4776, 4768, 4769 A Kerberos Hik:, WAUfE Windows server
EJEH T Kerberos Hi&, I FSSO ERIAGARERMEHT o
16 AD BRI FHZH SR S 00 A SR S K. DC sl i R IATY Domain Controller
Default Policy

& mmmeE
i A dhllocal
] v oA
v 3 dhllocal
s/ Default Domain Palicy
» [2] Contract
w [2| Domain Controllers.
=/ Default Domain Controllers Policy

» [2] Employee
E > [2] Financial
y > |2 Sales

> G SRS

> [ WM FEikss
> :n Starter GPO
> [ &=
o mmmEE
G mmmas

FHEIRI B Y. H &
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Ef PEREETRREs
R ERER) =BV EEIH)
ez nm Xz HE

E[ Default Domain Controllers [|| Ssgg - SRS
v RS [ R EEEN
voase [ SEREH A

'_. ﬂ‘[ihria o [ EEEAE REENY
v [ \u'.\.lfmdowsu_a [ EeanEEEs REEM
o EEBBHOFTEOL || o oo iy
v 5 meps (LEZEGSE BEEY
e | EERSERSE BLE]
v 5 wmem L e EE mEEY
| EERE
& FAFtERs
& EHA=
& ERsEE
5 EHEE
v i HENES (=R
v & %ﬁ o] B EHEIRERIE
'_. ﬁ{iﬁ ) uis| B Kerberos SABIFRES
v [H W|ndows BE sis| B Kerberos [REEHRE
1 SRR o BRI B RS

2 EEER)
e EEESAFTEIN
v B mous
55 tkrsmeg
v 5 it
3 =
& FAPTRSE
§ =uE=
3 SRsliE
5 EomE
i EmE
5 TES
fuf EEME(IEEE B02.3)8
~| EfEE Windows B
| MR EEIEREER
Caf FTEEMEE(IEEE B02.11)8
| MR
| SRR
| R ERE
8 1P =20 7E Active
v [ BREEREEE
v il SR
H weEs
BB T2 HNE J5 A gpupdate /force M4 HEnG
IO UE g 1T SREOIRAS A . Auditpol.exe /get /category:*

3.2. GRS K

TE AD 2 il 4528 EHHT 2 — MK 7 sso, B sso FH K57 03] Event Log Readers 2
i, FERGRS T L el H M -, #8152 B N ETR



== RTINET

fsso Properties 2 x|

General I Address | Account I Profile I Telephones I Organization Member Of

Dial+n | Environmert | Sessions | Remate control
Remote Desktop Services Profile I Personal Virual Desktop | COM+

Member of
Name | Active Directory Domain Services Folder |
Domain Users fortinet test/Users

Event Log Readers fortinet test/Buittin I

Add... I Femowve |

Primary group: Domain Users
. There is no need to change Primary group unless
St Primarn) Hroup | you have Macirtosh clients or POSIX¥-compliant
applications.
ok | camcel | Aoy | Hen |

FEIXAIK SR WM ThEE BT : 1847 wmimgmt.mse, $UAT WMI 544, A gk,
4, root, CIMV2, WHE, WINIXANH ', [FIY enable account. remote enable. read security
5 allow. (FE WM &I A]AZL)

g 2 r
WMI Contro! Properties p| B Security for ROOT\CIMV2 s
‘ e —
| [ General | Backup/Restore | Securty | Advanced | Securty
Group or user names
Namespace navigation alows you to set namespace spacfic sacurty 82 Asherticated Users
- 82, LOCAL SERVICE

'
1 MSAPPSTI
J) MSAPPS1Z

I nan

52 NETWORK SERVICE
83, Administrators (PANOO45S\Administraton)

m
|

Pemissions for Authenticated
Users

1o Arrnint -
P |
Read Securty ! =B
Edt Securty 3
Specal permissions -

For special permissiona or advanced settngs, |
cick Advanced | Advanced

L2am about access cortrol and permizsong

ok J[ Concel |

3.3. A& FSSO Agent [ IR 5558

g5

A BLIR

Windows Server 2008 B¢ # 2012 (LA R fRFRIR AN FENL), FEIMARIFE NI A,

K: 4 NERL CPU, 8G TR, HEALTCIRA.
FHAHE administrator & #K 5 55k X G 3 ML, ¥ 3.2 GBI AEH P sso I B A
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E: Server Manager

File Acton View Help

administrators 2 .11, SX)5 V)4 H K5 Domian/sso & fiti
sso JON A administrator 240 B E/EUN T .

Ll Al o, SEE

5 Roles
i Features
Fm Diagnostics
B &} Configuration
Task Scheduler

G, Services
&5 WMI Control
= & Local Users and Groups

=

= Disk Management

iServerManagar(\m’lN-M].ILIJEBsqr Groups 16

Windows Firewall with Advz

i Windows Server Backup

\kCEFﬁﬁEEtE Service DCQ...
@Crypmgraph\c Operators
B Distributed COM Users
%JEvent Log Readers
L&JGUES‘S
s ks
:@Natwurk Configuration ...
:&JPETFDFI’HEHEE Log Users
& performance Moritor ...
:EJPuwer Users
:&JPnnt Operators
EREmutE Desktop Users
:EJReplicamr

Users

Administrators
Backup Operab
Members of thi
Members are al
Members are al
Members of thi
Guests have th
Built-n group u
Members in this
Members of thi
Members of thi:
Power Users ar
Members can a
Members in this
Supports file re
Users are prewvi

rators Propei

General I

%}l Administrators

Description:

Members:

Administrators have complete and unrestricted access
to the computer/domain

A Administrator

FORTINEVsso

Add... Hemove

Changes to a user’s group membership
are not effective until the next time the:
user logs on.

o]

e Help
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V0. FSSO Agent BB

4.1. ZREFF

&PV FE
FSSO_Setup_5.0.0301_x64.exe

#9  Fortinet SSO Collector Agent v5.0.0301 Setup [=[o] x |

Welcome to the Fortinet SSO Collector
Agent v5.0.0301 Setup Wizard

The Setup Wizard will install Fortinet SSO Collector Agent
v5.0.0301 on your computer. Click Next to continue or
Cancel to exit the Setup Wizard.
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LRI PR domain\SSO, ARG ANAHRNETD GZIK - Z /T CAMMAANUE R )
i Fortinet Single Sign On Agent - | o [

The user account on which you want to

Please input the user account's name and

LIser name must be in form DomainMameserMame. If you want to use local user account,
please enter . \JserName.

User Mame: ||-|E}(|j'|ip1|paS'u'E

Password: |““"“

Access mode %% Advanced

iz Fortinet Single Sign On Agent |- | = [

Install Options

Fortinet Single Sign On Agent could be set up to maonitor user lagon events and/ar serving
MTLM authentication requests from Fortigates, Select the proper options below,

Monitor User logon events and send the information to FortiGate.
Serve MTLM authentication requests coming from FortiGate.

Flease select the access method of Windows Directory

() standard({e.g domain'user)
-Select this option for easy setup, works for most situations
(®) Advanced(e.g. CN=uger,OU=5ales,DC =domain,DC=com)

-Select this option if you setup LDAP access to Windows AD to refrieve user/group
information from FortiGate

HUJ 223 DC Agent
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Completed the Fortinet SSO Call
Agent v5.0.0301 Setup Wizard

Click the Finish button to exit the Setup Wizard.

[ | Launch DC Agent Install Wizard

i)
m

iz Fortinet Single Sign On Agent e -

AR,

4.2. 57 & Collector Agent

GBI, FHiZE Configure Collector Agent

Configure Fortinet Single Sig...

Install DC Agent g

f
)
e B &

Uninstall DC Agent %2

) EaEsnsitESER

ﬁ ;

Windows Server Backup

FRICHAE

Windows PowerShell

NS

~ N
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W H Y5 Fortinet X1 (AR E N fortinet)

Fortinet Single Sign On Agent Configuration [=1° .
Monitoring user logon events Support NTLM authentication |Co|lecto| Agert Status: RUNNING |
Listening ports Common Tasks
FortiGiate: |8 FortiGiate S5L: DC Agert: | Show Semice Status |

[]Enable 55L DCagent S5L Preshared key: |

Show Monitored DCz |

Logging
Log levet Log fle size imitiMB: [ 10 | [ viewlog | | Shaw Lagan Users |
|:| Log lagon events in separate logs “iews Logan Events | Gicllaett et T [Marian |

Authentication |

Require authenticated connection from FortiG ate Pasaword:

Timers

“wharkstation verify interval [minutes): | Set Ignore User List |
Dead entry timeout interval [minutes)
IP address change verify interval [seconds]:

[ ] Cache user group lookup result |
Cache expite in [minutes): El Clear Group Cache

Set Directory Access Information |

| Set Group Filters |

Sync Configuration 'with Other Agents |

E=port Configuration |

‘ Advanced Settings | | Savelclose ‘ | Apply | Default | | Help |

midi advanced, EFEZZMIHE 1D JF, midiffiE

FSSO Collector Agent Advanced Settings [
Syslog Servers | Forwarded Event Server
SSL Certificates | Syslog Source List
General | Citrix/Terminal Server | Exchange Server | RADIUS Accounting

Worker thread count: |128 |
Maximum FortiGate connections: |64 |
Group lookup interval (in seconds): El (0 for no checking)

DMS lockup thread ‘0 ‘

Workstation check thread ‘D ‘

Windows Security Event Logs

Event IDs to poll: |4624;4??0;4??6;4?68;4?69| |

Wids separated by ;)

Workstation Check

Use WMI to check user logoff

Workstation Name Resolution Advanced Options

Alternative DNS server(s): | |

Alternative workstation suffix(es): | |
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Hi i Set Domain to monitor, EFAE ”FEE’J Domain, ﬁ“ﬁlﬁﬁpﬁ’] domain i%F¥ Settings

P — —

! Wanitaring user logon events Support NTLM authentication |Eollector Agent Status: RUMNING
Listening parts Carnman Tazks
FortiGiate: |_8 Domain Filter X J Show Service Status
' [JEnable & gelect the domai ¢ to monitor:
| elect the domain(g) you want to monitor: ] Show Monitored DCs
Logging

Lag lewvel: |: Show Logon Users

Log logaon & Select Domains To Moritor

Authentication Set Directony Access Information

Fiequire aut
Set Group Filters
Timers

Wiorkstation veri Set lgnore Uzer List

Dead entry hme
|P addrezs chan Setting... Cancel Sync Caonfiguration W/ith Other Agents

[] Cache user group lookup resal

L Export Configuration
Cache expira in [minutes): G0 Clear Group Cache ? ?

Advanced Settings Savekcloze Apply Diefault Help ‘

AD Server Address EFEIN44, @id DNS K02 H A H DC, fEH 7 44 Fad vh I\ FH BAS
B, Wr] DUARNIER P 2R, R 28K iR CARE#E R4, e M base DN A
78D, TERUE s E

Maonitaring user logan events Support HTLM authentication Collector Agent Status: RUMNING
Listening ports pHLdhl.local ® Tasks
FortiGate: |8 .
Enter the AD zerver information for thiz domain. Leave the server name Show Service Status
blank if you don't need extra setting for this domain,
LJEnable S gelect the ;
Ou M Show Monitored DCs
LegEig % DHL z& zecure connection[TLS)
Lag level: E AD server address: |dhl.|ocal Show Logon Users

AD server port: |389
Log logan ey

Select Domaing To Monitor

|
|
Base DN: [DC=dhl,DC=local |
|
|

Authentication |zer narme: | et Directory Access Information
Require auth
Pazzword: | :
Set Group Filkers

Timers If_you leave the username and_ pazsd fin?lds blank_, the Fartinet Single

‘workstation veri Sign On Agent will use its service acount's credential. Set Ignore User List

Dead entry timed

IP address chanl S ety Cancel = Configuration with Other Agents
[] Cache wser gioup laokup result Evnot Confiaurati

Cache expire in [minutes): B0 Clear Group Cache Hpar ~onhgurEten

Advanced Settings Savekcloze Apply Default Help
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--.
il Set Directory Access Information——- advanced settings——#i AV nWEsh H 3

KK A28, AD Server Address FIIRZENT], B ' A4S B (EE, WAl DOREE
P4, KRG HZERP AR, i 0K,

- x

Tce Enter the LDAP access information for your AD server. Thiz is the default Win=8192 Len=@ M55-146@ W5=2%
TCP LDAF server that Fortinet Single Sign On Agent uses to guery user B Len=0
DCERpC | fermation. text items: IRemUnknown2 V@.0
— [JUsze secure connectian(TLS) — -
A
52 AD server address: |dh|.|0-:a| |
tonitaring user logo AD server port: |32ES | Collector Agent Status: RUNMNING |
Listening ports Baze DM: |D|:=dhLDC=|Qca| | Common Tasks
FertiGiate: | 8000 User name: | | Show Service Status
[]Enable 55L P azzwornd: | |
i . . Show Monitored DCs
- |f pout leave the username and passwd fields blank, the Fartinet Single

Sign On Agent will uze itz zervice acount's credential, the configuration I
Log level: [wWami|  Program [this process) will use currently logon uzer's credential. Show Logan Users

Log logon events Carcel

L= = = e s = s = Ly = R e

"er=mygroup,ou=Finance, desmycompany, do=caom'.

Select Domain: To Monitor

Authentication Set Directory Access Information

Require authenticated You need to config the LDAP access in Advanced mode,

Set Group Filters
Timers

Wiorkstation wverify interval

Advanced Seting,.. 0K Cancel [ Set Ignare User List

Dead entry timeout inter

——————————

|P address change verify interval [seconds): Sync Configuration With Other Agents

[ Cache user group lookup result

o Export Configuration
Cache expire in [minutes): =11] Clear Group Cache r ?

‘ Advanced Settings: Savekclose Apply Default Help

LA B IRSE s B

F. DCAgent EiL &

T DC Agent [1ze254 2 P, —FlZTE FSSO Agent % 2245, 7 4b—FUE7E AD iRt
%an LB, HIEREAE AD RS D EAIRE, VKPR AL 4G DC (Domain
Controller), T AFZHEA T 2%, SLHITCR.

5.1.AD R 558 324

5.1.1. ¥ & FSSO Agent

A7 show monitored DC---select DC to monitor
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4 DC Agent Status X N
1 Active DCAgents: 0 Collector Agent Status: RUNNING
1 7 q Common Tasks
1 | IPAddress # Logon Events Last Logon Event Received Received at
1 Show Service Status
1
1 1 I Show Monitored DCs |
1
1 Show Logon Users
1
1 Select Domains To Monitor
1 . .
1 Set Directory Access Information
el Select DC to Monitor... Z Refresh Now Close Set Group Filters
15 192.168.140.10  ‘Workstation verify interval (minutes) I—:] Set Ignore Usser List
10 192. 15; .140.15 Dead entry timeout interval (minutes): 480
3.5 BB | addiess change veiily interval (seconds): Sync Configuration With Other Agents
10 192.168.140.15
3 4 [[] Cache user aroup lookup result Export Configurati
15 192.—168._140. 10 Cache epire in (minutes): &0 Clear Group Cache #port Configuration
15 192.168.140.10
10 192.168.140.15
j_é 192.168.140. 15| Advanced Settings Savekclose Apply Default Help
192.168.140.10 TRemIIA & PEAIeS] ateh AL

PR DC Agent HEZt, HUH DC I 200 WAL I, At

! Select Domain Controllers for Monitoring User Logon Event x> i

3 ik
i Wiorking kMode “t
i o 1 |
i) Palling Mode [Palling logon sessions from Domain Controller)
Pall logon sezsions uzing Windows Hetd P
Check “windows Secunty Event Logs ;

Check Windows Security Event Logs uzing Wil

Lromain contraller monifared by this collectar agent:

[ DHL/DCZ dhllocal
[ DHLAwindows201 6. dhl.local

I [] Dizable RDF Overide

i

i Uncheck All Cancel
W& TR T —

5.1.2. 3% DC Agent

1F DC %% %5 %35 DC Agent
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4 Fortinet Single Sign On DC Agent v5.0.0301 Setup — X

-

Welcome to the Fortinet Single Sign On
DC Agent v5.0.0301 Setup Wizard

The Setup Wizard will install Fortinet Single Sign On DC Agent
v5.0.0301 on your computer. Click Next to continue or
Cancel to exit the Setup Wizard.

Back Next Cancel

i\ collector Agent ihl, SCHREIUA, A H; 34T 4065

4 DC Agent Config — X

DC Agent Config

Collector Agent List:

|192. 168.140.15
e.q. 192.168.1.11:8002; 192.168.1.20

[JEnable ssL

§ad< | Next Cancel

HJH DC 58 2%
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LLL

1T

Yes

#2 Fortinet Single Sign On DC Agent v5.0.0301 Setup

You must restart your system for the configuration
changes made to Fortinet Single Sign On DC Agent
v5.0.0301 to take effect. Click Yes to restart now or No
if you plan to manually restart later.

No

BOAE: M FSSO Agent R LI Il DC Agent HEIZIFI7H B

192.168.140. 157
192.168.140.15|

P P

llector Agent Status: RUMMIMNG

Show Service Status

Show Monitored DCs

Show Logon Users

Select Domains To Monitor

Set Directory Access |nformation

Set Group Filters

Set Ignare User List

Sync Configuration With Other Agents

Export Configuration

Help

DC Agent Status Pad
Active DC Agents: 2 DT IS
IP Address 1t Logon Events Last Lagan Event Received Received at
192168.140.11 4 DC2/KEEPALIVE/5.0.0301 202110/2214:33:44
192168.140.10 4 windows2016/KEEPALIVE /5.0.0307 202110422 143346
Select DC to Manitor... Refizsh Now Closz
192.168.148.15 Dead entry timeout interval [minutes):
192.168.148.16 o
IP address change verify interval [seconds). _
192.168.146.15 _
[] Cache user group lookup result
192.168.140.18 Cache expire in [minutes): El Clear Graup Cache
192.168.148.18
192.168.148.15
192.168.148.15 Advanced Settings Savetcloze Apply Drefault
192.168.148.180 IRemUn... 219 RemJuerylnterftace request L1ID[1]=IWbemretchSmartEnum

AU W X‘%Hu

res
n2 V
v: 5

Clie
v: 5
vV

1log
v: 5

ces
v: 5

Jan. 1 19/ Thit 1461497
Logon users list x -
Curently logon users: 1 Search lf) ‘Eol\eclol Agent Status: RUMMING
n Common Tasks
IP addrezs ‘wiorkstation Dromaintuzer Statusg Group Time Type
192168140171 DC2 DHLWADMINISTRA..  OK CH=ADMINIST..  2021/10/2214:3318  DCégent Show Service Status
Show Monitored DCs
Show Logon Users
Select Domains Ta Monitor
Set Directary Access Information
€ >
Set Group Filters
Set Ignaore User List
Sync Configuration With Other Agents
E=port Configuration
HMa Filter V| Test Workstation Clear User Cache Refrash Mow Cloge
| Default Help
144 15 1492 18R 144 14 i Hamrlnfantara naniioc = am-at = Aim

5.2.FSSO Xt

FSSO T Bh#fEi%k Zed b 78, i show monitored DC---select DC to monitor
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Collector Agent Status: RUNNING

- mw
4 DC Agent Status X
: Active DC Agents: 0
4 | IPAddress # Logon Events Last Logon Event Received Received at
1
1
1 1
1
1
1
1
1
1
1 Select DC to Monitor... < Refresh Now Close
1
15 192.168.149.10 Workstation verify interval [minutes):
10 192.168.140.15 Dead entry timeout interval [minutes): 480
15 192.168.140.10) o, o ;
in Al ddress change verify interval (seconds):

[[] Cache user aroup lookup result

3;5 192.168.140.10 Cache expire in [minutes): B0 Clear Group Cache
15 192.168.140.10
10 192.168.140.15
10 Advanced Settings Savekclose Apply

192.168.140. 15|

192.168.140.10

lﬁﬁ DC Agent f& 3,

TRemlin_- 77 il

)ik DC R 55 A% 1AL,

rean

e HBIE S, R R R

Common Tasks

Show Service Status

Show Monitored DCs |

Syne Configuration With Other Agents

Show Logon Users

Select Domains To Monitor

Set Directory Access Information

Set Group Filters

Set Ignore User List

Export Configuration

Default Help

I3

midifisE, FSSO Agent LR R, 7k

Select Domain Controllers for Monitoring User Logon Event k4
Maonitaring uzer logon evel atus: RUMNING |
o working Mode
Liztening portz . .
e — (®) D Agent Mode [Need to install an agent on [ omain Controller) )
‘ DC Agent Status () Palling Made [Paling logon sessions from Domain Contraller) X l
Active DT Agents: Faoll logon sessions using Windows MetdP
Check Windows Security Event Logs
Lose | 1P address 4 v dat
Check Windaws Security Event Logs using Wil
Dromain controller monitared by this collector agent:
Al & DHL/wiclows2016 chi oo
Tirme
ol
Des
IPa Select DC to Cloze
[] Lacreuser groupook) T
o T 7 gl it Configuration
Cache expire in [minutes [ Dizsble ROP Overide
Uncheck Al Cancel
= e ult Help

BRI 2 PR 22 S AT L A R 55 A
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Manitaring user lagan evel atus: RUNNING
wiorking Mode I

Listening ports

(® DC Agent Mode [Need ta install an agent on Domain Controller)

() Palling Mode [Paling logon sessions from Domain Contraller)
Active DC Agents: Paoll logon sezsions uzing Windows MetAPl

Check Windows Securty Event Logs

IP &dd 4 £ =
diy Fortinet Single Sign On Agent

Install DC Agent on domain controllenDC2.dhl.local?

IPa Select DC to‘I Cloze

[] Cacneruser group ook I - ;
1 i rt Configuration
Cache expire in (minutes [ Disable RDP Overide

Uncheck Al

|u|t Help

LRGEMA RPN IRE S, sidiffiE

Monitoring user logon ever atus: RUNNING
Working Mode

e (® DC Agent Mode [Need to install an agent on Domain Controller)
i a - | [ [
JIERSIEYS AL (O Paoliing Mode (Polling logon sessions from Domain Controller) g ‘

Listening ports

oll logon sessions using Windows Net&P) I
‘ Active DC Agents: Poll logon sessions using Windo AP ‘
Logg IP Address Fortinet Single Sign On Agent ‘
‘ DC Agent is succesJ(\haly installed on domain controller: DC2.dhl.local. ‘
‘ You must reboot the domain controller to monitor user logon event. Do f
Auth you want to reboot DC2.dhl.local now? ’
I
Time =M |
Wot
Des P —— \
IPa Select DC tol Close B
[[] acne user group tooku —

e bit Configuration
Cache expire in [minutes ] Disable RDP Override | <

Uncheck Al oK Cancel

) Help

TS ST TG T . 4 T

A e A R L DC HEZE T B
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Foritoring user logan events Suppart MTLM authentication

Listening ports

Collector &gent Status: RUNMING

Comman Tazks

—

DC Agent Status x
Active DC Agents: 2
Logg IP Address # Logon Events Last Logon Event Received Received at
192.168.140.10 20 windows2016/FEEPALIVE /5.0.0301 202110022 14:49.12
192.168.140.11 22 DC2/KEEPALINVE /5.0.0300 202110422 14:49.19
Aul
Tinng
Wol
Deg
IP 4 Select DC to Maonitar... Refresh Mow Close
D JCTTE WEET QIoup I00RUD TESUT E t Canfi b
& o p =port Lonnhguration
Cache erpire in [minutes]: B0 Clear Group Cache i ?
Advanced Settings Savetclose Apply Drefault Help

REHE WA B A5

Sn Logon users list x
Currertly logon users: 2 Search |r) :l
IP address Workstation Diomain'user Statuz Group Time Type
19216814010 WINDOWS20... DHLA\SSO Ok CH=550CH=L..  2021/10/2214:43:33  DC-Agent
19216814011  DC2 DHLWADMIMISTRA..  OFK CH=aDMINIST...  2021/10/2214:46:07 DC-Agent
3 >
Ma Filter ~ Test Waorkstation Clear User Cache Refresh Mow Close
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75. Agent Polling Bt B

Agent Polling 1 2, R 752 7E Show Monitored DC 71, #%+% Select DCto Monitor, ZRJ&iEFEAHMN
PRCRIAT, W N E AR

Active DC Agents: 2

IP Address #LlogonEvents  Lag* = o ! . ST l ‘Co\lector Agent Status: RUNNIMG
Select Domain Controllers for Monitoring User Logon Event X

19216814010 55 i T

19216814011 56 DL \working Mode

(7 DC Agent Mode [Meed to install an agent on Domain Controller) Sl SiaEE S

(®) Polling Mode [Polling logon sessions from Domain Controller] Show Monitored DCs

L

() Pall logon sessions using \Windows MetaP|
(®) Check Windows Security Event Logs g Show Logon Users

() Check Windows 5ecurity Event Logs using Wwh Rl Do e T Mo

g Dromir controlier mroritoned by this collector agent:
Select DC to Manitor... Set Directory Access Infarmation

W DHL/DCZ dhllocal
W DHLAwindaws 201 6. dhl local

]

Set Group Filters

Set lgnore User List

Sync Configuration 'with Other Agents

Export Configuration

[ Disable ROP Overids

Uncheck Al Cancel

Apply Drefault Help
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. B kSR E

B KIETRELE AD 1 FSSO Agent HATiE(E, HiBETHXCRAEASERE, bl HA BFRiEH
Reverse (1] Mgmt 2 TCIE AN, FEAIMEH— DM NEE, BUE 1P S HE Tl /E .

7.1. Bic® LDAP Setver fH R R

W E Fortigate ffi /H 93 DNS, 1] DAFAT A T HLFI A DC 1), Server Hidik ] LA B #5458 A 3
4, Common identify name 7 2 i%£Tj, CN F1 Samaccountname, CN AH24F#& AD A '
IR 4K, SamAccountname »2 8K AR, RHAEH T AD TG HLE AN T, £
A CN AT SamAccountName & —211), FrLAnlPL ik —, WE5ERE s Test #EATAHM
IR

CN 5 SamAccountname (1] [X 5

MName Type
2, Tadmin Security Groupze | 1admin Securtty Gror
&Iichongdemingzi User slichongdemingzi User
lichongdemingzi Properties ? X lichongdemingzi Properties ? X
Member Of Dialin Environment Sessions Member OF Dialin Environment Sessions
Remote control Remote Desktop Services Profile COM+ Remote control Remote Desktop Services Profile COM+
General  Address  Accourt  Profle  Telephones  Organization General  Address  Account  Profile Telephones ~ Organization
- Jichong] @dhllocal v
User logon name {pre-Windows 2000):
First name: | | Initials: ‘ ‘ [DHL‘\ I !lichong
Last name: | ‘
Logon Hours... Log On To...
Display name | ‘
Descrptn: | ‘ Dltockaccont  g2maccountname
Office: | ‘ Account options:
[] User must change password at next logon o
Telephone number: | | Cther... [ User cannot change password
Password never expires
E-mail: |Iichong @dhl local [] Store password using reversible encryption v
Web page | | Other. Account expires
(@ Never
OEndof: 021118218
Cancel oply Help Cancel Help
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== FortiGateVM64 FGVMO02TM21008407

@ Dashboard > | Edit LDAP Server
%A Security Fabric >
Name DHL.local
& FortiView >
Server IP/Name dhl.local
b Network >
Server Port 89
£ System >
Common Name Identifier sAMAccountName
B Policy & Objects > LI
Distinguished Name dc=dhl,dc=local Browse
@ Security Profiles b3 .
Bind Type
0O VPN >
Username sso@dhl.local
L=k lhevice o Password EXTTYTYY) Change

i eI Secure Connection (B

User Groups Connection status @ Successful

Clestiap=ren=nk Test Connectivity

Peyicslier ooy Test User Credentials

5

LDAP Servers
RADIUS Servers
Authentication Settings
FortiTokens
= WiFi & Switch Controller >
Ll Log & Report >
& Monitor >

7.2. BCE Fabric Ay, %8 [Fortinet B {8 fiCHE]

= FSSO agent IP &5 %255 FSSO collector agent IR%5%% IP, 5155 CA agent A A2
f4—%, X H4 Fortinet;

User Group Source HEF7{{ FH A< LDAP SRHEL, PR A3 3R BCA] DA 38 I H. 5 77 18 s

Proactively Retrieve from LDAP Server ‘4)i%, AJ UATISGEEL LDAP EZHEH F {5 5

Search Filter 1X FL AT LLXY LDAP I 95 #% (I BT M EAT 1L 8, ARBRIARIL I8 LDAP B FT A 20
(ObjectCategory=group), AL JE H A i H P 0T LA A (ObjectCategory=person), — L& fijHLf)
AR

A PEFREA AR

(&(objectcategory=person)(memberof=CN=sales,ou=sales,DC=dhl,DC=local)), FRZL [ A HA
Group ffJ DN, FR#EH4:

IHIERAAL: (&(objectcategory=group)(cn=sales)), FRZLIIALALA, FT LA @A
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Edit Fabric Connector

SSO/Identity

Connector Settings

Name
Primary FSSO agent
Enable SSL/TLS connection

User group source €@
LDAP server

Proactively retrieve from LDAP serve|

Search filter
Interval (minutes)

Users/Groups

192.168.140.15

192.168.140.15

Collector Agent

do DHL.local

©

(objectCategory=group)

180

57 © View

© FSSO groups will be populated in the background.
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7.3. FESRHE BT AR FSSO F 7 B Pt T IPv4 13 38

Edit Policy

Name @ 111
Incoming Interface ™ port2
Qutgoing Interface [ Iﬂ.pqrﬂ

Source B group-192.168.140.0/24
+
Destination 2 all
+
Schedule [o always
Service I ALL

+
Action v ACCEPT aRvlayNg
Inspection Mode [EELEERE Proxy-based

Firewall / Network Options

NAT [ o}

IP Pool Configuration Use Outgoing Interface Address [USSIBNED iTo [aizehl]

Preserve Source Port (B
Protocol Options =d default

Security Profiles

AntiVirus @ ]

Web Filter © m monitor-all
DNS Filter ©  E3 default
Application Control @ mdefau\t
IPS @

VolP e ]

Select Entries x
Address Internet Service
Q,Search h | <+ Add

Ef CN=Pre-Windows 2000 Compatible A +
Et CN=Print Operators,CN=Builtin,DC=c
CN=Protected Users,.CN=Users,DC=d
2 CN=RAS and IAS Servers,CN=Users,D
Ff CN=RDS Endpoint Servers,CN=Builtir
Et CN=RDS Management Servers,CN=BL
CN=RDS Remote Access Servers,CN=
CN=Read-only Domain Controllers,Ch
Fi CN=Remote Desktop Users,CN=Builti
Ft CN=Remote Management Users,CN=|
F& CN=Replicator,CN=Builtin,DC=dhl,D{
Ef CN=Sales,0OU=Sales,DC=dhl,DC=loca
2 CN=5chema Admins,CN=Users,DC=d
Ef CN=Server Operators,CN=Builtin,DC:
F# CN=5Storage Replica Administrators,C
Ff CN=5ystem Managed Accounts Group
CN=Terminal Server License Servers,C
2 CN=TEST.CN=Users,DC=dhl.DC=loca
E2 CN=Users,CN=Builtin,DC=dhl,DC=loc
E§ CN=Windows Authorization Access G
CN=Administrator,CN=sers DC=dhl,
& CN=aina,0U=Sales,DC=dhl,DC=local
E CN=DefaultAccount,CN=Users,DC=d
E CN=duhele,0U=Employee,DC=dhl,D(
F CN=Guest.CN=Users,DC=dhl,DC=loc
E§ CN=krbtgt,CN=Users,DC=dhl,DC=loc
E CN=550,CN=Users,DC=dhl.DC=local [
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Technical Tip : Alternative LDAP settings for FSSO Collector

Agent

e <https://kb.fortinet.com/kb/viewContent.do?externalld=FD49702&sliceld=1>

Technical Tip: FSSO Collector agent redundancy with two

Windows AD and two Fortinet DC Agents

JF <https://kb.fortinet.com/kb/viewContent.do?externalld=FD39911&sliceld=1>

Technical Tip: Excluding IP addresses from FSSO logon

events


https://kb.fortinet.com/kb/viewContent.do?externalId=FD49702&sliceId=1
https://kb.fortinet.com/kb/viewContent.do?externalId=FD39911&sliceId=1

=LE[ATINET

1 <https://kb.fortinet.com/kb/viewContent.do?externalld=FD45566&sliceld=1>

Active Directory: LDAP Syntax Filters

[ <https://social.technet.microsoft.com/wiki/contents/articles/5392.active-
directory-ldap-syntax-filters.aspx>

Use active directory objects directly in policies

¥ <https://docs.fortinet.com/document/fortigate/6.2.9/cookbook/795593/use-
active-directory-objects-directly-in-policies>

Technical Note: Unset the DNS resolution of the FSSO

DCAgent

e <https://kb.fortinet.com/kb/viewContent.do?externalld=FD37705&sliceld=1>

Technical Note : FSAE Troubleshooting Guide

JF <https://kb.fortinet.com/kb/viewContent.do?externalld=FD31819&sliceld=1>

Technical Tip: How to set source IP address for FSSO and

LDAP


https://kb.fortinet.com/kb/viewContent.do?externalId=FD45566&sliceId=1
https://social.technet.microsoft.com/wiki/contents/articles/5392.active-directory-ldap-syntax-filters.aspx
https://social.technet.microsoft.com/wiki/contents/articles/5392.active-directory-ldap-syntax-filters.aspx
https://docs.fortinet.com/document/fortigate/6.2.9/cookbook/795593/use-active-directory-objects-directly-in-policies
https://docs.fortinet.com/document/fortigate/6.2.9/cookbook/795593/use-active-directory-objects-directly-in-policies
https://kb.fortinet.com/kb/viewContent.do?externalId=FD37705&sliceId=1
https://kb.fortinet.com/kb/viewContent.do?externalId=FD31819&sliceId=1

=LE[ATINET

1 <https://kb.fortinet.com/kb/viewContent.do?externalld=FD38942&sliceld=1>

Technical Tip: FSSO Group Filter configured on Collector

Agent

[ <https://kb.fortinet.com/kb/viewContent.do?externalld=FD52383&sliceld=1>

Technical Tip: FSSO Windows Directory Access Methods -

Standard versus Advanced Mode

[ <https://kb.fortinet.com/kb/viewContent.doPexternalld=FD30964&sliceld=1>

Technical Note: FSSO collector agent failover configuration

e <https://kb.fortinet.com/kb/viewContent.do?externalld=FD36603&sliceld=1>

Technical Note : Details about 'FSSO Guest Users'

JF <https://kb.fortinet.com/kb/viewContent.do?externalld=FD317808&sliceld=1>

Technical Tip: FSSO local poller (fssod) limitations compared

to FSSO collector agent

JF <https://kb.fortinet.com/kb/viewContent.do?externalld=FD38897&sliceld=1>



https://kb.fortinet.com/kb/viewContent.do?externalId=FD38942&sliceId=1
https://kb.fortinet.com/kb/viewContent.do?externalId=FD52383&sliceId=1
https://kb.fortinet.com/kb/viewContent.do?externalId=FD30964&sliceId=1
https://kb.fortinet.com/kb/viewContent.do?externalId=FD36603&sliceId=1
https://kb.fortinet.com/kb/viewContent.do?externalId=FD31780&sliceId=1
https://kb.fortinet.com/kb/viewContent.do?externalId=FD38897&sliceId=1
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