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https://support.fortinet.com.cn/uploadfile/Forticlient/SSL VPN user's Gui

de%20 ch—v1.3 general version.pdf
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PL_E B AR A installfct.bat,

a) & FortiClient

KE -6 BEZXR

FortiClient 9 =M A AV ERBE B FEE 0 von B E

BeE VPN

b) % FortiClient B&, Xff4 % FCT.conf, %4 % fortinet

(@ FortiClient - Zero Trust Fabric Agent
XiF EEES EE

>
@ FortiClient VPN
A & O O
Upgrade to the full version to access additional features and receive technical support. —
-RR
Backup or restore a configuration 24
N
-B% ////
BERR == 2
BEXH WA
= VPN i#EIR

Preferred DTLS Tunnel

Do not modify internal browser cookies

IBRITHRIBRSBERTIRT
el
Action for FortiClient Internal
Browser Cookies
Action for EMS invalid certificates b
RBRESERBHRE
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@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

- 55
Backup or restore a configuration
prai Desktoplfct install\FEIR=aa
(7] Include user settings
PN =X .
fortinet
Re-enter Password [ """""" l
e HGE
bl =
|= =t == v
BEX# Loh =
= VPN IR

Preferred DTLS Tunnel
Do not modify internal browser cookies
IBAIEHRERTERIER

c) ¥ FCT.conf 7k Z| U #F &, FortiClient Z % & % 2 Xkt & 4 & A

FortiClientVPNSetup.exe

- fetinstall X G

‘ = A iy J > fetinstall

— o X

TE fctinstall P Q

® 3 - N HyF - = BE - (B #aEEs
A e IR 1ETHEE =i
"= ) FCT.conf 2025/8/28 20:17 CONF X4
“QE,‘ FortiClientVPNSetup.exe 2025/8/28 15:54 NFEER

v @ aaron - MA
installfct.bat

> Microsoft Teams Bijx
@) readme.docx

> T
> pre=

d) #XtrkTma xR P, Bk E e L8 R

NEFEHFANRE,

2025/8/28 20:53
2025/8/28 20:57

N— p—

Windows HAMESZ
DOCX 3Z#4

installfct.bat # )72 &
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2) Windows FortiClient #7214

LI FortiClient SE A, WHEM T EMS £FH, ZHARBESZ,
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PL_E B A% & FCTUninstal l.bat,

a) f# & 3 f 4T 7T bat X fF.
b) M NWT A (wA), WAHEFEEE,

CAWINDOWS\System32\cmd.exe

enter the FortiClient der stratio rd (e.g., forti3

c) Frab#Er#

EIER: C\WINDOWS\System32\cmd.exe
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2 FortiClient 2235 I ja) 28

2.1 Windows &%ig7 patch KB3033929 #MT

HEAL:

Windows % %3 7~ :Please install Windows patch KB3033929 before installing

FortiClient, % % % % patch KB3033929 # T, #n T :

| # FortiClient Setup l-g—hj

Please install Windows patch KB3033329 before installing
b FortiClient.

[ ok |
HEREN . BT windows7 F windows2008 A& & % it A~ X # SHA? & 4 & &%,
FEF AT AN T & X HF SHAZ;
RV T7 3k

2% KB3033929 # T, # T TH M (KB3033929 A #4487 SP1 #)
T B windows )

Windows 7 32 1L % % -

https://www.microsoft.com/zh—cn/download/confirmation.aspx?id=46078

Windows 7 64 f & %: .
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https://www.microsoft.com/zh—CN/download/confirmation.aspx?id=46148

Windows Server 2008 64 {t % %4 .

https://www.microsoft.com/zh—cn/download/confirmation.aspx?id=46083

Windows Server 2008 32 fir % % -

https://www.microsoft.com/zh—cn/download/confirmation.aspx?id=46214
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2.2 64 (R ERARRKIRE A

HEAL:

Windows % % Bt 42 7<:This is the wrong setup file for this computer. You need

to use the 64-bit setup program., #F7 64 (LIEIE R AL kM A, T H:

VPNclient X

e This is the wrong setup file for this computer.

You need to use the 64-bit setup program.

BRI %k o VPN 22 5 3 1F windows JRA H &

RT3

# & Windows & G B A % %t AL By FortiClient, F A K My B ™ ——
B BN ———EEIE A AR, 0 32 MiE TR 32 M RAHK

P
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BEEENTENNEANESE

Windows
Windows 10 t=illig

© 2015 Microsoft Corporation, fREFTET

| Sp—

Windows 10

.
=5
it Intel(R) Core(TM) i5-6200U CPU @ 2.30GHz 2.40 GHz
ESHAERAM): 12.0 GB (11.4 GB T/
fotsisiil 64 fAEfEES  ET x64 BIIHESS
SRS REUATHETREERREREE
HENE. BT IERES
HENE: DESKT”
HEN2E: DESKT'
HEER
THetE: WORKGROUP
Windows BiiE

Windows B8GE  EiE Microsoft ¥{FR 428k

Fim ID: 003

Select Product

FortiClient

Image File Path

/ FortiClient/ Windows/ v6.00/ 6.0/ 6.0.0/

Image Folders/Files

Up to higher level directory.

Name

forticlient-6.0.0-windows-release-notes.pdf

FortiClientSetup_6.0.0.0067.exe

FortiClientSetup_6.0.0.0067.zip

FortiClientSetup_6.0.0.0067_x64.exe ]

FortiClientSetup_6.0.0.0067_x64.zip

FortiClient550Setup_6.0.0.0067 .zip

DD DD D D @@

FortiClientTools_6.0.0.0067.zip

FortiClientSSOSetup_6.0.0.0067_x64.zip

s
E
Size (KB) Date Created
1,007 2018-08-03 12:08:52
3241 74,144 2018-05-31 13:05:35
62,894 2018-05-31 13:05:18
641ﬁ 92,652 2018-05-31 13:05:27
77,335 2018-05-31 13:05:13
8,203 2018-05-31 13:05:30
15,436 2018-05-31 13:05:42
34,315 2018-05-31 13:05:39

Date Modified

2018-08-03 12:08:52

2018-05-31 13:05:35

2018-05-31 13:05:18

2018-05-31 13:05:27

2018-05-31 13:05:13

2018-05-31 13:05:30

2018-05-31 13:05:42

2018-05-31 13:05:39

Q=yrs=s

HTTPS Checksum
HTTPS Checksum
HTTPS Checksum
HTTPS Checksum

TTPS Checksum

T

PS Checksum

HITPS Checksum

HTTPS Checksum
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2.3 VPN ZEFimE# o RR

HEALK

LEEEFH LK FortiClient &P sgly, ERMNEHFLESRLT:
1. #I8JE A8 FortiClient,

2. ERW N, BAEWE R MERIEE P 350 &7 s U

3. ERTEMEHFHLR FortiClient,

B A8 FortiClient #h 7 3 B -
B B4 & % T % % FortiClient & P, WRGEFAEZNEL, LA b
FortiClient, ##& 7 & .

AT EF AR, HE HAEF

EFiNES J=z]= A=
BERGTHETE & & = rsm

bl h g [am sl T e S o et e =—ys =
EHIHEREWindows 7)

. p4E#D Internet
\ EENSEFEFIES

E i

Agh, 1ESHIXE,

FEEFEETHEER EE=
= g E
R st N
EEOEITEIN] S HER. FEEiEEE
EiheE EHNMEH
EEERETEE {FH Windows BENHEE

AN T

)

b) R EEH “FortiClient” , ##H “H&”
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[olf=znnzS = g
« v @ BEER > B > R - »p
E=ng s
R AT
ESCRENEN EEOSRF, BNIETKEET, ARST RS FRAEs.
G EEEEE Windows Thag
E "¢
£5% sHE SeATE i {23 0
Q Moxzilla Firefox 61.0.1 (x64 zh-CN) Mozilla 2018/7/6 144 MB  61.01
ileZi It 6.2 Tim Kosse 2018/6/29 23.9MB 3.26.2
Fortinet Inc 2018/6/28 580 MB 5.6.6.1167
istary version 5.00 2018/6/28 111 MB  5.00
ﬁEverything 1.4.1.895 (x64) David Carpenter 2018/6/28 1.4.1.895
O GoTo Opener LogMeln, Inc. 2018/6/6 276 KB 1.0473
[55] Ultra-AMS BSESRGESE 20171120 it RSt ROERAE 2018/5/23 1.78 MB
FA MaAsilla Maintananca Candra RAn=illa nia/m12 27a v ARNON
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2.4 VPN BFRTER R/ EH 0
HEAL

YEEEHEENE LR FortiClient Z s, HAMEEE . LE
P 17 &AL E

e

sarrd 07 FortiClient SRR

ETE1S

: RN R e

:

-""""l-..___

- F .

1. R % T E. FCRemove.exe AT #1 % .
D, i T EMIE R,

—5E)

T—5MN)

FortiClient is running.

Please shutdown FortiClient.

i ()

M 2 % x A48 % By Forticlient R4

BE
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3. i | scheduler A4 F &= H, W% Z 3 N\ windows & 4H R 42 H F &2

AE 9% WY A R DUM B -

W rpeess
THEEF) REE) BV SRR BEH)
FHEHI\HKEY_LOCAL MACHINE\SOFTWARE\WOWG6432Node\Fortinet\FortiClient\FA Scheduler

Classes |l ER =2 miE
Clients

Conexant

CoreCodec
DuoDianOnline
{ v | Fortinet
v | | FortiClient %
FA_APPCTRL
FA_APPDB
FA_BACKUP
FA_CONFIGD
FA_DBLOG
FA_ESNAC
FA_FCM
FA_FORTITRAY
FAFW
FA_IKE
v FAScheduler
000002
000003
000006
000007
000008
000011
000017

9K Ja e windows % A4 k34T 25 B R 5

FortiClient Service Scheduler AJBtE(FHEHE) 74
&R B BE mE KRR
£}, DHCP Client
&, Diagnostic Exe| BEER FA_Scheduler
-&.’; Diagnostic Poli STER FortiClient Service Scheduler
&), Diagnostic Ser|
£} Diagnostic Sys ik FortiClient Service Scheduler
&, Distributed Lin|
&) Distributed Tra
i, DNS Client FIRTR S
& Dolby DAX2 Al **\Program Files\vpn\scheduler.exe"
Gk Downloaded M » [}

BIEERE): F3 -

1) Driver Extensig
G Encrypting File
& Enterprise App
Gk Extensible Auth
& Fax BERT: EEEST
1l File History Ses
) Flash Helper S
G} FLEXnet Licens
G FlexNet Licensi
£ FortiClient Sery
&), Function Disco

BES) LM E&FP) &ER)

SHHANENERER, FEHIEERERNENSN.

& Function Disco
&), Geolocation S¢
&), GraphicsPerfSy s

18, Group Policy ¢ . HRA
£} Human Interface Device Service BOE.. .. FAeE. FoxR

LRy pey 8 s e cniies pra—
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2.5 BIREGRERN

KEAL .
T# FortiClient @ LiE L%k, WL KEEAEFTI,
WEFER . BT ENE &R, B4 windows 2L LA RXHFNET “HX

PRk B H A E AL, TR L DA By R4t BT FARRRBUR A Rk B B R R

(A
YT
&8 “FortiClient” %% am “BH" —4F “BUESE" H&ET, BA
B
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WING64 Client Et£

Bl EEE SFEs FEREETE =2 EAEE LEREXR

WING4 Client

prgis-ich TR (.exe)

= VPNCclient Installer
A=+ D:\MyData\Administrator\Downloads
Fhv 21.6 MB (22,670,232 =13)
SHRZE: 21.6 MB (22,671,360 =F19)

SiEatE): 2018578168 , 11:41:23
£ aTiE): 2018578168 , 13:53:31

HIEaTiE): 20185E7H168 | 11:41:23

EtE: OR&R == . EROD-
=2 MR SR, SRR [
AR B, MRRYEE

B Bk T
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2.6 App Store %Az FortiClient

WEAL .
F B K R B, # B App Store # & A 2| FortiClient, i0S % % FortiClient %
Z %k % E 4 App Store, BHFF .
a) M B I0SEAEGEE R Apple 1D, &EKEAE Apple ID;

b) ¥ i0S&k&CHEWENApple DB “FrEM” K E A ELS,
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2.7 Mac OS X fR5alza

WEAL .
Mac 0S X 23 WE “4TFH “install.mpkg” , B H €& M APP store T

#., (can't be opened because it is from an unidentified developer)if 44 7] 74 :

£=2 FortiClient For Mac OS X

Install.mpkg

Faus A

by

Technical Uninstall.app
Documentation.webloc

—

TAF “Install.mpkg”, EBAEARZM App

Store T#.
9_ _ BARSMERIFIZENATFRERES App Store KA,
support.fortinet.com
? 7
VR TT ¥ :
MTTER B E & “RAKRE” , #F “ZLHRA” , AF “FHA .

———— R A B
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n Word X Rig

‘ KFAA
ALARTFIRE...
. App Store...
R {ERAMNINE >
- EEIE.. T8O
AR
- EfEal...
xH...
FHEHE.. 4 8Q
® <o ALRIFIRE Q &%
- : — ®
i 2 = a
EA RHS Dock Mission EESHX| T2M5RF Spotlight bzl
BRRIFER Control
bt 4 e §i: 35 = REIEAR FTEINS BE 2EnE R
BN
iCloud Emg‘,x;ﬂ App Store W4 ®or TR HE

)

mn N @& A = @

|
Touch ID AFP5&4 R Siri BHASETE Time Machine  fHBNTHAE

i &

Flash Player NTFS for Mac

(4

T A B AT
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O < £t ZEM5RF
CilsEl FileVault  BAKIE  BaFA

ELALAFIRESREN  E@BN..

HANERIFERERIPES 18 | EBREABB
ERBUERETRER

v BRAHER

583 Apple Watch 24l Mac

ATFMATAE THAORA:

TR AR RV RFRRILE “EARE .
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@ < ] R 5, Q @%

FileVault — BA:XiE  [8FA

ELALAPREEREN  BXEE..

HANBELFRRBERFPES 8 [ ERBAES
ERBHENETER

ERLMER

#23F Apple Watch 2% Mac

AEFMEATALE THARA:
App Store
App Store MIBIATTHFRE

) IR

~

B AESUREMRs EEREX,

T
=
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2.8 REFTEFTFF FortiClient,“ A JavaScript error occurred

in the main process”

HEAL:

A E Fgdids . A JavaScript error occurred in the main process

o Error
i @ A JavaScript error occurred in the main process

Uncaught Exception:
TypeError: Cannot read property 'TraceLog”® of null
at new Logger (C:\Program
Files\Fortinet\FortiClient\resources\app.asar\assets\js\main.js:3066:40)
at Module../logger/logger.js (C:\Program
Files\Fortinet\FortiClient\resources\app.asar\assets\js\main.js:3100:24)
at _webpack require_ (C:\Program
Files\Fortinet\FortiClient\resources\app.asar\assets\js\main.js:21:30)
| at Object../avatar/providers/baseprovider.js (C:\Program
Files\Fortinet\FortiClient\resources\app.asar\assets\js\main.js:250:20)
at _webpack require_ (C:\Program
Files\Fortinet\FortiClient\resources\app.asar\assets\js\main.js:21:30)
at Object../avatar/providers/googleprovider.js (C:\Program
| Files\Fortinet\FortiClient\resources\app.asar\assets\js\main.js:567:22)
| at _webpack require_ (C:\Program
Files\Fortinet\FortiClient\resources\app.asar\assets\js\main.js:21:30)
at Object../avatar/avatar.js (C:\Program
Files\Fortinet\FortiClient\resources\app.asar\assets\js\main.js:101:16)
at _webpack_require__ (C:\Program
Files\Fortinet\FortiClient\resources\app.asar\assets\js\main.js:21:30)
at Object../index.js (C:\Program
Files\Fortinet\FortiClient\resources\app.asar\assets\js\main.js:2322:25)

windows % 4t Microsoft Visual C++JRAH, FE %%k & # R A Microsoft
Visual C++TF # 4% .
https://learn.microsoft.com/zh—CN/cpp/windows/latest—supported—ve—redis
t?view=msvc—17/0
VT 3%
I H AR Microsoft Visual C++, A R R &AM NVC, A5 # % VPN

From, EREALREHLRK PN E P

Fortinet 2\ ] 27 / 96 www.fortinet.com.cn



=:ATINET

2.9 REER, TERE

HEAL .
B H MR AR A “The older version of FortiClient VPN cannot be

removed.Contact your technical support group.”

@"':'ii‘ ent VPN Setup
Installing FortiClient VPN
Please Wl 5 tiClient VPN Setup X
Status: \ The older version of FortiClient VPN cannot be removed.
‘ ! . Contact your technical support group.
mm —
Back Next

FE BN AR R E, MR R EME
FERTT ¥
a) BEEMN EMEGES" fHTEMKSES
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b) EETEEREEREAKT ForticClient #yiE A&

“TF ZA\HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\”

c) 4w FortiClient 7.0.8, &ATH UM B M*E + &2 A 4%

FortiClient WEZ%(EE, ARFEL &

040F272018C07704A97A28CC4D5IDAAC XX 2 A AH % X 4,

FH R HAT R R VPN B

SRNIHKEY LOCAL MACHINE\SOFTWARE\Classes\installen\Products\D40F 272018C07704A07A2BCCADSGDAAC

~ . Products ~ &R o i
00006109090040800100000000F01FEC (B0 REG SZ WEERE
00006109110000000100000000F01FEC #AdvertiseFlags REG_DWORD 0x00000184 (368)
00006109150000000100000000F01FEC Assignment REG DWORD 0x00000001 (1)
000061091A0040800100000000F01FEC % Authorized UAApD REG_ DWORD 0x00000000 (0)
000061091C0000000100000000F 01 FEC W\ Clients RI(\’MUIII <z
000061091C0040800100000000FD1FEC i
SOiDR I AR BRI %8 DeploymentFlags REG_DWORD 0x00000003 (3)
000061092E0040800100000000F01FEC REG DWORD 0x00000000 (0}
00006109440040600100000000F01FEC EbLanquage REG_DWORD 00000409 (1033}
00006109450040800100000000F01 FEC o PackageCode REG SZ 990B1BCE2FFA04DATEDBIC74BF 16480
000061095 10040800 100000000F0 1FEC a4 Producticon REG 57 CAWindows\installer\[027 2F 040-0CA1 -4
00006 1096100408001 00000000F01FEC ¥ Version REG_DWORD Ox07000008 (117440520)

00006 109810040800100000000F01FEC

000061099 10040600100000000F0 1FEC
00006 109A10040800100000000F01FEC
00006 109ABD040800100000000F01FEC
000061098 10040800100000000F01FEC
00006 109821040800100000000F01FEC
00006109C 20040800100000000F 01 FEC
00006 109E60040800100000000F01FEC
00006109F 10040800100D00000F01FEC
00006109F 10090400100000000F01FEC
00887238D6AESE230D84DCCEBDBYI2T 300
040F272018C07704A97 A28CCADSIDAAC

v Sourcelist
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210 TREFHNRAREEERNR

HEAL

T FRLIR H ok T B B windows 9 A4 T ok 3 B AL B 3 2 3
VT ok

ik —: b B RETATFRER -8 ond, 0 HER & HER

B AT

‘H

SR
SEMNA

s

£ o B HFSHHIE 5
= EEFITHEREE
= EEEHESE

EAT T 54
sc start FA_Scheduler #8501 & P 3 RS

sc config FA_ Scheduler start= auto HREE P Imis N e B
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B BER aSETT

FPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)

er start= auto

IEZ WA MEAT BTN “TPHLE B 3 .bat” .

/ﬁ\
N

IH(©)

&=5(E)

FIEN(P)
§ LEBERSEETA)
E {#H Windows Defenderidi...

& n=

BT HETER(G)
WFELAHIREEN)

ZEEI(N)
()

=&l
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3 VPN iEigia s

Tips:VPN GER R, FR 7R, FATIH T DL B RN i FortiClient $27- i F
Sy, MR 2o BT 4R 2 e 8 R T 5
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3.1 10% VPN BRZ 28I 88T RZX

HWERL, BR: LE2E WPN#EE, PN LS 2 6 T 53k .

| [,T—,'Ei?')'.'VI’N?_rE. VPMNEEESFIRETT S ]

JEYLTT ¥
a) #E VPN H P A 4%, #RA P PR IR ey, PR R] A

& IF % 35 5] F (4 www.baidu.com).

b) 1K Telnet VPN B %, 4 VPN K 4 #i bt & von.fortinet.com, 3% O
7 10443, 7 PC cmd 21K telnet vpn.fortinet.com 10443.

c) & FortiClient & 78 # A3 7 K = 2 b 8 o LT % 7] Internet;

d) BWERAHKAFRER FortiClient, ZEFEHZE
FortiClient,

e) #th# FortiGate E VPN 0 R EREEH, UREFXAF ZREHED

—H R
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3.2 31% RSE[EKRKIUE, BEEFIED

HEAL, & T The server you want to connect to requests identification

please choose a certificate and try again.(=5):

e )

L} REMOTE ACCESS

A The server you want to connect to requests identification, please
A choose a certificate and try again. (-5)

p—
-

1) B3 IE AW TLS1.1 TLS1.2, BL4E % SSLVPN # #: 38 & I
ST ¥
)T IF IE-———Internet &M ————- ® R - TLS1.1 A de ]

TLS1.2 247 B4
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[internetzom 2R
o

l#0 (=2 [Ba (nE |58 |85 =%
wE

[C] BRMEHER P3P 0T -

[ ERiEaiprE=s

] {#M ssL 2.0

[¥] {M 551 3.0

&

[V] {#m TS 1.1

E]ﬁme12
BTt Internet Explorer FRIFjOISEEIE “To ©

Ewﬁﬁﬁﬂﬂﬁf“ﬁm%r”mﬁﬁ¢ﬁﬁ*

[ seirsks o0 FREzhAEqL © ROVEN " dizfT*

O] seirisfTas it FEEERm =

1 i A | L e [T, W P VR R RE -2 0
< i | b

L EEE BN TR B R

o]

[ dEegeE® |

HEE Internet Explerer 195

15 Internet Explorer IR EEAEHAIFE -
BHEENEELT AR ERRATE . ARERANES-

[ we [ :E || EAW

b == —

b)4E DL T W 2 43t bat By R3E4T .

REM: &84 |E 243 TLS1.1 TLS1.2, DA#2 & SSLVPN & 83 2
REG ADD "HKCU\Sof tware\Wicrosoft\Windows\CurrentVersion\Internet

Settings" /v SecureProtocols /t REG_DWORD /d 2568 /f
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3.3 31% TLS IRAARILHES

wERL, #7: Failed to establish the VPN connection. This may be caused
by a mismatch in the TLS version, Please check the TLS version settings in the

Advanced of the Internet options.(=5029):

Failed to establish the VPN connection. This may be caused by a
=\ mismatch in the TLS version. Piease check the TLS version
settings in the Advanced of the Internet options. (-5029)

W=
VPN % smausr002 v
BPE smausr002
WAL s

RS i

1) B% IEZAWMBA TLST.1 TLS1.2, A4E % SSLVPN &3k A 4
TR T
a)#TH |[E-———Internet # M ————- B F———FEE | TLS1.1 Fn e (A

TLS1.2 24T B4
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[internetzom 2R
o

l#0 (=2 [Ba (nE |58 |85 =%
wE

[C] BRMEHER P3P 0T -

[ ERiEaiprE=s

] {#M ssL 2.0

[¥] {M 551 3.0

&

[V] {#m TS 1.1

E]ﬁme12
BTt Internet Explorer FRIFjOISEEIE “To ©

Ewﬁﬁﬁﬂﬂﬁf“ﬁm%r”mﬁﬁ¢ﬁﬁ*

[ seirsks o0 FREzhAEqL © ROVEN " dizfT*

O] seirisfTas it FEEERm =

1 i A | L e [T, W P VR R RE -2 0
< i | b

L EEE BN TR B R

o]

[ dEegeE® |

HEE Internet Explerer 195

15 Internet Explorer IR EEAEHAIFE -
BHEENEELT AR ERRATE . ARERANES-

[ we [ :E || EAW

b == —

b)4E DL T W 2 43t bat By R3E4T .

REM: &84 |E 243 TLS1.1 TLS1.2, DA#2 & SSLVPN & 83 2
REG ADD "HKCU\Sof tware\Wicrosoft\Windows\CurrentVersion\Internet

Settings" /v SecureProtocols /t REG_DWORD /d 2568 /f

Fortinet /X H] 37 / 96 www.fortinet.com.cn



=:ATINET

3.4 40% FortiGate AZ#FW#E (-5100)

HEH L FortiGate does not support dual stack. (—=5100):

VPN Name vpn v
Username tanga
Passward _ sssssssss

B | Warning X

| IFortiGate does not support dual stack. (-5100) ]

FEYLTT ¥

a) FortiClient > F W4k % &

Edit VPN Connection

VPN ‘
Connection Name [Vp” l
Description l l
Remote Gateway [ T l x

+Add Remote Gateway

Customize port | 10443

D Enable Single Sign On (SSO) for VPN Tunnel
Authentication C:‘ Prompt on login o Save login
Username [tanga l
Client Certificate ‘ None ~ ‘

I D Enable Dual-stack IPv4/IPv6 address I

(o | T
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3.5 40% VPN BRZBEARETEEX (-5)

B EAL, #75: Unable to establish the VPN connection.The VPN server may

be unreachable(-5):

VPN Name
Username tanga
Password = eessessseses

Unable to establish the VPN connection. The VPN server may
! be unreachable. (-5)

OK

N5 IE 24P A TLS1.1 TLST.2, DL#2 % SSLVPN % 3 4 1

2)# 4% SSLVPN i 4 & FortiGate i &

BT %
a)3T IF IE-———Internet #H————— B R ———AEE A TLST.A FadefE ] TLST.2

i
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I'lnteme‘t pridin] — — l:@“ﬁ-‘
B =z |BR | PE |EE B | SR
BE

[C] ERASHEE PP W00
[ B sEigirE
[C] A/ ssL z.0 |
{#F 5L 3.0 E|
#HE 115 1.0 i
{#F TLS 1.1
{#FA TLs 1.2
[GIf'FTE Internet Explorer ARTHOIRTSAE AR “Do |
|_I TEFFEENMTL “ HAVERAG " RIS IS T

|—! MRS C0 BEEEIMETE “ RV FusfTe

O] ripsiTeidsiints, BMEseTy S

[ e i ' Al bt 5 1% % 2 LLY _I.IJ_ 11
< [T | 14

TR BEN R NS

»

DEI <<

[ TEEGREm |

BE Internet Explorer HE =
1 Internet Explorer IR EEMNEHARE- F=5)

BHEESEELTEERRIAEN . AR ERRRE-

[ we ][ 3E || AW

b)3E LA T W A 3 bat M RIzAT

REM: 5 2% IE %2 thi o TLST.1 TLS1.2, DA% SSLVPN 4 4 3 4 1%

REG ADD "HKCU\Sof tware\Microsoft\Windows\CurrentVersion\Internet
Settings" /v SecureProtocols /t REG_DWORD /d 2568 /f

C) ik A W T 5] vpn Bk, 2 VPN = % vpn.fortinet.com, 3% B 10443,

A8 2 4E L B T3 8] https:/von.fortinet.com, E&FRNTIEH R T2 R EE

FortiGate iL+ —%, W AF—%, FERENLEZTA T RARFEES

YAl 4, WRFRME, WK
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3.6 40% T 98% FTiEEIL VPN iEHRE.VPN RS =E I 8ETGEE!

1£(-5010)

WEAL, #TF: von EHFWE 40%K3 98%, 7 L3EZ I VPN # 8 .VPN

B 428 W] 86 % 3] 34 (-5010),

R 98%
VPN i p
;151 tanga
BAEERS  ceessessssessencanens

2025/9/2 15:45:52

2025/9/2 15:45:29
2025/9/2 15:44:25
2025/9/2 15:34:19

2025/9/2 15:34:03

2025/9/2 15:28:40

Pt 40%
VPN iiE
ARE tanga
WAER

mis
=57 FEeIFE
DL
SSLVPN | FomsTveNERE VPNESEAIREAEI (5010 |

SSL-VPN JUHEIVPNIERE. VPNIRS R FTAE L% (-5010)
=3 TCRI FEERT
=i ORI FEERT
s oAl FEERT

F YT 3

a) A & R ATH cmd, E4T netsh winhttp reset proxy.
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3.7 48% RSA new pin is wrong

HWIEAL . ZEH PN T RSA new pin is wrong, VPN ¥ W 46%—48%.

(!IE

[ RSA new pin is wrong. (-7201)

n

R T7 3
F O IEMARKE, FrREHHWIERAK, EBJERT AR,

https://www.microsoft.com/en—us/download/details.aspx?id=41628
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=:ATINET.
3.8 48% BNAFPZFEZBNEERIERS

RKERL
FortiClient 6.0 A E S VPN B4R 7. “REBEZEMEH, EWA P 4K
FEHMEEASEH.(-12)”

B Warning

Unable to logon to the server. Your user name or password may
! not be configured properly for this connection.|(-12)

l HRE

FortiClient 6.4 JRAE 3 VPN Bt R 77 :  “Jo k2 VPN 38, VPN A48 9
B K (-14)”

Unable to establish the VPN connection. The VPN server may be

unreachable.

FortiClient 7.0 &k VPN B 427 “H A% SSLVPN B E 4% (—-7200)" -
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® ' Warning X

| Credential or SSLVPN configuration is wrong.|(-7200)

OK

TR T %
a) HMX LDAP WK 5 B R & EH,
b) At LDAP K5 & & A & RMIR .
c) WIKEFHHMIKET XA FREKST FLEEEHUKEHENRE S
R o
W E| FAC AIE R % # 24 FortiGate e & & [ H &

a)SSLVPN i P Fr & 89 group % AR, w TEHE X

Remote LDAP user authentication with no token failed: user not fitered by groups magh

o) Al P 4 B E B N4 R

Remote LOWWP user authentication with no token failed: invalid password test111

WFAC HE R T EME RS, EXEFRERTAEMLEH, ZNEE IEX

X

A B

(o]

&
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U T P REE T K E AR B, #AERE KRR E .

a) #%& SSLVPN B RMEE A2 L&, wTHEXR

GUI B & Z77: Log&Report>Events>VPN Events

Log Details x

2022/01/07 16:16:32
16:16:32

root

SSL VPN login fail

Group N/A
B De
Destination Host NJ/A

stination

& Action
Action ssl-login-fail
IFI'.e?sc-n sslvpn_login_permission_denied I

& Security

192.168.1.2

(o]

ssl-web

550 user failed to logged in

riginal timestamp 16415433%23025177300
+0800

010103%426

event

vpn

CLI BEX R R
execute log filter category 1

execute log filter field subtype vpn

execute log display

1: date=2022-81-07 time=16:16:32 eventtime=1641543393025177404 tz="+0800" logid="0101039426" type="event" subtype=
"vpn" level="alert" vd="root" logdesc="SSL VPN login fail" action="ssl-login-fail" |tunneltype="ssl-web"| tunnelid=0

remip=192.168.1.2 user="aaron"|group="N/A" dst_host="N/A" [reason="sslvpn_login_permission_denied" [msg="SSL user f
ailed to logged in"
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(. BARLIHFEE VPN B Y RBER, B4 log BT NFE

tunneltype="ss|-web", B FTE®¥ A L. XEF N Y FortiClient 2B 3y Rr i 4 X,

HEEw, REY LB HITPS 18 URL, Eih, EEFRGZH, BXEER

FrRA ssl-web B, ARMERAET LG, FRFLHNHEERFIH—FBF,

BRA ssl—tunnel R, e FTEF R, )

1: date=20822-01-07 time=17:24:21 eventtime=1641547461585427301 tz="+8800" logid="0101839947" type="event" subtype=
"vpn" level="information" vd="root" logdesc="SSL VPN tunnel up" action="tunnel-up"|tunneltype="ssl-tunnel"|tunneli

d=1887773957 remip=192.168.1.4 tunnelip=192.168.7.1 user="aaron" group="N/A" dst_host="N/A" reason="tunnel establi
shed" msg="SSL tunnel established"

b) AT K#E LMRIK T LRI, RIER B RZE group IR

& JF 4 diagnose test authserver <flt % 2 £ Al> < £ B 4> <7 A

%> <FEHASM, 2l LDAP A P, W4 R T H:

FortiGate-VM # diagnose test authserver ldap FORTILAB aaron fortinet, 123

authenticate ‘aaron' against 'FORTILAB' succeeded!
Group membership(s) - CN=Domain Users,CN=Users,DC=fortilab, DC=com
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3.9 48% ERFITE 48%TEER

WL 3 PN F 48% R A, Uk HESE

Upgrade to the full version to access additional features and receive technical support.

»

R 48%
VPN i = v
BRE W |
gﬁ}\% amssressanes
EFET

RT B BArAER PN ZPomtkEr X, RER S AL [ UEERH R

ERWAEF], WRL, RO AREHTRERETE, REET.

5 FortiClient VPN [Ei&

AMRHEFEAREEE MR
BIEERERE

x

= HRER LS

I sy s

AR

8 {i(256)&

&m2RE

LIEEREGEGIER

gdows LIEETHE, B=lE0R

FA 640 x 480 REL LT

izt EsLIEs =

E¥= DPI RS

G EarERreE

e B REFA)
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3.10 68% VPN BRZESnIBETG XX (-8)

HEAL:

SSLVPN & [ %k 32 7= “Unable to establish the VPN connection.The VPN

server may be unreachable.(—8) (Fik# i PN # 8, VPN R 42 7 it T %k 5l &

(=8)" , mHMERETHF ZREREHERA P 4 EHEE, $RAF#HEL

BB VPN

B | Warning - ) ] B X
Unable to establish the VPN connection. The VPN server may be
unreachable. (-8)

e
JEYLTT ¥

a) FATEA AN ERERE M,
b) ERAUTHAENKFEEEEER P EHEZRAH, ZREFUL

RAEREK,

set login—attempt—Ilimit 2 AP TERBEEAH (RN 2%)

set login—block—time 60 EELRANKFER P EARK (RIA60D)
set login—timeout 30 AP REERARERA 0D, RAEATERARE
GEREZ 23 P S S35 E )

C) EAUTHLENKBFEEREHFIL, TR P EIE IP EHEA,

diagnose debug application sslvpn —1
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diagnose debug enable

:66]req: /remote/info
:66]capability flags: @xdf
:66]req: /remote/login
66]rmt_web_auth_info_parser_common:47@ no session id in auth info

:66] rmt_web_get_access_cache:818 invalid cache,
:66]User Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1) [Sv{v=01

:66] rmt_web_blocklist_checl 68 locked: i=0,host=192.168.1.3
:@]ssIvpn_find_err_msg_array:358 Can't find the value for key: sslvpn_logindisable_errmsg

:66]req: /remote/logincheck

Fortinet /A H]
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3.11 80% VPN BRZESRIRETGZEX (-14)

HEAL:

SSLVPN % [ % & =~ :  “Unable to establish the VPN connection. The VPN
server may be unreachable. (=14) (Fik# s VPN &% 4#, VPN AR 428 71 & T % &

*k(—14))" , ZREEGTHAEAEEHN VPN TSN

Save Password Auto Connect Always Up

Unable to establish the VPN connection. The VPN server may
! be unreachable. (-14)

oK

RT3
a) A% FortiGate £ VPN>SSLVPN 7/, & P2 %A 7 A B4 %0
von 11/, JFETFPERT BREER,
H 5% R P SSLVPN I/ 7 %
WA IAC LA PEES SSLWPN TP, EEHERITHIA, THZEN
SSLVPN [TP & AEHEE, HUNTHFRHALHA P ZEHEHETF
1) Bk EREHETH P KRR, A, FEAE SSLVPN [T

PRAZRFPALEAEITF, ERFARUATAAE, ENAF 2L
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BB BN T P

2) WA PAFAETR P KR, REALTHANG KIFRE,
MLFENR P NARBIEITF, TUA P TEEBRATTF

) WRAPFELNA, WLFERER P PR PTH AWK, N
g, F—RFRMG KR, HEW R4, FEAZANA

BRI, BMA TR BRI,
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3.12 89% FXiEE L VPN E#.VPN BRS52E 0J BE T & B X
(-5053)8%(-5052)

| AT —HZ:89% |

VPNE&H | v =
174 |
JRI—F ﬁ
N
I
41
@ tortiLlient - Zero Irust Fabric Agent - X

X EEEE 25

S
2025/9/2 16:15:18 Es) JoRlFREST

LIEEE
2025/9/2 16:14:59 SSL-VPN ToAEV VPNIERE. VPNIRSSBRaTAE T £ 3IK (-5053)
2025/9/2 16:13:23 s JoAlFREST
2025/9/2 15:45:52 g JoRlFREST
2025/9/2 15:45:29 SSL-VPN J_EENCRLRAEY VOMIPEAETE ST, L T)
2025/9/2 15:44:25 SSL-VPN = TR S TR | v
2025/9/2 15:34:19 =0l JAI RS
2025/9/2 15:34:03 EZ) FoalFEST

RSy %
a) il &%userprofile®\appdata\local\FortiClient\fortisslvon_ xml.txt,
b) 42 %userprofileb\appdata\local\FortiClient 42 By X 3 Fn |

KA
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3.13 (Error=-20199): 95%5%kMURR “ TERERSEE"

B EAL, #75: Unable to establish the VPN connection.The VPN server may

be unreachable.(=20199).

Warning “

. Unable to establish the VPN connection. The VPN server may be
A unreachable. (-20199)

OK

# B RAS (Remote Access Service) &2 F 2B M (WEMEFHEA. 91,
xB®K), XS BRESEZEELK;
ZF5 #& Windows VPN AR & AT B, BB VPN MF#H &R A (E% Z2 AR

N ) .
@Qﬂ@' « FIEEL. » PIEEEE > ~[4]
oy SHEERERE gEEEE EssEE » =~ 0O &
e fortissl ""-.- s
- "Z:_ EirTEE i s i
-‘ltj' PPPoP WAN Adapter x = Intel(R) Ethernet Connection (3...

FEMEEE

TP-LINK_7-1409

Intel(R] Dual Band Wireless-A...
FoEEM AR 25

FiE=

Microsoft Virtual WiFi Minipor...

SFEHET. ki, MIFSEA

ROV P ERER—BHEGE, RETFHETRK, ik d L2k LMk
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B 15 % Windows 2 4L & 5| 4,

ey

A 2

FortiClient H &4 T, &3 PN Bk & # PN 84T 4
2018/9/29 9:23:10

L5 #EH & 1d=96870 user=xxx@xxx.COM msg="Logs were
cleared"
2018/9/29 9:23:19  #4& 4 E&  1d=96840 user= xxx@xxx.COM msg="Fortiproxy is
disabled"
2018/9/29 9:23:54 bk

VPN 1d=96603 user= xxx@xxx.COM__ msg="SSLVPN tunnel
connection failed (Error=—20199)."

remotegw=xxx.com vpnstate=connected vpntunnel="SSL VPN" vpntype=ss| vpnuser=cllin
RS T 3

## FortiClient FFE % G IE % T1E,
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3.14 95% EFhkMIRTIEZFRI LR (%)

WAL, BT WAEKXF T Forticlient FHH T L& w5 HKIE,

IR ML EHE R

HEEH TR H:

T e Bl da bttt d s A A i g M
PEAEI hlIhﬂmsﬁifjbxh§ﬂ§$5‘§5§E%§¢E

B

FRSR T ¥
1. #THF cmd % J& #r A\ compmgmt.msc

|_|:l||§|—§:h1

-

B C\Windows\system32\cmd.exe

rosoft Windows [f7F 6.1.76011 N
F[_ﬁ (c)» 2887 Microsoft Corporation. ‘[%Ehﬁ_ﬁ il

m.| »

C:=“lsersspknan>compmgmt . msc

C: llsersspkman_ k
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EEkEEER

IEF)  EBEA) EB(V) EEIH)
=@ =8
| E TR | £ B
‘It =eIR il =4TR HENEEE A
» @ EEituEs E2rpz asE
B @ EHEES i BENmEES
bl HEE
3 ak* FiHERFHER
b (&) =82
= REEER
4 B
= BEEE
b By BETRERE
i P 4% B A
s e
o BEEES » 3 EEith
4 = (3 JZ O (COM #I LPT)
= masE b7 AL
b By BETAEEE b s
3 O AEEE EE

b EE. MHIRGESE

b S EaE

b § ERSTEEEE

(> 5 Biias

D ‘N ﬂﬁl—ﬁ‘ s
b8 EgEE

bW SERE

4, EEAR L HHERE
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il
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¥
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o
&

Check Point Virtual Network Adapter For SSL Network Extender #6

' Check Point Wirtual Network Adapter For SSL Network Extender #6
' Check Point Wirtual Network Adapter For SSL Network Extender #6&
' Check Point Wirtual Network Adapter For SSL Network Extender #6

0
1
2
3

Check Point Virtual Network Adapter For SSL Network Extender #64

' Check Point Virtual Network Adapter For SSL Network Extender #8
' Check Paint Virtual Network Adapter For SSL Network Extender #70
' Check Point Virtual Network Adapter For SSL Network Extender #7

Check Point Virtual Network Adapter For SSL Network Extender #7.
Check Point Virtual Network Adapter For SSL Network Extender #7.

' Check Point Virtual Network Adapter For SSL Network Extender #7.

5

4,
2
3

Check Point Virtual Network Adapter For SSL Network Extender #74

Check Point Virtual Network Adapter For SSL Network Extender #3
Check Point Virtual Network Adapter For 5SL Network Extender #9
Fortinet S5L VPN Virtual Ethernet Adapter

Intel(R) 82579LM Gigabit Network Connection

Intel(R) Centrinc(R) Advanced-N 6205

Microsoft Teredo Tunneling Adapter

PPPoP WAN Adapter

RAS EfiEReE

VMware Virtual Ethernet Adapter for VMnetl

VMware Virtual Ethernet Adapter for ViMnet8

5. ZAZRNERBAL SR FEFIMBRTE S AN NELEEWSE, £ &,

£

B EEFEEP). .
ER(E)
EEE()

et R EA)
ETE(R)
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RTI

NET

R BEN BBV B

= A1E EE =
& i EfEEEE) b+ DVD/CD-ROM K555
4} ZHTE b e IDE ATA/ATAPI 225158
b () EEaEE b meaE
« [ su=== o0 aE
b [ SR viE b BT
¢ [ Windows B3 by FAEE
RERTESER| o ¢ TR
b it

.

» 7 0 (COM #1LPT)
b | SERIREIFRERIES

¥ Check Point Virtual Network Adapter For S5L Network Extender

Check Point Virtual Network Adapter For SSL Network Extender #13
Check Point Virtual Network Adapter For 5L Network Extender #18
Check Point Virtual Network Adapter For S5L Network Extender #22
Check Point Virtual Network Adapter For S5L Network Extender #23
* Check Point Virtual Network Adapter For SSL Network Extender #24
Check Point Virtual Network Adapter For S5L Network Extender #25
Check Point Virtual Network Adapter For SS5L Network Extender #26
Check Point Virtual Network Adapter For S5L Network Extender #27
Check Point Virtual Network Adapter For SS5L Network Extender #28
Check Point Virtual Network Adapter For S5L Network Extender #29
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3.15 98% EEMAFAIRE R

% B #; % , ¥ F : Unable to establish the VPN

connection.(E=98,T-981066010,MI9,R10)

== e

Unable to establish the VPN connection.(E=98,T-981066010,M99 R10)

B=E

VPN B b B (R R 42 O8% v #t E . RAXMIAL A LMHERE, TEHREIUANE
R A
Windows 8.1 #1 2012 R2
B Windows 8.1 A1 2012 R2 # # Microsoft Windows OS [F] A 5] 42, %
% T B AN T B BT DA AR A A ] AL

https://support.microsoft.com/en—us/kb/3046798

Windows 7 =& windows 10

a) &% Windows 10 = windows7 #, SSL VPN #m k7% 9%t &, #
WE B,

b) FortiClient XX\ fHék %k, & E# %% FortiClient, HEFXFRMHH &
BEREHE,

c) BEIEXMEHEERETRE, 37JF [E->Internet # I
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b4

-a0 | E=.

#a |z= |mu | [ == | BEFANISE x
e =em emaisE, Beaw asw saEE
SOEELEITIIE. ERAEREYIE, SYASYES.
B
fortiss| EN0..
l2tp
S50 VPN(P)... HHER)
BE® | rERzS
EEssEEEcEESE FEEE = | % LAN SEREES SIS ETESE VPN SE0 |
fBE: 1.0 |#om: [0 || mmo
DEFHssEF AR ERESE)

EER(LANES

AN GEFGAESSEE, NTHESEE, 82 | BERESD ] SEFIHE Ot EEEiess  EBoe
CEL E

LERRE .

WA Internet EI>H R, ®F “EE” X IEXBEELEWERA.

Internet FEIR ? X
=i =2 |Ew |mm == |es =R
=t
-
AR HTTP 1.1
FEER HTTP2
ETRERER HTTP 11
0 =2
[ FshnEmmrs
[ it o5l Z i e
[ #imas2arE=" Internet T30 S04
EEAOENEREEERE
[ #EEsHIiEEEsE
IEEAT RIS
. S POST EEREIAAFEENRE R HES
EF DOM ﬁﬁs
< S G : : - >

AT SR

EESREER)

EF Internet Explorer 28

1% Internet Explorer BEEEAHEHINEE.

DEmilisER TR E, ANERLEE.

[ e |
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3.16 98% BHAM-BRFREM (10 RESAM 1-3 KE

")

m

% B #; % , ¥ F : Unable to establish the VPN

connection.(E=98,T-981066010,M9,R10)

= i

Unable to establish the VPN connection.(E=98,T-981066010,M99 R10)

B=E

VPN 4 0 i1 R AE O8%EN Bt , 10 RN EREBEA T 2RIy 1-2 K-
. LK A windows By FortiClient 2% %, %A & £, &% FortiClient

HWHESREF=D0 HA=065, HEELHT:

info: SsIBlockingRead(00000218FA375A A0, 0000003A460FE4606, 59, 5000) done.
(n=59)

RV T7 3k
BREMR FE X A4 windows | (macos, linux &4 ) , (B2 [a] B oy Ak 2
% Fortigate EsLalHy, % ZE A% Fortigate By IR A% V6.2.4 build 1079 2 LA £

B I o
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3.17 98% ZEhhskMZRFI-rootkit 23

% B #; % , ¥ F : Unable to establish the VPN

connection.(E=98,T-981066010,MI9,R10)

s =X
Unable to establish the VPN connection.(E=98,T-981066010 M99,R10)
BE
B L

Windows 7 £4 " 7 rootkit g%, SEREH T,

1. #ZFortiClient REBXZA N “FREL" , BHEELE “Wd X"
XEFEEHS.

prat -]
v &4 ’
ShEzARLEEN n|
TEES: O enTessEs
© REEEFHRT
*HE
sEmEEEAE: [ wen [V Telemetry
s EE
e
AEXH

1

¥ VPN &
ClEsaamveN
[CIPreferred DTLS Tunnel
> HASRE
FEFFER
Orsas Oeens
l__‘fh S LT

FEie

BE

RS Y rootkit & M EFE B & 7T LA 2| SsIBlockingRead #y timeout R 4%, 40
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T

2018/8/9 EH#W T4 11:54:31 4% VPN FortiSslvpn:  5888:  error:
SsIBlockingRead() timeout. (tm=5000, n=-1)

2. TR EE (0 KIL) 248 R https WiE$ F 713,

% EHEEF =S

218.19.46.219 WEER DS LRESITILMY. HESSMNEBELS. Firefox FRSHMEERTER,
VR T .
e EEIE, BE) Mozilla iRBI S=EEER

3. EBRFM M E, A https 7 B FsE #8488 % — L, o TER
W& BRI login.yahoo.com N EREZNIERER, NMEBERE

FE— P MEREBMAE A RRNERE .

FUBT A i o A2 I A B F AN AR ] B 3T OT hittps B9 W3k, SERR IR AR #

=4 —
s %: IE] — o
n Certificate *

orerl etnt_cotgton Pt m

) Certificate Information

This certificate is intended for the following purpose(s): g s =1
» Ensures the identity of a remote computer
RXAEBRBRNT:
+ RERTE I EN RIS

*Refer to the certification autherity's statement for details,

Issued to: *.login.yahoo.com

kS :  * login yahoo com

Issued b* DigiCert SHAZ2 High Assurance Server CA I

- IGlubalSlgnalure Certificates CA 2 |

valid from 2013-07-17 to 2015-09-14
HHEN  zme- 07- 18 B E01e- 09~ 14

Issuer Statement FEEIRER 5
THEEERIEHES
T

FESRT7 3
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3.18 98% EMKMEM-EhBRERT

HEAL:

SSLVPN %[ 2lgf42 5 “Unable to establish the VPN
connection.(E=98,T-981066010,M20,R10)”

1547 FortiClient # diagnose tool

% Diagnostic_Result\FCDiagData\general # SystemInfo.txt & 2| X & & & B
# Check Point Virtual Network Adapter ## Microsoft ISATAP Adapter, Ak
FE A 365 MEELAE,

R T7 %

BIE AR MR E T B 2K 7 Ak, R E B £ & windows 0S.

2R [00000314] Check Point Virtual Network Adapter For SSL Network
Extender

ERLE A Ethernet 802.3

PR A Check Point Virtual Network Adapter For SSL Network Extender

U&=

PNP #% IDROOT\NET\0114

FREHE  2018-8-22 13:58

5| 314

K55 £ F% VNA

IP Mkt AT

IP K A" H

BRIN 1P S ASTTH]

DHCP B8 H =

DHCP fks5#%  ATH

DHCP 4 iimtal - AFTH

DHCP REFFHLI BB AT H

MAC Hbfi:  54:31:73:AD:97:3A

IXEhE % c:\windows\system32\drivers\vna.sys (83.3.20.4, 157.48 KB (161,256
F75), 2015-2-23 11:21)

2R [00000355] Microsoft ISATAP Adapter
WA KA Tunnel
FeEmZER Microsoft ISATAP Adapter
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o R

PNP %5 IDROOT\*ISATAP\0228

bREE 2018-8-22 13:58

%5l 355

k4% & H% tunnel

IP Hitht: “ASw]

IP FF AT H

BRI IP 5% ASTT

DHCP B EH =

DHCP flkg5#%  AWH

DHCP FHZ)d AR ] ASATH]

DHCP 3R AnTH

MAC Hbht  AAH

WX c:\windows\system32\drivers\tunnel.sys (6.1.7601.17514, 122.50 KB
(125,440 =#7¥5), 2010-11-21 11:24)
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3.19 98% EfRMEL-IKRFKK

HEAL:

SSLWPN & K % & 3 # & : 7 Unable to establish the VPN
connection.(E=98,T-981011001,M99,R10)”

] 25 7 B 25 w0 T B AT

— | =] ﬁ‘
G| ¥ » momE » meEi intemet » FEER > v 4 || 2= sz o|
g Bz~ 01 .@.
L“" Bluetooth FIEERE - fortissl L"' s
eSS AN i > Rt 4
x g Bluetooth =& AXERM) ﬂn:‘ PPPoP WAN Adapter W= Intel(R) PRO/1000 MT MNetwor...
[ it 2
> B=A

@ Fortinet SSL VPN Virtual Ether...

1547 FortiClient #9 diagnose tool
% Diagnostic_Result\FCDiagData\instal | #y setupapi.dev.log.txt ¥ LL & & 4

T Z R EE, —REIZE E e, <&M KI5 A iR

AR
M ndv: Device install failed for device.
N ndv: Error 1460: This operation returned because the timeout period expired.
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ATy % -
WHHM, FEFRIAMEERAR P, FEHA P TELR, HELT:
ANFRAF, £FOAE, AERITENEE,

(F10SX 10.11 | (5 Windows 10 x64 Ay RES * |

EFFIIEER)
ERIEN(0)
SUEEEV)
()
BEEESEM)
PR (W)
EHEEEK

Q)
(SER)A)

EEEEET)

ERERP)

MHEREESEE)

#E()

EGR)

SHIEEH)

SEE)

s N EAERLE] . EEIRE AR R Cirl+G.

VG N S
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& ENeE
IR BfER) BBV BEIH
e | nEd=  BE

& R () " E=
¥ ﬁ'.f EHRIE &Adminis{rat‘..
> @ E=ituEs %, Defaulthce...
> @ E»{EEE% Bl ex liuyb
; i %:z;j:fﬂiﬂ &J:Guest
Bl

e o5 5
v B8 =i SHAEL)...
mmams — >
> By BT
HFIE0) >
R

EEN(H)

R
EET A RSN
EREENAPER.

ek B A AR ...

BEREE

SR .
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& HENEE )
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O ESHuE
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R
v B T
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.g F
& Peopie

#) Mozilla Firefox

B calalstor

BEH)

=13

P Administrat...
W DefaultAce...
Bmty

5 Guest

B test

2E

AP

-
EEENRSREK"
EREBENECRS,

SURRIAIET BYUAERAR...
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R) Tons

R wwms

SRE R T T

HftbFF
I

SSF:CN

ESRBEAEE?

5
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s

WANANBIE L \test(ERNB L REF A —HT AR, #F
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XF T E B ERN):

K

HibFA

= ?233\test

\ELEAPE,

(AR RFER) |
I3\FIBFE,

i test XN H it A7 26 .
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3.20 98% EHMFAXRMIKE

HEAL :
SSLVPN & i & Mo f 8 7 98%J5 , R A=, {H&EH KK,
BEEEEEZXANEERZEARER R4, FHEFENEEERA
% F Fortinet WWE MK £, FortiClient — ER FEAZ AW ETF, —H

RrER, ERERARTEEZ AR ET,

EMHFEREwTHE:

v O RS
I Intel(R) 82574L Gigabit Network Connection
- I WAN Miniport (IKEv2)
B PR - I WAN Miniport (IP)
1 @ 2UEE > M Internet > REHSE vl I WAN Miniport (IPvG)
& WAN Miniport (L2TP)
an = WAN Miniport (Network Manitor)
l:.. Ethernetd & WAN Miniport (PPPOE)
S0 mmo 5 WAN Miniport (PPTP)

T Ine!(R) B2574L Gigabit Netwo..
ntel 5 igabit Netwo. & WAN Miniport (SSTP)

EEST]
& e
& S
P FAREE

FortiClient —HETZZMHAME

@ FortiClient System Tray Controller
3 FortiClient 2E 37
IS SHELL LT FortiClent AT »

Fom ERERAlh.
MEEFES LERR . FoE TER.

TEE

FEYLTT ¥

DevicelnstalIDisabled B 4 27 F G @ E 1, HHEMrHE N 0B ¥,
HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Devicelnstal [\Par

ameters\DevicelnstallDisabled
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HEHNHKEY_LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Devicelnstall\Parameters

> ConsentUxUserSy a || 28z E-=id) =
> CoreMessagingR _._!.] (BRA) REG _SZ FEFEE)
Corell 3] ServiceDl REG EXPAND S7  %SystemRoot%%\system32\umpnpmgr.dll
> [ CPKTHWU 3% ServiceDllUnloadOnStop  REG_DWORD 0x00000001 (1)
g ) DeviceInstallDisabled REGDWORD  0x00000001 (1) |
CredentialEnrolln

CredentialEnrolln
crypt32

CryptSvc

csc

CscService

dam

> DClocator
> DcamLaunch
> desve
> defragsve
: DeviceAssociatiol
% DeviceAssaciatiol
, DeviceAssociatiol
Devicelnstall

Parameters

>

Triggerinfo

. TR S A
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3.21 98%aFF IR

WAL #8 PN £ 98%, 2HIARFEEFIAL

(RS SRR , REER,
HAN QU ERREE | RERREREE,

100% 5ehk

BXEREHHE BT RRIMATSTE | R
hitps/ . windows.com/stopcode

MEEEEAL , WEATRMLLTER
5 1H§R58 SYSTEM THREAD: EXCEPTION_NOT_HANDLED
SAEME: ndi.sys

BERE: 2RW1FH#% portal S E WA ZAL, BITT . ## portal
o VPN T, 2 £ R

VT 3%

A EHER] . £F [ W4 R Intermet ] , THAMLERE, H&
FortiClientVPN & F 3 I+, & & B £, 4 “SIMATIC Industrial Ethernet(1S0)”.
“Sienmens PLCSIM Virtual Switch” #r “PROFINET 10 orotocol (DCP/LLDP)”
WA, BUEGEE T T A g R

@ Proprieta - Ethernet 2 * pnina connessione Cambia impostazioni coni
| Rete  Condivisione i Ethernet 2 l
o Cavao di rete scollegato
Connetti tramite: ) ﬁ Fortinet 551 VPN Virtual Ethernet ..

| & Fotinet S5L VPN Virual Ethemet Adapter

o]

La connessione utilizza gli elementi sequenti:

‘?Forti(]ient NDIS 6.3 Packet Fitter Driver ~
4 Protocalio Intemet versione 4 (TCPAPv4)
|:| .. Protocollo Microsoft Network Adapter Multiplexor
LPROFINEI’ 10 protocel {DCP/LLDP)
Y Dmrer protocollo LLDP Mmsoﬂ

i 50)

A Frotocolk: lntemet versione 6 (TCP!IP\rG} w
< b3
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W T FortiClient NDIS 6.3 Packet Filter Driver
I' ¥ T Siemens PLCSIM Virtual Switch I
¥ 4 Internet Protocol Version 4 (TCP/IPv4)

{ O Microsoft Network Adapter Multiplexor Protocol
I ¥ « PROFINET IO orotocol (DCP/LLDP) I
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3.22 98% EliKMERBRREIRE

HEAL :

SSLVPN % [ % Tl 8 72 98% 5, AR, EidE#H KK,

A B IS F A PR, JF BAS & A 48 & Windows Home iR, #n R W T 7
fE, EHB T A EBRAE
RT3

FEEAE R E Windows B9 EERAKE, EH 4%k FortiClient,
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3.23 VPN &E&EETEHREN A

a) WEMER P REFF MR (B IPHILFsg o EE) .

b) A IXATEY 7 [Pl 1L A2 T D A L ) 4 S FEL T
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3.24 VPN EEETEBDEIAA

it EEmkAE, ERERE PN ERFNBHEAE, wTH, £EUT
FAA W By B i P K A 172.28.x.x:
70.0.0.0 / 255.0.0.0
172.16.0.0/ 255.240.0.0

192.768.0.0/ 255.255.0.0
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\zlin>route

0.0.0.0 0.0.0.0

0.0.0.0 255.0.0.0

TEBERE -
TEfER b
TEfERE -
0..0.0, 1
TEBERE b
TEfEk b

™

IR EE R FERARREU LB EAE, BUPAT T 1E:
1. EHEHE PN,
2. WEARMERIEE BRI,

3. EH VPN B R,
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3.25 %# VPN &7 “You already have an open SSL VPN

connection”

KEAL

RETIARIFEA AT 2N ERE:

1) St AR B IR B K VPN

2) AN VPN B FLAE IE BT AT VPN 4, 4F IE 3 P T VPN B iy R L

paning
[aYaxy
=

a) WL MMIEH: VPN BT 4

b) AL B VPN BT & T,

>

C) B g VPN B FLALER BT R
d) TARERFEETRTF,
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@ FortiClient
Xt BE

............

COMPLIANCE & TELEMETRY (

You already have an open SSL VPN connection.
! Opening multiple connections is not permitted

Do you want to proceed and disconnect your other connection?

L} REMOTE ACCESS L

————

TETPETITT

You already have an open SSL VPN connection

ST

WNFERE-—NMKETRERT—NHFERE, HAREERFELE “2

(Y) 7 RSB FHER
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3.26 VPN it FTES AR~

%L Forticlient &% 2| VPN % 4 5 3R B E| VPN o9 H 4k, (2 2 1T

ipconfig &&, WPNRIEEEENE EMNE £+, SHLET L5,

R T7 %

Flnetshell TEE#HEA, B A forticlient & A netshell 5 NHidk,
s F AT LAF 2| forticlient TE Lt 2 E# Y, EELEE NEI M+,

WINTT %% 7 KB2693643 % 2 netshell i, KB2693643 %2 )& T WIN10

By, RS WING, T A2 KB D AR L
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3.27 EREMKMEIRELEE

% B #; % , ¥ F : Unable to establish the VPN

connection.(E=98,T-981066010,MI9,R10)

Unable to establish the VPN connection.(E=98,T-981066010,M99,R10)

BE

PERG: DA RARIY RN T OISR LS H B
R S K % TAC:

1. %& FortiClient W X > EFEHEEXZRAN K N ARG E, aEHE G,

FWE M VPN, srEFml IS d logo

i &R
v &% ~
EHFEERLHER =111 e
AR O BaTRE%TS
@ ERFEHOGRT
v H=E
FEEEERAE: [vven [ Telemetry
vEm=E [V Es

BER3I EEFEEN

BEX# %%%E: |gi‘—:§§
¥ VPN #1

[l=smsmven

[[]Preferred DTLS Tunnel
vEASEE
FERMED
Orsws Oaews
B ssaupiEEgs BE B

2. 7 FortiClient 894 T @ about #4TFF “diagnostic Tool” , Z L A4 ¥k

ERGH MK EE, DB TR ES £ R — Diagnostic_Result.cab XU,
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@ FortiClient
XiF EEE

= X
FO rtl Cl le nt ‘ E] Diagnostic Tool
FAS: [ A 68 B |
uID2: 094F60D0SE1IE451FA437FFBF0 o | =

PhAS: @ Updating 6.00012
Anti-Rootkit: @ Updating 2.00062
Vulnerability: @ Updating 200028

PRiGE: @ Updating 67.00734
BhimE iR © Updating 67.00674
HBREE @ Updating 67.00698
Vulnerability: @ Updating 100184
IRDB Signatures: @ Updating 400455
Sandbox Signatures: @ Updating Unknown
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4 EpP i hsiag

4,1 HIEARmE VPN B {EER

BRUBRERERAGA T FILERFFEEEAT HM PN,

4.2 BEiREER{ihee

R P ZRE R RERERLLEZT 2K FortiClient TEEA,
[ fk FortiClient % 3% B SR H AL T R AR %

AP EREHE FER S FortiClient, E B HE#H L% FortiClient,
4.3 5 Cisco Systems VPN Client 5.0.07 &$138

FortiClient VPN 5 Cisco Systems VPN Client 5.0.07 A %, % Cisco VPN
Client 5.0.07 # FortiClient VPN #f % % # Bl — & Windows ++ &AL L&, #m R
A FortiClient Z3r IPsec VPN i 82, W # 4 H 3L IE B SLHLIL L . Cisco VPN Client
5.0.07 FHEBER b L #, 2V EA Cisco AnyConnect 3.1 R EF A, X &

Cisco Systems FRM 44, %% Cisco Anyconnect Ja, F&m R,

4.4 TI8E5 NDIS6.1 (windows) VPN ZEFiRH Hhse

FortiClient # A Windows 10 # Microsoft Windows NDIS6.1
https://msdn.microsoft.com/en—us/library/windows/hardware/ff556027 ., # % f#

MBI E W E =5 M FHRFS FortiClient A %, DL T & 4o p Fl 27
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e Pulse Secure (Junos Pulse Client)

e Dell VPN (Soniclall VPN )

4,5 E8 1/0 BEE#iTH

"ﬁl _VPNclient 2285 M

EE 1/0 BFEH{TH -

ERENEERIAUN ENEE G, T
C:\ProgramData\Microsoft\Crypto\RSA\S—1-5—18 fi| 4 B Tty >C 14 BY 77

RENEHEIRR
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5.1 HEttZRKM-VPN K RE

a) BEELEHEBEONLER ST, PPPoP WAN Adapter JF 8 3 IF #3547

v O =S
I? Intel(R) BZS?QLM Glgabit Network Connection

P VMware Virtual Ethernet Adapter for VMnet8

b) ZELHEHROW LT InternetOM % B d, #EK SEHE fortissl BE# A

& = O X
. M ol I 5 H i\ FIEEF] Internet\FliSiEIS v b | EEEEEE o
g v =- O @
.'.‘. fortissl -h VMware Network Adapter
NS = S VMnet1
&P PPPOP WAN Adapter  czA
&E VMware Network Adapter - WLAN
VMnet8 % =EE
E =4 =1 b 4 ifm Intel(R) Centrino(R) Wireless-N...
= LixF
&E Forti-Joey
@ |ntel(R) 82579LM Gigabit Netw...
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C) HHITIRBME, HHEM A MNEA N A PPPoP WAN Adapter, ® &5 #4E ¥
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] fortiss! Bt 4
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§  smmeE
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5.2 BEiERLM-Windows RS

a) & windows A4 #E Telephony (TapiSrv)ik 47 B 33547

Telephony FIEtE (T EN) Pt

Bl BR WE ERE

BREEHR TapiSry]
ETER Telephony
us IBEUEEERS AP| (TAPTHS, LIBSEFEHAE A

[T EH EREBERERELIETD LAN BEETzE

W

sk ppmgls: ol
ChWindows\System32\svchost.exe -k NetworkService -p

R E) 5l v
BEHE: EEET
=) £k £20) RER)

SMHAMEERSSET, (RRliEERTERNEMSEL

"= Bl RTAR(A)
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¥ Micre EEXW).-
7 Microsoft ISATAP Adapter 23
& Microsoft ISATAP Adapter 24
Microsoft ISATAP Adapter &5
7 Microsoft ISATAP Adapter 26
Microsoft ISATAP Adapter &7
" Microsoft ISATAP Adapter #8
& Microsoft ISATAP Adapter 29
@F Microsoft Kernel Debug Network Adapter
@ Microsoft Teredo Tunneling Adapter
@ Microsoft Wi-Fi Direct Virtual Adapter
Microsoft Wi-Fi Direct Virtual Adapter 22
&F PPPoP WAN Adapter
& VMware Virtual Ethernet Adapter for YMnet!
e Vi 0] + for ViMnetB
I WAN Miniport (IKEv2)
G WAN Miniport (IP)
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g ] DLBCE FortiClient A & By B R E B R4 1T 447
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@ FortiClient - b 4
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9 =55

RIFED 33 - @2 o

~ 1 | m 4
i it W ¥pn client i I BFeE
BFEE . (EEEH * 1) - | mE |

e) TP HEZX .

2018/7/7 17:52:33 s®E 1THS  1d=96870 user=zlin msg:”Lngs were cleared”

2018/7/7 17:52:46 g% 1d4=96573 user=zlin msg= “VPN before logon was disabled” vpntype=ipsec
2018/7/7 17:52:46 EE  I7HE  1d-96840 user=zlin msg="Fortiproxy is disabled”

2018/7/7 17:52:52 BRzE EHFRE GUI change event

2018/7/7 17:52:54 lﬁlﬁt B VPN FortiSslvpn: SSL VPN Tunnel is Disconnected *#¥ikitss

2018/7/7 17:52:54 HHEE VPN _ FortiSslvpn: Client is exited

2018/7/7 17:52:54 133;1&: =, EHBE FortiTrayApp : Received WH_USER_UPDATE_SUCCESS message, 1Paran=0xl
2018/7/7 17:52:54 i B VEN FortiSslvpn: Init:ConnectNamedPipe(): Wait (hEventOverLapped) OK.
2018/7/7 17:52:54 RS E VPN FortiSslvpn: before ConnectNamedPipe

2018/7/7 17:52:54 HRE 8 VPN FortiSslvpn: Init:ConnectNamedPipe(): rc=0, err=997

2018/7/7 17:52:54 ﬂ§ B VEN FortiSslvpn: _Receivellessage: (0000016C)

2018/7/7 17:52:55 i1 é SEE GUI change event

2018/7/7 17:52:57 HREE SEE handle_processtermination() called

2018/7/7 17:52:57 ﬂ% B FEE child process terminates normally

2018/7/7 17:52:57 E %}gﬁ handle_processtermination() called

2018/7/7 17:52:57 Ly ELS FRE child process terminates normally

2018/7/7 17:53:00 Ei= VPN 1d=96603 user=:. msg="SSLVPN turnel comnection failed (Error=-12).”
remotegw= com vpnstate=connected vpntunnel=" SSL VPN” vpntype=ssl vpnuser=1212

Fortinet 2\ ] 96 / 96 www.fortinet.com.cn



	1VPN客户端安装和使用
	2FortiClient安装常见问题
	2.1Windows系统提示patch KB3033929补丁
	2.264位操作系统安装报错问题
	2.3VPN客户端卸载问题
	2.4VPN客户端无法安装/卸载问题
	2.5运行安装包没有反应
	2.6App Store搜索不到FortiClient
	2.7Mac OS X报错问题
	2.8安装后无法打开FortiClient，“A JavaScript error occurred in
	2.9安装回退，无法安装
	2.10打开客户端时发现没有管理员权限

	3VPN连接问题
	3.110% VPN服务器可能无法到达
	3.231% 服务器请求验证，需要选择证书
	3.331% TLS版本不匹配
	3.440% FortiGate不支持双栈（-5100）
	3.540% VPN服务器可能无法到达（-5）
	3.640% 或98% 无法建立VPN连接.VPN服务器可能无法到达(-5010)
	3.748% RSA new pin is wrong
	3.848% 您的用户名或者密码的配置不正确
	3.948% 登录卡顿在48%无法登录
	3.1068% VPN服务器可能无法到达（-8）
	3.1180% VPN服务器可能无法到达（-14）
	3.1289% 无法建立VPN连接.VPN服务器可能无法到达(-5053)或(-5052)
	3.13(Error=-20199)：95%失败提示“无法到达服务器”
	3.1495% 登陆失败提示连接许可上限（线）
	3.1598% 登陆失败系统设置问题
	3.1698% 登陆失败-多次登录失败（10次连接大概1-3次正常）
	3.1798% 登陆失败案例-rootkit感染
	3.1898% 登陆失败案例-适配器安装异常
	3.1998% 登陆失败案例-驱动安装失败
	3.2098% 虚拟网卡为未知设备
	3.2198%蓝屏问题
	3.2298% 登陆失败案例未有提示错误语
	3.23VPN连接后无法访问个别应用
	3.24VPN连接后无法访问全部应用
	3.25连接VPN提示“You already have an open SSL VPN connectio
	3.26VPN地址无法写入虚拟网卡
	3.27其余登陆失败数据收集

	4客户端冲突问题
	4.1禁止不同品牌VPN同时使用
	4.2防病毒软件冲突
	4.3与Cisco Systems VPN Client 5.0.07有冲突
	4.4可能与NDIS6.1 （windows）VPN客户端有冲突
	4.5重叠I/O操作在进行中

	5进阶排障
	5.1其他登录失败-VPN驱动异常
	5.2其他登录失败-Windows服务
	5.3收集FortiClient日志信息


