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1 FortiADC  ׃

FortiADC D ↓ ט֜ └ (ADC) ᴨ ᴑҙ ט֜ ̆

ᵣ ̆ ⱬȂFortiADC D ↓ ᴆ֟ ҹᴑҙ ᶫ ȁ

ῃ ⱴ № Ȃ 

 

2  

ᶏ ̔FortiADC-200D v4.8.4,build0989 

̔ADC VM ῤ 4G 
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3  

3.1   

3.1.1   

ľSystemĿ->ľSettingĿ->ľBasicĿ̆ ľEnglishĿḱ ҹľSimplified ChineseĿ̆

₯ľSaveĿȂ 

 

3.1.2   

ľ Ŀ->ľ Ŀ->ľ Ŀ̆ ꜚ NTP̆  ľ

Ŀḱ ҹľGMT+8 ֤̆ ̆ ̆Ӌ ĿȂ 
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3.1.3  IP  

ľ Ŀ->ľ Ŀ̆ IP ᾛ ̆ HTTPS̆ Pinğ

SSH Ȃ 

 

3.1.4   

ľ Ŀ->ľ Ŀ->ľ Ŀ̆ ⱴ Ȃ 

 

3.1.5  ᴍ 

ľ Ŀ->ľ Ŀ->ľ ᴍ& Ŀ̆ ᴆ ᴍȂ 
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4 ẫ  

ľ῍֣ Ŀ->ľẫ ĿȂ 

 

 ₯ľ ⱴĿ̆ ẫ ̆ѿ ᶫ Ⱶ ̆Ҍ

ѿ ᶏ ping ̆ FTP Ⱶ ̆ῒ TCP̆ 21̕ HTTP

Ⱶ ̆ῒ TCP̆ 80 ̆ ̆ ץ ⌠ SLB server 

pool, LLB link group, or GLB server ҬȂ 

 ̔ IP ̕ 

 ҉ ̔ UP̆ 1 1 ̕ 

 Ҋ ̔ DOWN̆3 3 ̆ ҹ 3

DOWN ̕ 

 ̔ ẫ ӊ ̆ ԍ ̕ 

 ̔ ⌠ ̆↕∞ Ȃ 

 



                    FortiADC Ⱶ ῃ  

5 Ⱶ  

5.1  Ⱶ  

ľ Ⱶ Ŀ->ľ Ⱶ Ŀ->ľ Ⱶ Ŀ̆ ₯ľ ⱴĿ

Ⱶ Ȃ 

 

5.2  Ⱶ  

ľ Ⱶ Ŀ->ľ Ⱶ Ŀ->ľ Ⱶ Ŀ̆ ₯ľ

ⱴĿ Ⱶ Ȃ 

ľẫ Ŀ̆ ẫ ̆ⱴ῀ ẫ ↓ ̆ Ḡ

Ȃ 
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ľHttp_Server_poolĿ̆ ⱴ Ⱶ ̆ ץ Ⱶ Ҭ ⱴ ҩ Ȃ 

̔ ᶛ № ⌠Ҍ Server҉̕ 

̔ ẫ ⌠ Server UP Ҍ̆ ҉ ᶫ Ⱶ̆ ̆

̆ Server̆ ԅ ꜚ ̆↕ ꜚ

ῤ̆ADC ꜚ Server̕  

ꜚ ̔ ẫ ⌠ Server UP ̆ᵖ Ⱶׅ ∆ ̆Ҍ

ῃ ̆ ꜚ ̆ ῤ ĂDC ꜚ

Server̕  

ꜚ ̔ Ⱶ∆ Ҭ̆Ҍ ᶫ ῃ ̆

ꜚ ῤ̆ ᵞ Ȃ 
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5.3  Ⱶ  

5.3.1   

 

FortiADCᵬҹ̔׃ Ⱶ ԍ Ⱶ ӊ╠Ȃ 
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5.3.2   
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5.3.3  ᴪ Ḡ  

ᴪ Ḡ ADC ̆ ⌠ ⱳ ̆

ᴪ Ḡ Ҍ ̆ ҙⱵ Ҍ Ȃ ᾟ№ ̆

Ҍ ᴪ Ḡ Ȃ 

ľ Ⱶ Ŀ->ľ Ŀ->ľᴪ Ḡ Ŀ̆ ᴪ

ᴪ Ḡ ̆Ӟ ץ ̆ ⱴῒז ᴪ Ḡ Ȃ 

 

 LB_PERSIS_SRC_ADDR̔ ᴪ Ḡ ADC

ᵬҹ∞ ῏ ᴪ ᶭ ̆ ѿ IP ᵬ ᴪ

Ḡ ⌠ ѿ Ⱶ ҉ Ȃ ҩ NAT Ⱶ ̆

ᴪ Ȃ 

 LB_PERSIS_PASSIVE_COOKIE̔ ѿ ̆ HTTP

̂Ҍ Cookiẽ ⌠ ADC̆ADC Ⱶ ̆

Ⱶ HTTP HeaderҬ set-cookieꜚᵬ̆ Ⱶ cookie

ADC̆ ADC Cookieṿ HTTP ⌠ ̕

Ῥ ̆HTTP ҍ҉ Cookiĕ ADC ᴪ Ḡ Ҭ Cookie

̆ HTTP ⌠ Ⱶ Ȃ 

 LB_PERSIS_SSL_SESS_ID̔ SSL ̆ SSL

̆ ҍ Ⱶ Ḥ ֜ ̔֜ ῃ ӥ̕ ⱴ ̕

ҹ ᴪ Session IDȂ ԍ Session ID Ҭ ѿҩ ѿ ṿ̆

ADC ץ ṿ ᴪ Ḡ Ȃ 
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5.3.4   

Ⱶ Ҭ̆ ̔ ̆DNAT̆Full  NAT̆

NAT46Ȃ 

 

5.3.4.1  

ADC Ҍ Ӟ̆Ҍ Һ̆ ԍ Ҍѿ

ғ Server ADC ῤ ѿҩ ̆ Server҉

loopback ҹ VS Ȃ 
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Server ̔ 

ҩ Server loopback ̔ ifconfig lo:31 10.65.100.150 netmask 

255.255.255.255̕  

ҩ Server ̔ route add -net 10.60.0.0 netmask 255.255.0.0 gw 

10.63.100.1̕  

client router ADC̆server Ҍ ADC̕ 

Router҉ VIP ̔route add -net 10.65.0.0 netmask 255.255.0.0 gw 

10.63.100.2   ADC̕ 

client 10.65.100.150̆ client⌠ server ADC̆server

Ҍ ADCȂ 
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5.3.4.2 DNAT 

DNAT NAT̆ IP ̆ DNAT Ҍ̆ ̆

ADC Ⱶ ҹ Ⱶ Ȃ 
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5.3.4.3 Full  NAT 

Full NAT ῤ Server⌠ Client Ҋ̆

ȂADCᴪ ҹ Ҭ ̆ Ⱶ

ҹ Ⱶ Ȃ 

 

 

ľ Ⱶ Ŀ->ľ Ⱶ Ŀ->ľNAT Ŀ̆ ₯ľ ⱴĿ̆

Ḡ Ȃ 

̔ ᶏ HA-AA Ҋ̆ῒז ’Ҍ Ȃ 
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5.3.5  ῤ Ώ 

’Ҋᴪᶏ Ώ HTTP request/response HTTP ̆ HTTP

⌠ HTTPS̆ external url ҹ internal url ῒז ῃ Ȃ ╠

ԅ HTTP Ȃ 

 

GET̆ /web/cryéѿұ URL̂ ҹҺ HOSTҬ

̃̆HTTP1.1 HTTP ̕ 

HTTP Ҭ ҩ ѿҩ ̆ῳ ̂:̃ ṿ Ȃ 

HOST̔ IneternetҺ ̆ URL

Ⱶ ̆ HTTP Ҭ Һ ̆ ↕ ᴪץ 400 ̕ 

User-Agent̔ ₮ Ḥ ̕ 

Referer̔ ׆ ⌠ ╠ ̕ 

Connection̔ HTTP1.1̆ client server keep-alivĕ

ѿ Ҍ ̆↕ṿҹ closĕ Ῥ ̆ ⇔

TCP ԅ̕ 

ľ Ⱶ Ŀ->ľ Ⱶ Ŀ->ľῤ ΏĿ̆ ₯ľ ⱴĿȂ 
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5.3.5.1 Ώꜚᵬ 

ŵ Ώ HTTP ̔ 

 

 ΏҺ ̔ ѿҩ ̆ www.example.com̕  

 Ώ URL̔ ѿҩ URL̆ ץ Ώ URL URL̕ 

     URL̔https://example.com/content/index.html 

URL̔content/index.html 

 Ώ ̔ ѿҩ URL̆ URL ҹ URL̕ 

̔ Ώ HTTP Ҍ ↕  

Ŷ ̔ HTTP Location Ҭ URL ̆ ↕

̕ https://example.com/content/index.html 

http://www.example.com/
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ŷ 403 ̔ ѿҩ 403 ף Ȃ 

 

ŸAdd HTTP Header̔ HTTP Ҭ̆ ⱴ ӈ HTTP ̆ ӈ

RFC2616Ȃ 

ŹDelete HTTP Header̔ HTTP Ҭ̆− ӈ HTTP ̆ ӈ

RFC2616Ȃ 

5.3.5.2 Ώꜚᵬ 

ŵ Ώ HTTP Location̔ Server Ҭ̆ Ώ Location ̆ URL

URL̆ ғҌ ↕ ̕ 

 

ŶAdd HTTP Header̔ HTTP Ҭ̆ ⱴ ӈ HTTP ̆ ӈ

RFC2616Ȃ 

ŷDelete HTTP Header̔ HTTP Ҭ̆− ӈ HTTP ̆ ӈ

RFC2616Ȃ 
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5.3.5.3 ᴆ 

ľ ᴆĿҬ ⱴ ↕̆ ⱴ ↕̆ Ӈ ↕ӊ ҍ ῏

̆ ̆ ꜚᵬȂ 

 

ŵ ̔ HTTP ᵝ  

HTTP Һ ̔ HOST ̕ 

HTTP URL̔ URL̆ ̕ 

HTTP ̔ Referer Ҭ URL̕ 

IP ̔ IP ̕ 

HTTP Location ̔Location Ҭ URL̕ 

Ŷ ̔ ұ ↕ ̕ 

ŷῤ ̔ ῀ ↕̕ 

Ÿ ̔ ̆ ⌠ ῤ ̆ ꜚᵬ̕ 

5.3.5.4 ᶛ̔HTTP ⌠ HTTPS 

̔ web.example.com̆www.example.com̆ blog.example.com ץ

example.com HTTP ⌠ HTTPSȂ 

̔ 1̔^(.*example.com)$ ץ example.com ̕ 

    ^/(.*)$ URL̕ 

http://www.example.com，blog.example.com等以example
http://www.example.com，blog.example.com等以example
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  https://$0/$1ῒҬ$0 (.*example\.com) Ҭ ⌠ ṿ̆

$1 (.*) Ҭ ⌠ ṿ̕ 

  ̔$0 ѿҩ ̆$1 ԋҩ Ȃ 

  2̔ Ҥ ̆ ץ ̆ ҩ̆

web.example.com HTTPҺ ↕ ^web\.example\.com$̆ HTTP URL

↕ ^(.*)$̆ ↕ https://web.example.com/$0Ȃ 

   

 ̔ Ⱶ Ҭ H̆TTP ⌠ HTTPS Ⱶ ң ѿ̆ HTTP

Ⱶ ῤ Ώ̆ ҹ ̆Ῥ HTTPS̆ ῬΏѿ HTTPS

Ⱶ Ȃ  

 

 

 

 

 

https://$0/$1其中$0
https://web.example.com/$0
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5.3.6  ῤ  

ᶏץ ῤ ԍ TCP/IP HTTP ṿ Ⱶ Ȃ 

ľ Ⱶ Ŀ->ľ Ⱶ Ŀ->ľῤ Ŀ̆ ₯ľ ⱴĿ̆

⇔ ῤ ↕Ȃ 

ԍ 4 ̔4 IP; 

 

ԍ 7 ̔7 HTTP ̕ 
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̔ ץ Ⱶ Ҭ ҩῤ ↕Ȃ ⱴ⌠ ↕ Ҋ⌠҉׆

Ȃ ⇔ ѿҩľcatch allĿ ↕ Ȃ Ⱶ Ҭ̆ ҩ ↕

̆ ץ Ȃ 
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5.3.7   

ᴆ ӈԅ ADC ᵥ Ȃ 

5.3.7.1 TCP Profile  timeout  

 

TCPᴪ ̔ 

ŵEstablished Ḡ ̆ ҩ ṿ− ̕ 

Ŷ ӊ╠ ̆↕ ̕ 

ŷ ԍѿҩ established ̆ ԅ ҩ ̔

̆ ҩ established ᴪ ᶏ ̕

ᴰ ̆ Ӈ ҩ ҩ ᴪ ┴ Ȃ 

 TCPᴪ FIN ӊ ̔ 

  FIN _wait ̆Ӟ RealServer ԅ FIN client

̔ RealServer ԅ FIN̆↕ ҩ ̕ client ԅ

FIN̆ ῏ Ȃ 
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5.3.7.2 UDP Profile  Timeout  

 

 UDPᴪ ̔ ҹ UDP ̆ ץ ҩ udp Ҭ

Ȃ 
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5.3.7.3  HTTP Profile  Timeout  

 

̔ Client ꜚ ̆Client TCP ̆

request̆ client ⌠ response ̆ ack̕  

Ⱶ ̔ Server ꜚ ̆ request̕  

̔ADCҍ Server ̕ 

↓ ̔pool-member connection-limit ̆ ᴪ ↓Ҭ̆

ῤ ׅҌ ̆↕ ̕ 

HTTP ̔client ѿҩ request ᶏ ̕ 

HTTP Ḡ ̔ңҩ request Ȃ 
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5.3.7.4 HTTP Profile ῒז  

 



                    FortiADC Ⱶ ῃ  

̔ᶏ Client IP ᾟ Server ̆ L7 ᶏ IP

ף ̕ 

X-Forwarded-For̔ ̆↕ IP Ҭ IP ⱴ⌠ HTTP

X-Forwarded-For Ҭ̕ 

X-forwarded-For ̔ ῀ HTTP Ҭ Client IP ̆ Real-IP

True-IP Ȃ 

5.3.8  Ⱶ  

5.3.8.1 ҍ ≢ 

ľ Ⱶ Ŀ->ľ Ⱶ Ŀ->ľ Ⱶ Ŀ̆ ₯ľ ⱴĿ->

ľ ĿȂ Ҭ̆ ̆ip ̆ ῏

Ⱶ ̆ῒז ҹ ṿ̆ Ȃ 
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5.3.8.2  

ľ Ⱶ Ŀ->ľ Ⱶ Ŀ->ľ Ⱶ Ŀ̆ ₯ľ ⱴĿ->

ľ ĿȂ ԍ ү ̆ ѿ ԅ Ȃ 
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̔ 

 7 ̔ ӄ ȁ ԍ Layer-7 ̆ɒ HTTP ȁcookie

̕ 

 4 ̔ ӄ ȁ ԍ Layer-4 ̆ᶛ

IP ̕ 

 2 ̔ ҩ IP ̆ ғ ҩҊ ῏

ӊ Ȃ 

 ῤ ̆ῤ Ώ̔ ץ ̕ 

 ̔ IP ̆ ץ IP̆Ӟ ץ ῒז IP ̕ 

̔ FTP Ⱶ̆↕Ҍ ᶏ IP̆ ҹ FTP ԅ └ 21 ̆ ̆

ᴪ IP 1024҉ץ ̕ 

 ̔ HTTP 80 ̆HTTPS 443 ̆ ̕ 

 ̔ IP ῏ ̕ 

 ᴆ̔ ҙⱵ ᴆ̕ 

 ᴪ Ḡ ̔ ҙⱵ ԍ ̆HASH̆COOKIE ᴪ Ḡ  ̕

 ̔ ̕ 

 Ⱶ ̔ ᶫ Ⱶ Ⱶ ̕ 
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5.3.9  SSLԊⱵ 

5.3.9.1 HTTPS ᵬ  

 

5.3.9.2  ӥ 

ᶏ FortiAuthenticatorᵬҹ ӥ Ⱶ Ȃ 

ŵ⇔ ӥ 

ľCertificate ManagementĿ->ľCertificate AuthoritiesĿ->ľLocal CAsĿ̆

₯ľCreate NewĿȂ 



                    FortiADC Ⱶ ῃ  

 

Ŷ ӥ 

ң ӥ ѿ̆ FAC҉ ׆̆ FAC ₮Ὲ ̆

῀⌠ ADC ҉̕ԋ ADC ҉֟ ӥ ̆ FAC҉ ̆

ADC ̆ Ὲ FAC Ȃ 

ѿ̔ 

ľCertificate ManagementĿ->ľEnd EntitiesĿ->ľUsersĿ̆ ₯ľCreate NewĿȂ 

 

₮Ὲ ̆ ᴆ ҹ ADC.P12Ȃ 
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ľ Ŀ->ľ ӥĿ->ľ ӥĿ->ľ ӥĿ̆ ₯ľ ῀Ŀ̆

ӥ ľPKCS12 ӥĿ̆ ӥ ᴆľADC.p12Ŀ̆ ῀Ҋ ӥ Ώ

̆ ᴪ Ὲ ѿ ῀Ȃ 

 

῀ ӥ ҹ Ȃ 

 

 

 

 

 

 

 

 

 

 

 






































