===RTINET. ForADC  F

=:RTINET.

FortiADC F n
v V1.0
H 2018 w 5
A G
T

r support_cn@fortinet.com




===RTINET. ForADC  F N

1
2
3

FOITADC & et e e e e s e nnnnne e e e e nnnnnneee e
...................................................................................................................... 4
...................................................................................................................... 5

700 TP OTTPPTPPRPPN 5

700t PP PP PP U PP P PP 5

701 TP PPPPPPPPPPPPIN 5

3.1.3 0 I e 6

701 PO 6

3.15 TP PP UPPPTPTRTR 6

B et b bbbttt bt sttt et 7
et 8

51 PP PP PPRUPPPPRPPPIOT 8
5.2 PP PUUPPPPTRRPPIN 8
53 PP UUPUPPPPPPTPPTRN 10

S0 701 TSRS 10

ST 77T PP PR 11

5.3.3 W G oottt et et e et e e ateenaeereenns 12

S0 7 TSRS 13

535 P ettt ettt 17

5.3.6 D e, 22

ST 70 TP P PP PPPRR TP 24

5.3.8 PP PRTRTT 28

5.3.9 SO LHUE 31

0 [P P PP PPTPUPUUPPPPPPRPPRY 40

B.1  GLB i a e e e aeaeraend 40



===RTINET. ForADC  F N

6.2.1
6.2.2
6.2.3
6.3 <=
6.4 -
6.5 <
6.6
6.7

- T oottt ettt 42
= PP SPUPPPPPPPPPTRN: 42
F e e e reeene 45

HOSE . 47
............................................................................................................. 50

0 [ PSPPI 51
4 [P TT R PPPUUPPPPRPPION 51



===RTINET. ForADC  F

1 FortiADC

FortiADC D | "o L (ADC) n o3

P z AFortiADC D | )
n v NeD A

a " FortiADC-200D v4.8.4,build0989

* ADC VM p 4G

4 o3



F:ERTINET ForADC  F N

3
3.1

3.1.1

I Systent-¥ Settind:-¥ Basid:" [ EnglisH:k wl Simplified Chines&”

Dol Save: A
~
Search here Basic Maintenance Services FortiGuard Sync List Backupé&Restore
@ Dashboard Hostname FAD2HD2A17000051
I Fortiview > Language Simplified Chinese v
{a' System ~
HTTPS Port 443
Getting Started HTTPS Server Cert Factory v
High Availabili
g v S5H Port 22
Traffic Group Default: 22 Range: 1-65535
e Primary DNS 208.91.112.53
SNMP
Virtual Domain
Debug
Config Sync
, s s - o ,
I L -> L ->l L NTP I
MLk wrl GMT+8 . y ML A
— : BE  fomGuad  [EE  ELAE
@ ==
RHE 2018-03-07 10 |v|:| 25 [v|:| 14 |v
b Foriview > BERE
I = v WX (GMT-BO0HLR B BB B8AT v

o) L I

[SEIliiE




F:ERTINET

FortiADC F

IP

3.1.3 0

) HTTPS Ping

=0
[ 4am | [ x®s | [ cex |
[ ] £ xm Bt 1PvA/FRESIEE IPVE/ IR Setrini % wRtE
NAT O port1 R =l 2021.1.1/24 B HTTPS Ping SSH SNMP HTTP Telnet up
Qos
O por2 B = 202222024 =10 Ping SSH up
e,
. O port3 R B 0.0.0.010 £l up
e mEEsnsyE > o
O portd R sl 192.168.90.42/24 B HTTPS Ping SSH SNMP HTTP Up
Sp ey >
3.14
U Y Y ~ ~
I L-> o L -> L \ A
~
HitEs RS OSPF ISP BGP FFRIZIZ= IPvEIFA[Fliz= BIgETl== IPveRERSIZ=
a R [ == =0 I I 3¢ fHEs I I &R I
1D - SEER
e Fortiview > - =L =3
Mo data available in table
&L == >
<5 iizzmE
@ P - Bag 0.0.0.0/0
A - 192.0.2 5/24 2001:0db8:B5a3::8a2e:0370:7334/64
#
253 202.1.1.254 |
NAT =R 10
Qos Sk C 10, /=8 - 1-255
xa o

) L ->I L-> mM& L~ p MA
e T mx #p BE fomcurd  AsRe Il
® EE ® =8 O "=
® EHPC (O ADC

& =% e

"E

wme o= = = === E

P

BER

= -



F:ERTINET

ForiADC F n
4 a
;o n X 2
r -, L -> a LA
fHities EEHE BEGESE
@ = [(#mm | [ xee || o |
M Fortiview N u E1-3 - oxm 2 5] =i} ERER TERER w0
'@' . N [m} LB_HLTHCK_HTTP HTTP 10 5 1 1 80 [}
@ s - O LB_HLTHCK_HTTPS HTTPS 10 5 1 1 243 2]
_ O LB_HLTHCK_ICMP ICMP 10 5 1 1 0 ]
THRlR O LB_HLTHCK_TCP_ECHO TCP Echo 10 5 1 1 0 7]
bt Showing 1to4ofdentries  Show [ 10 |v| entries Previous E
RS
’ - = [P — -
Dl % L a W L - b

W a  ping
(SR

pool, LLB link group, or GLB server

e
PN

DOWN

TCP

FTP F ~ i A TCP o

o 80 ° Ty

IP ’

UP 1
DOWN 3

HTTP

[ SLB server

t = - [}
a H G
e - N
[ t oo A
BHEEE
&R TCP 21
x8 TCp -
wa
w0 21
B : 0-65535
=iEm
Elagithht 2R Habitiht 172.16.222.100
T 0192021
TR 1 TeEER 3
A C 1,88 1 10RER Z0A 01,588 - 1-10RER
Az 5 i)

A - 10, 76 : 1-36008) 23 - 5,588 - 1-360080



F:ERTINET ForADC  F N

I F L ->l F L ->f F L~ Dpl v L
F A
S auiRss
EF Server1_172.16.222.100
w [
ittt | 172.16.222.100
1PveHhhE

Ea -

5.2 F

I L ->f - L ->f [ L™ Dl
v L o F A
I & L~ a Ty~ 4 LT G

E—=es s

EERESHD
&ir Hutp_Server_Pool

wes
BERE o O
et - E]

e FIERE .

< LB_HLTHCK_HTTP
LB HLTHCK_HTTPS
> LB_HLTHCK_TCP_ECHO
TCP_21 =
TELIEGESEE, Rk 3EeEF. LB,

ETEESsLRERE | &




F:ERTINET

FortiADC F

[ Http_Server_pod™ ¢

¢ o}

n

§ ‘oa [ ServerlUP ~ p F
n N B N p~ ADC
0 Server
g ' F A T b L n
; p- 0 v A
ESRES S EERS
ve [ i |
BRESSE Server1_172.16.222.100 ~ &0
8= 1 =
B o1, EE 56
iRERThRiE 0 R R
ik 0 (=) . 75 - 0-86400%)
EERRS 0 S EEER
Bk - 0 (2E) . BE - 01048576 T HRE
=
=15 Cookle
RN SRR
ETRSSRERE
MysQLHiz MysQLEHID

~

- R

Ne [ b Server:’

[ ServelUP " b 3 ot

Server £y -
- 0 Server

A -

A0 (EA) EE

0, 8E : 0-65535

0-86400%

10, 588 - 1-86400EE1EEERD

ik -0 (M), 28 - 0-86400- RS



F:=RTINET ForiADC

5.3 F
53.1

' SNMP, syslog, etc.

¥
SN\

L.
»

T
-~
C

= =y
2 P I = R
11
A B P
D E F

. ' ForiADCbHb v  F ¢ F H[A



F:ERTINET

FortiADC F

5.3.2

Health Check

Real Server SSL Profile

Real Server
& Real Server Pool

Persistence

Source Pool

Content Route

Content Rewriting

Authentication Policy

WAF Profile

Error Messages

Scripting

Required with predefined profile
Required
Optional with predefined profile

Optional

Profile Components

Caching

Com pression

Application Profile

Client S5L Profile

GEOQ IP Block

GEO IP Whitelist

IP Reoutation

LB Methods

Virtual Server




F:ERTINET ForADC  F N

533w G

v G ADC i U w i
v G b - 3 F b A "HNe
b v G A
Ik L ->| L->v G L~ W
v G ~ 37y ool w G A
F— © REEE  mAsL HITREE  asiEsE wETE  BEE
& ms [ #mm || x®e || ow | ([saren
E} = s O LB_PERSIS_HASH_COOKIE Cookield% [
'<: PR s O LB_PERSIS_PASSIVE_COOKIE Passive Cookie [
@ - N O LB_PERSIS_RDP_COOKIE RDP Cookie [}
’e [rp— - O LB_PERSIS SIP_CALL ID SIPEIEID fh
‘ J—— O LB_PERSIS_SSL_SESS_ID SSLENEID [
m} LB_PERSIS_SRC_ADDR Fones @
FIFR{ O LB_PERSIS_HASH_SRC_ADDR faii 3]
e O LB_PERSIS_HASH_SRC_ADDR_PORT fclemli sy el
LB_PERSIS_SRC_ADDR v G ADC
Buo 7~ @ woo W IP b W
G [ W F 37 A @ NAT oo
W A
LB_PERSIS_PASSIVE_COOKIE W “ HTTP
" b Cooki€ 0 [ ADC ADC 0 Fo
F HTTP HeaderT setcookie’” b~ ’ F cookie
b ADC ADC Cookiey  HTTP [ :
P Y HTTP bt Cookié ADC v G T Cookie
Y HTTP O F A
LB_PERSIS_SSL_SESS ID SSL ) SSL
) L F H =~ n n 1 w 4 ’
Y W SessionIDA 6  SessionID T Wa W Vo

ADC” Yy

v v G A



F:ERTINET ForADC  F N

5.3.4

F T°° © T * DNAT  Full NAT
NAT46A

RS HEES MESl NATIEE  PhRlED

&R MHIEREMER. FTTEE
v |=m g
== = )
e
i A

e
it
HEEH
RS DNAT w
HisiEA
' A
Full NAT
o+ EF NAT46
5.34.1
4 ADCJ b “3b " h G bW
f Server ADC p 0 W @ ) Servef:

loopback o W VS A



===RTINET. ForADC  F

hitp SEryer
If-ipi10.63.100.102
Loopback: 10 65.100.150

Vs-ip:10.65.100.150
ort:

Loopback 10,65 100 150

=

AESservel
If-ip T 63
Loopback:10.65.100.150

» VWV IPSRIP—F, R_IP;E server I loopback gt -
> Pool FIttihEER server 115 ADC BEEERIECFIMHE(F 1P)
B ADC 5B MACDMAC BAS server ESERHECIR IF_MAC
B Server B[R] C_IP, 437 ADC o [FEH server ZEEF Client BIEEH -

Client ADC Server
C_IP v_Ip C_IP R_IP=V_IP

i, 1) Client ifjé] ADC £ V_IP 2Mmﬁ%ﬂﬂﬁﬂﬁﬂPmﬁ:$ﬁ
SYNACK 3) Server Ei{&[E] CIP, T4Zid ADC YN ACK
43 Client $Hia) ADC ) V_Ip----
e e S TN T ACksRequestd
Server ‘
@ Server loopback o ' ifconfig 10:31 10.65.100.150 netmask
255.255.255.255
@ Server * route add-net 10.60.0.0 netmask 255.255.0.0 gw
10.63.100.1
client router ADC" server b ADC
Routey': " VIP * route add-net 10.65.0.0 netmask 255.255.0.0 gw
10.63.100.2 ADC
client 10.65.100.150 client [ server ADC  server

b  ADCA



F:ERTINET ForADC  F N

5.3.4.2DNAT

DNATY  NAT - P - DNAT b
ADC + y F A

HIgL 1 GUED. 100, 100805

B Sarver

1008010010116 1063, 10010218

WEIR10.60. 1004

Porlz:10.60.100. 17
Censos-filtp senver
10,85 100 2218

1063 0.23M18

»  ADC TEIEFES DNAT B -
m  Client if5] ADC f7] Virtual IP (V_IPJf port, ADC 1§ DIP ${t. 5 Realserver f111P {R_IP}.
#* client EE2TF| ADC_ W IP FIEEH
B Server [Of5 CIP, ADCHE SIP BTABCHIV_IP$5E2E Client.
+ Server EEHF| client BEEH

Client ADC Server
C_IP V_IP c_Ip R_IP

13 Client 3f3ja) ADC B V_IP 23 ADC 5 DIP R RUIP

SYM SYN

A J

43 ADC 15 siP i v_Ip

SYM ACK 3 Serve [B] C_IP

YN ACK

53 Client 33{8] ADC {3 V_IP-+----
ACK+ Requestl . ACK+ Requesti




F:ERTINET ForADC  F N

5.3.4.3Full NAT

Full NAT p  Server| Client
AADC v W T - +
W F A

> ADCTEIFTZ SNAT F0 DNAT 185 .
B Clientif5[5] ADC ] Virtual IP (V_IP}30 port, ADC 5 DIP B R_IP fJ[ER, SIP Pih SMAT Hthbsth A ip.
+ client EEH3| Apc_ Vv IP FIEH
B Server [OES SNAT IP, ADCYE sIP BABCH] V_IP $5445 Client.
& Server EZEHEF client IEEH, EEEF| SNAT IP F1BEE -
& EE5 SNAT IP 1Y) ARP request/52#k ARP [ ADCFUE .

Client ADC Server
C_IP V_IP SNAT_IP R_IP
13 Client §j5ja] ADC {Y V_IP 23 ADCF5 DIP g RUIPS SIP glrsk) SNAT 1P
SYN i SYN
41 ADC 5 sIP g v_IP
SYNACK g « 31 Serve [o] SNAT_IP SV ACK
53 Client 75ja] ADC Y V_IP==--
ACK+ Requestl e ACK+ Requestl e
_______________________________________ . I‘.-—' _._._._._._._._._._._._._._._._._._._._I .
) F L ->I F L ->I NAT L~ Dol v L

v
o
>

a HA-AA n it

EREE HWEES RERH THETh

HitEEE

1 Fortiview ?

NATIE S
& = i & Paoll
= >
o§ sEaE 8 | poe >
® me ’ wsn
¢ 2 A ” tikEE 192.168.90.245 E 192.168.90.249
T 1921682101 0l 1921682104

AR Bamn

REFBHAE BEEELDR

EsURSEEn



F:ERTINET ForADC  F N

535p Q

Nwa Q HTTP requestresponse HTTP ) HTTP
[ HTTPS externalurl W internalurl it ni A |
3, HTTP A

Frame 144: 480 bytes on wire (3208 bits), 488 bytes captured (3288 bits) on interface 8

Ethernet II, Src: LcfcHefe 9e:2f:75 (50:7b:9d:9e:2f:75), Dst: Fortinet 72:3f:18 (08:5b:Be:72:3:18)
Internet Protocel Version 4, Src: 192.168.118.16, Dst: 112.29.151.154

Transmission Control Protocol, Src Port: 60645, Dst Port: 88, Seq: 1, Ack: 1, Len: 346

~ GET /fweb/crystal/v4.4Beta®5Build@5@/crystal-min.js HTTP/1.1\r\n
[Expert Info (Chat/Sequence): GET /web/crystal/v4.4Beta®5BuildB5@/crystal-min.js HTTP/1.1\r\n]
Request Method: GET
Request URI: fweb/crystal/v4.4BetaB5Builde56/crystal-min.js
Reguest Version: HTTP/1.1
Host: ra.gtimg.com\ri\n
User-Agent: Mozilla/5.@ (Windows NT 18.8; WOW64; rv:59.8) Gecko/20108101 Firefox/59.8\r\n
Accept: */*\r\n
Accept-Language: zh-CN,zh;q=8.8,zh-TW;q=0.7,zh-HK;gq=08.5,en-US;q=08.3,en;q=06.2\r\n
Accept-Encoding: gzip, deflatelrin
Referer: http://wini.qq.com/\r\n
Connection: keep-alive\r\n

GET /web/cryé Wy URL W h HOSTT
T HTTPL.1 HTTP .

HTTPY T @ e T "7 v A

HOST Ineterneth o 7 7 URL /
Fo HTTP T ’ h ) ! vy 400 ’

UserAgent =~ 0 % H

Referef C [ ’

Connectiori HTTP1.1I client server keepalive

W b © 1t v w4 closé P N o
TCP 3’



F:ERTINET ForADC  F N

~

mies EEHIERERR R=ES =] NATIEE e =n

- o — p— o oata avatami i capie -
I8 Fortiview > S
3 =5 > &= rest
< HEEE e arexe [y oo
S m= > .
WG TEEEECEEIeE ~ ]
wsen
BLFEEER HSURL
ot =SS51A
ESREE
== e
SSL-FPESIE COmments
G EEmENE »
Q sEasns >
A WebRIFRpIKE r R (SEARESE
5.3.5.1 Q' b
W QHTTP
avees
ME | ESHTeR v
e
E53 (o Q)
FilE www.example.com
ESURL
s5c1H
Qh W @ 7 www.example.com
Q URL' W @ URL "y Q URL URL

URL https://fexample.com/content/index.html
URL content/index.html

Q ) NG URL URL Y URL

) Q HTTP b $

=<

' HTTP Location T URL 0 v !

https://example.com/content/index.html


http://www.example.com/

«=:RATINET. ForiADC
=E osra v
e
EER S\
g0 403 ' 0 We 403 0 0 A
=E ER03RIE v
Y Add HTTP Header HTTP T v H HTTP N H
. RFC261&\
Z DeleteHTTP Headet  HTTP T~ - y HTTP H
RFC261&\
5.3.5.2 (O o
W Q HTTP Location’ Server T~ Q Location URL
URL f b ! '
=fE ESHTTP Location ~
5=
= https:/fexample.comfcontent/index_html
HTTP T v H HTTP 7

Y Add HTTP Header
. RFC261&\
y DeleteHTTP Headef HTTP T - H HTTP

RFC2616\

-



F:ERTINET ForADC  F N

5.3.5.3) p

Iy pLT v 1 \ tTH tH b
) y oo " DbA

REES & FE MRS (EENIEEEE)

ot HTTP=EAL ~

£ F= palsres

W | EEeE
s
&= BeE
wo HTTP B
HTTP h ' HOST '
HTTP URL' URL ,
HTTP ‘ 4 Referer T URL
P 4 P
HTTP Location ' Location T URL
v v ,
96 N
Y o4ty - Y[ e s
5354 o' HTTP [ HTTPS
l web.exampleoni  www.example.com blog.example.com Y
examplecom HTTP [ HTTPSA

I “(*example.com)$ Y Y example.com

NS URL


http://www.example.com，blog.example.com等以example
http://www.example.com，blog.example.com等以example

F:ERTINET ForADC  F N

https:/$0/$5 T $0 T i (*examplacom) = TY [ v~
$1 (f T Tt Y [ v’

© $0Y e ~7 $1Y e ~ A

2 y H ~ Y Yo Q"
web.example.com HTTPh \ t  “web.exampl&com$ HTTP URL
y 1 NS t  https://web.example.com/$0

F T HTTP [ HTTPS F H W HTTP
F p Q w * P HTTPS PQW HTTPS
F A
anez
E —
e
=28 | nopsssos| |
fi =

comments

EES (EEANRESE)

[ 4mm || xme || cax | [ Q|
[ ] D -~ ®H& s e Eia &
O 1 HTTPEHE =R A *example\.com)$ Disable Y2 17

O 2 LTJ_P%* =R= s Disable & %7


https://$0/$1其中$0
https://web.example.com/$0

F:=RTINET ForiADC n

53.6p
“vya p G TCP/IP HTTP v\
Ik L > FooL->p E N |
- P t A
64 4 N IP;
= RERHA
MR
=14 web1
B G4E OTE
BE

iE(IPva) 0.0.0.0/0
T 192.0.2.0/24

iE(Ipve) )
ToFl: 2001:0db8:85a3::8a2e:0370:7334/64

ER
HaiRsssE web_poall E‘
SERIT s o v #E5%
HiE w $E
G 7 "7 \ HTTP ’
= RERS
MEEH
=& web1
®E O 4E @ TE
B
BaiRsssE web_poall E‘
BERIF SR v %
. $5%

Gk



F:ERTINET ForADC  F N

nEsE (SSHLRESE)
[ o+ 5 ][ * Hi& ] it 2
:Imm—-_

HTTPE#IEL PRI Anw.abc.coms$ & X

o o2 HTTPERURL TENSAS A [x] g 34

=2 -

Ty F T @p t

>
<

™
S

>
-
—
<
e

N\ A « Wal catch all. ¢ Y

~

~ Y i‘_j

>

MEEs (S=AHERESEE)
Eajers

HTTPEHEL nalESrs  wG &S %

0o 2 HTTPERURL TEMZEE=S A xS [x] & X



===RTINET.

FortiADC F

5.3.7

b H = ADC

5.3.7.1TCP Rofike timeout

RIS
=1 LB_PROF_TCP
i TCP
wE
TCP&IHIERE 100
k- 100, 7EE: 1-864008
TCPEIEFINZ FEHEE 100
2tih: 100, FEE: 1-864008F
TCP v '
W Established G v )
Y | I
y GWa established
@ established Y
D * H a el w
TCPw FINH '
FIN _wait ~ 3 RealServer 0

‘ RealServer U

FIN A

3 FIN

! (0]

3 FIN

client

client

f)

gV



F:ERTINET

ForiADC F n
Client ADC Server
S¥YN B SYN
SYM ACK g “ SYN ACK
ACE+ Requestl P ACK+ Requestl e
_______________________________________ e - _._._._._._._._._._._._._._._._._._._._I L

4—ACK+ Response 1 - ACK+ Response 1 ——

ACK+ Request2 > ACK+ Request? —®

INFEEHIETHIATE> session timeout, HHFFiZEHE
FIN - -+ FIM
ack { Real Server FIN [5:%% dient ack> session timeout after fin, MREZEE
FIN _§ B0 client fin,  EHEHHFIESE -
5.3.7.2UDP Profile Timeout
NEERS
B LB_PROF_UDP
i uDp v
=E
UDPSEERIIE 100
2iih: 100,586 1-86400%)
UDP w ) 4 UDP N Y @ udp T



0

r 1. 11
===RATINET. ForiADC 0
5.3.7.3 HTTP Profie Timeout
SRS
&R LE_PROF_HTTP
ESic HTTP w
wE
EFimEn 50
k- 50,588 1-360080
RSB 50
k- 50,588 1-360080
ElEm 5
Eik: 5 FEE: 1-3600F0
BAFHER 5
il: 5 7EE: 1-3600%0
HTTPiESEH 50
2ia)- 50,788 1-3600%0
HTTPREER 50
Bil:- 50, 7EE: 1-360080
Client - “ Client TCP
request client [ response ~ 0 ack
F Server ~ ) request
ADC?bL Server
poolkmember  connectiodlimit Y
P . b i ’
clientd W e request @
request

HTTP
HTTP G

H @



1]
F:=RTI lE'E FortiADC n
Client Front End ADC Back End Server
S¥YM »
SYMN ACK -
ACK -
Client timeout 1
ACK+Requestl _ g} . e N
{ reguest timeout jr .
booooooLRQuUETHmMERR [ e
Requestl ACK SN
* SYM ACK
ACK+ Requestl
+ ACK
‘L Server timeout
P ACK+ Response 1
+ 1 .
Client timeout 2 {
ACK -
j Keepalive timeout
ACK+Regquest2 - ' gQueu |-
SR
! ¢+ gueue timeout ACK+ Request?
. R
ALK,
4 ACK+Fesponse 1 Server timeout ACK+ Response 1
Client timeout 2 {
ACK =
FIN »
— FINACK
ACK -
® RaT

5.3.7.4HTTP Profile

ittt

X-Forwarded-For

X-Forwarded-Forik

A3

[ T Q
[ =R
EEEFmhHEED
[ =/’

HH
i
[l

== ==

T7l: Forwarded-For, Real-IP, True-IP




F:ERTINET ForADC  F N

a Client IP "HO Server - L7 a o IP
q

X-Forwarded-For' 1t P T TO IP v [ HTTP
X-ForwardedFor T’

X-forwarded-For ° ~ HTTP T  Client IP ) ReallP
TruelP A

5.3.8 F

5.3.8.1 b M £

+ it a Y v A

° BT pems pems NATISGE Rl

- e [emme ) xm ) [ oo ] EE—

i

[ Fortiview >
& N O = 42 202112 &0 L8_PROF_TCP LB_METHOD_ROUND_ROBIN Hep_Server_Pasl Enable
4 — N Showing 1te 1 of 1 entl SramE ,
® m= > B test
e mEEnEnE ~ 5] Microsoft SharePoint Aplication E‘
&
BN gl S |
Rbl: 192.0.2.1 2001:0d08:1
IR
=0
AP &
BiiA- 80 558 0= 1-65535,
EEREED
#0 port1 E‘
H#E
L EEESEE  Hop_server_Pool E\

O smnEE > e



F:ERTINET

ForiADC F n

5.3.8.2

=4 VS_WEB1
s [@F-=NON=:NOE =
B @ IE O4LE Q22
HahhERY @ IPvd () IPv6
BE
REEER [ B8
REES [ B8
SHEERH 0
Fik: 0 (BF) EE: 0-1048567 7SS EH
BHE
Hitak 172.30.0.232
T 192021
wa 30
2k BO,5EE: 0388 1-65535, AIEAREEIFaEE, Hid: 80-90 100,
R 0
ik 0, FEE: 0-1000000005F 5N
#0 portl E|
=E
mExH LB_PROF HTTP E|
SiEFER ' ELB_PERSIS_SRC_ADDR
A& LB_METHOD_ROUND_ROBIN E|
BxiREEEi web_poall E|




===RTINET. ForADC  F N

7 ' K a G Layer7 T HTTP acookie
4 * B a G Layer4 T0
IP ’
2 ' @ P ToF el 7
A
p TP Ty ’
: =Y o IP 37y i1 IP ’
FIP F" tb a o IP wFTP & L o 21~ 0 v
w IP 1024y;: 0’
o' HTTP 80 o ° HTTPS 443 o ~ ’
o P 7 o’
p' 3 F D’
vy G ° 3 F G * HASH COOKIE w G ’



===RTINET. ForADC  F

n
5.3.9 SSLHIF
5.3.9.1HTTPS D 4
Prel} client certificate request Prel} server certificate request
Pre2) client install with certificate—"| CASGrVer - pra2} server installed with certificate
_____,_,-'-'—"-----_ _\--\--\'"--.__\____
Client |+ TR Server
1} client hello (client ciphersuit, random,version..) —— 4 3\
«——— 27 Server hello (selected cipher, random)
+—3) Certificate ¢ Server certificate
1-8, 10. 12:
<+ 4 certificate request { ask for client certificate) ——

Ssl handshake
- 52 Server hello Done

6) Certificate ( Client certificate) > >

77 Client key exchange {encrypted) ——

8) Certificate verify { certificate verify result ———»

9} ChangeCipherSpecc > |
107 Finished > g. 11.
+— 11} ChangeCipherSpecc ) > 13:
- 12} Finished Date
4« 13 application data > transfer
14) warning, close_notify alert/TCP FIN — /
5.3.9.2 i

a_ FortiAuthenticatob w  # F A

i

>
0

I Certificate Managemehnt->I' CertificateAuthoritied: -> Local CAsL: ~
Dol CreateNewl: A
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FortiADC F

n

Certificate ID:

Monitor

Certificate Management

& [ Policies
- = Certificate Expiry

Certificate type:

Subject Information

Subject input method:

ez End Entiies Name (CN):

= Users
Department (OU)
= Local Senices
5y Certificate Authorifies Company (O):
Local CAs
~-= CRLs cir
-~ = Trusted CAs State/Province (ST):

5l SCEP
Country (C):

Email address

TACROOTCA

@Root CA certificate (O Intermediate CA certificate (O Intermediate CA certificate signing request (CSR)

OFully distinguished name @ Field-by-field
TAC

TAC

Fortinet

Beiling

Beiling

China (CN)

test@fortinet com

eate New Local CA Certificate

Certificate Authority Type

Certificate ID:

icate Management

=z Policies
= Cerfificate Expiry
End Entities

= Local Senvices
Certificate Authorities

-

I Issuer:

Local User (Optional):
Cerfificate authority:

Subject Information

Subject input method:

Email address:

FAG':  °~

ADC

Certificate Signing Options

@LocalCA (O Third-pary CA

[Please Select]

Users™ Dp

L FAC
FAG: 0~

AR
— '

CreateNewl: A

TACROOTCA | C=CN, ST=HaiDian, L=Beiling, O=Fortinet OU=Tac, CN=TACROOTCA, emailAddress=kmliu@fortinet.com

(O Fully distinguished name @ Field-by-field

Name (CN): www abc.com

= Local CAs

« CRLs Depariment (OU). TAC

= Trusted CAs Company (O): Fortinet

[E5 SCEP

City (L) BeilJing
State/Province (STy BeiJing
Country (C): China (CN)

test@fortinet com

| —— Swimemn—s

b

4y ADC.P12A

———
System &) Export Certificate 1 of 24 selected Search for user certificates| %
Authentication | Status
Fortinet SSO Methods 202.106.1.1 C=CN, ST=Beiling, L=Beiling HaiDian, O=fortinet, OU=tac, CN=2. C=CN, ST=HaiDian, L=Beiling, O=Fortinet, OU=Tac, CN=TACRODTCA. Expired
Monitor ADC C=CN, 5T=Beiling, L=Beiling, O=Fortinet, OU=TAC, C=www.abc.c. =HaiDian, L=Beiling, O=Fortinet, OU=Tac, CN=TACROOTCA. Active I
BIFGT1000C C=CN, L=BEUING, O=FORTINET, OU=TAC, CN=BJ-FGT, emailAddress= C=CN, ST=HaDian, L=Beiling, O=Fortinet, OU=Tac, CN=TACROOTCA. Expired
Certificate Management
Center C=CN, L=BEUING, O=FORTINET, OU<TAC, CN=Center, emailAddresss=. C=CN, ST=HaDian, L=Beiling, O=Fortinet, OU=Tac, CN=TACRODTCA. Expired
[ Policies
i FACchinaMabile C=CH, ST=gansu, L=Lanzhou, O=FortiGate, OU=FG3KIB3E12700254, C=CH, ST=Gansu, L=Lanzhou, O=FortiGate, OU=FG3KIB3E12700254, Active
« Cerlificate Expiry
55 End Enties FGT100E C=CN, 5T=HaiDian, L=Belling, O=Fortinet, OU=Tac, CH=192.163.9. C=CN, ST=HaDian, L=Beiling, O=Fortinet, OU=Tac, CN=TACROOTCA. Active
0 FortiADC C=CN, ST=haidian, L=beijng, O=fortinet, OU=tac, CN=152.168.9. C=CN, ST=HaDian, L=Beiling, O=Fortinet, OU=Tac, CN=TACROOTCA. Active
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I L ->I

n [ PKCS12 in L~
N v E W
= S
Edit]
EHEm
T3
=8
~ 7 Y A

nL->l

L ->

I ADC.pl2L:~

PKCS123EH

ADC

ADCp12

FHAERE FRERERE RS OSCPEIT

Eit: 6

Factory /C=CA/ST=British Columnbia/L=Vancouver/O=Fortinet/OU=Fortigate/CN=Fortigate/emailAddress=dwang@fortinet.com Local = @k
Fortiadc_ssl /CN=FADV040000140037/0=Fortinet Ltd /OU=FortiADC/L=Sunnyvale/ST=California/C=US/emailAddress=support@fortinet. com  Local RSA SR @ *
SSLPROXY_LOCAL_CA /C=Us/ST=California/L=Sunnyvale/O=Fortinet/OU=FortiADC/CN=Forward_Proxy_Template_CA CcA RSA SERE @*
/femailAddress=support@fortinet.com
HTTP2_RSA_2048 JC=Us/ST=Califormia/L=Sunnyvale/O=Fortinet/OU=FortiADC/CN=HTTP2_R5A_2048/emailAddress=support@fortinet.com Local RSA T @ *
adovm /C=CN/ST=Beiling/L=Beiling/0O=TAC/OU=TAC/CN=www_abc.com/emailAddress=test.fortiner.com Lecal RSA £ /J.
x
ADC /C=CN/ST=Beijing/L=Beiling/O=Fortinet/OU=TAC/CN=www_abc_com/emailAddress=test@fortinet. com Local RSA Ak /.t


























































